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Abstract: Model-based analysis is commonly used to assess the influence of different
factors on system availability. Most of the availability models reported in the literature
consider the impact of redundancy, fault tolerance, and system structure. However, these
models treat all system failures to be equivalent or at the same level of severity. In
practice, it is well-known that failures are classified into multiple severity levels according
to their impact on the system’s ability to deliver its services. System availability is thus
influenced by only some rather than all failures. To obtain an accurate availability
estimate it is then necessary to incorporate failure severities into the analysis. In this paper
we present a system availability model which considers failure severities of the hardware
and software components of the system in an integrated manner. Based on the model we
obtain closed form expressions which relate system availability to the failure and repair
parameters of the hardware and software components comprising the system. For a given
choice of failure parameters, we discuss how the closed form expressions could be used to
select the repair parameters to achieve specified target system availability and to establish
bounds on system availability. We illustrate the potential of the model by applying it to
the failure data collected during the acceptance testing of a satellite system.
Key Words: System availability, Failure severities

1.

Introduction and motivation

The growing dependence of our society on computer systems places a heavy premium on
their reliable operation. Reliability is a key metric for many life-critical systems that must
operate without failure for a given period of time. Many systems, however, can tolerate
some failures and can continue to operate, perhaps in a degraded mode. Also, even when a
failure causes total loss of service, repair of the underlying failure can restore system
operation. For such repairable systems, and for those which operate in a degraded mode,
availability is a more relevant metric than reliability [1]. System availability is influenced
by many factors such as the structural organization of components, level of redundancy,
component failure and repair distributions and their parameters. Model-based analysis is
commonly used to analyze the impact of such interdependent factors on system availability
and reliability [2,3].
_____________________________________________
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Model-based availability analysis has been applied to many systems in the literature
[4,5,6,7,8,9,10,11]. Most of these availability models consider degraded modes of
operation arising out of redundancy and fault tolerance [10] where in the degraded modes
system performance is usually lower than that of a fully operational system. The notion of
“performability” has been defined to capture this interplay between performance and
availability in the different modes of operation [12]. Most of the availability models
ignore a system’s ability to tolerate lower severity failures and still provide a smaller,
essential subset of services even without redundancy. Thus, implicitly, they regard all the
failures to be equivalent in terms of their consequences on the system’s capabilities.
Failures are usually classified into multiple severities based on their impact on the system,
where the highest severity ones result in a complete loss of service and critical services can
be provided despite lower severity failures. For example, a formatting failure in an account
report of an online banking system does not preclude essential functions such as deposits
and withdrawals. In such cases, in all the senses, the system can be considered to be
available. This makes it necessary to consider failure severities to provide an accurate
estimate of system availability.
It is undoubtedly important to estimate system availability and the probability of
degraded mode considering failure severities for given failure and repair parameters. Prior
to system deployment, however, it may be necessary to determine the repair parameters for
specific failure parameters estimated at the end of testing. These values of the repair
parameters must be determined based upon the target availability and probability of
degraded mode. Furthermore, for known failure parameters, it may be prudent to estimate
the bounds on availability and probability of degraded mode prior to entering into service
level agreements with the users. Thus, the analysis methodology should not only provide
an availability estimate, but also provide quantitative and systematic guidance to make
informed decisions.
In this paper we present an availability model which considers failure severities of the
hardware and software components of a system in an integrated manner. The model also
incorporates component repairs. We derive expressions to relate availability and
probability of degraded mode to the failure and the repair parameters of the components.
Further, we discuss how the expressions could be used to select appropriate repair
parameters to meet the specified availability target and to establish achievable bounds on
availability and probability of degraded mode for given failure parameters. We then
describe our experience in applying the model using failure and repair data collected
during the acceptance testing of the system. Using this data we also illustrate the potential
of the model to facilitate different analyses.
The paper is organized as follows: Section 2 describes system characteristics. Section
3 presents the availability model. Section 4 derives expressions for availability and
probability of degraded mode and discusses the selection of repair parameters and
determination of achievable availability bounds. Section 5 illustrates the model. Section 6
presents conclusions and directions for future research.
Notation:
λh1(λh2 ) – Mean failure rate of severity #1 (severity #2) hardware failures
λs1(λs2 ) − Mean failure rate of severity #1 (severity #2) software failures
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µ1(µ2) – Mean repair rate of severity #1 (severity #2) failures
A(D) – System availability (Probability of degraded mode of operation).
Atarget(Dtarget) – Target system availability (Probability of degraded mode of operation)
µ1,t (µ2,t) – Target mean repair rate of severity #1 (severity #2) failures
Db – Upper bound on probability of degraded mode of operation.
Ab – Lower bound on system availability.
Tˆ1 − Estimate of mean time to failure for severity #1 failures.

T̂2 − Estimate of mean time to failure for severity #2 failures.
2.

System description

In this section we describe the characteristics of the system, which we inferred from the
raw data consisting of times at which failures occurred. Preprocessing the raw data, each
failure was classified according to the component which caused the failure
(hardware/software) and its severity (#1 or #2). A severity #1 failure results in a complete
loss of service, but a severity #2 failure enables a degraded mode of operation. Our
objective is to build a model conforming to the data, so that at least some of the
parameters can be estimated directly from the data.
We assume that the system consists of hardware and software components, both of
which can fail. In general, although each component can have multiple failure modes
[13,14,15], based on the data, we consider only failure two modes. Thus, the system can
experience four types of failures, severity #1 and #2 hardware failures and severity #1 and
#2 software failures. We assume that both the components fail independently of each
other. In addition, we also assume that there is no dependence among the different failure
severities of the same component. For example, a severity #2 hardware failure does not
increase the likelihood of a severity #1 hardware failure. It is important to note that the
hardware (software) component cannot fail when the system is down due to a severity #1
failure of the software (hardware) component. Thus, the hardware (software) component
can be considered to be suspended when the system is down due to a software (hardware)
failure [16]. Furthermore, a severity #2 failure of a component cannot occur once it is
down due to a severity #1 failure.
A severity #1 failure (hardware or software) is catastrophic and results in a complete
loss of service, whereas a severity #2 failure (hardware or software) is serious and
transitions the system into a degraded mode in which a system can deliver only a small
subset of critical services rather than the full suite. The system is restored back to its fully
operational state from both the failed and degraded modes. Thus the system can be in three
states, fully operational, degraded, and failed. Based on the contribution of component
failures and repairs to system availability, the system has a series structure. A fully
operational system requires both the components to be operational. When one or both the
components operate in a degraded mode, the system operates in a degraded mode. Finally,
system failure occurs when either of the components fail. Thus, this is a series system
with three modes, a special case of a multi-state series system [17,14,15]. These system
characteristics, inferred from the data, were confirmed by experts who are knowledgeable
about the system.
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Availability model

In the availability model, the state of the system is represented by a 2-tuple, where the first
and the second elements represent the states of the hardware and software components
respectively. For both the components, we let U, 2 and 1 denote fully operational,
degraded, and failed states. A combination of component states result in a maximum of
nine system states. Of these, state (1,1) cannot occur, since a severity #1 hardware failure
would cause system failure and preclude a severity #1 software failure until system
operation is restored. A summary of the component and the resulting system states is in
Table 1.
Table 1: Component and system states
Notation
(U,U)
(2,U)
(U,2)
(2,2)
(1,U)
(U,1)
(1,2)
(2,1)

Hardware
State
Operational
Degraded
Operational
Degraded
Failed
Operational
Failed
Degraded

Software
State
Operational
Operational
Degraded
Degraded
Operational
Failed
Degraded
Failed

System
State
Operational
Degraded
Degraded
Degraded
Failed
Failed
Failed
Failed

Consistent with the contemporary reliability and availability models [1], we assume
that the time to failure for all four types is exponentially distributed. The time to restore
system operation also follows an exponential distribution, with the repair rate dependent
on whether the system is restored from a severity #1 or a severity #2 failure. Figure 1
shows the Markov model of the system. The evolution of system states is as follows. The
system starts in state (U,U) when both the hardware and the software components are fully
operational. In this state four events can occur, namely, severity #2 hardware and software
failures and severity #1 hardware and software failures. These events transition the system
to states (2,U), (U,2), (1,U) and (U,1) with rates λh2, λs2, λh1 and λs1 respectively. From
states (1,U) and (U,1), the system may be restored at rate µ1 to state (U,U). In states (2,U)
and (U,2) multiple events are possible. We will first describe the evolution from state
(2,U). From this state, the system may be restored at rate µ2 to state (U,U). In addition,
severity #1 hardware and software failures and a severity #1 software failure occurring at
rates λh1, λs1 and λs2 respectively, will transition the system to states (1,U), (2,1) and (2,2).
Using similar reasoning it can be inferred that the system may transition to states (U,1),
(1,2) and (2,2) from state (U,2). We assume that in the states where both severity #1 and
severity #2 failures have occurred, namely, states (1,2) and (2,1) the restoration rate for
severity #1 failures, namely µ1, is used. We also assume that although states (1,2) and
(2,1) may be reached from (2,2), the system is restored to the fully operational state (U,U)
rather than state (2,2). Thus, from (1,2) and (2,1), the system transitions to (U,U) with rate
µ1. Lastly, from state (2,2), the system can transition to states (1,2) and (2,1) upon the
occurrence of severity #1 hardware and software failures with rates λh1 and λs1
respectively. Also from state (2,2) the system is restored to state (U,U) at rate µ2.

System Availability Analysis Considering Failure Severities

471

U,U

λs2

λh2
µ2

µ2

λh1

λs1
µ1

λh1
1,U

2,U

λs1

µ1
U,2

U,1

µ1

µ1

λs1

λh1
2,1

λs2

1,2

µ2

λh1

λs1

λh2

2,2

Fig. 1: System availability model with component failure severities
4.

Availability analysis

We now discuss how the model in Figure 1 can be used for different types of analyses.
4.1

Availability estimation

The model shown in Figure 1 can be solved to obtain expressions for availability and
probability of degraded mode. Referring to Figure 1, the system is fully operational in
(U,U), operates in a degraded mode in (2,U), (U,2) and (2,2), and is completely failed in
(1,U), (U,1), (1,2), (2,1). The availability A and probability of degraded mode D are
given by:
A=

(λh2 + λs 2 + λs1 + λh1 + µ 2 )µ1
µ1 (λs1 + λh1 + µ 2 ) + (λ s1 + λh1 + µ1 )(λs 2 + λh2 ) + (λh1 + λ s1 )(λs1 + λh1 + µ 2 )

(1)

D=

(λh 2 + λs 2 ) µ1
µ1 (λs1 + λh1 + µ 2 ) + (λ s1 + λh1 + µ1 )(λ s 2 + λh 2 ) + (λh1 + λ s1 )(λs1 + λh1 + µ 2 )

(2)

In addition to providing an estimate of availability and probability of degraded mode,
the analytical expressions in (1) and (2) can facilitate an analysis of the sensitivity of
availability to failure and repair parameters. They also enable predictive or “what-if”
analysis easily.
4.2

Selection of repair parameters

The users of a system may specify desired levels of availability and probability of
degraded mode, which must be achieved by the system provider. One of the ways of
achieving these targets may be to reduce the failure rates. However, when the system is
ready to be deployed, the failure rates of the hardware and software components are
usually fixed. These estimates of the software and hardware failure rates may be obtained
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in several ways. For example, software failure rate may be estimated based on the failure
data collected during the testing phase, whereas, the hardware failure rate may be obtained
from the manufacturer’s data sheets. Since the failure rates are fixed, the system provider
has to achieve the availability objectives by an appropriate selection of the repair
parameters. Needless to say, a very high repair rate may allow the provider to achieve the
specified targets. However, the higher the repair rate, higher is the level of resources
needed. A judicious selection of the repair parameters is thus necessary to achieve the
desired availability target in a cost-effective manner. We now discuss how the closed form
expressions can be used to select repair parameters to achieve the specified availability
target.
Let Atarget and Dtarget be the target availability and probability of degraded mode. The
ratio of (1) and (2) yields:
At arg et
Dt arg et

=

(λh 2 + λs 2 + λ s1 + λh1 + µ 2 )
λh 2 + λ s 2

(3)

Simplifying (3) and letting F1 = λh1 + λs1 and F2 = λh 2 + λs 2 , we have:
µ 2,t =

At arg et * F2
Dt arg et

− F1 − F2

(4)

Using (4) an estimate of the parameter µ2, denoted µ2,t may be obtained for target
availability and probability of degraded mode for specified failure rates.
Substituting the value of µ2,t in (2), an estimate of µ1, denoted µ1,t,, is given by:
µ1,t =

Dt arg et ( F1F2 + F1 ( F1 + µ 2,t ))
Dt arg et ( F1 + F2 + µ 2, t ) − F1

(5)

The above discussion assumes that the values of Atarget and Dtarget are known. System
users may, however, specify bounds on the availability and probability of degraded mode.
The specific values of the metrics to satisfy these bounds then need to be determined
considering their dependence. These values when substituted in (4) and (5) will provide
repair parameters to satisfy these targets and hence the original bounds from which they
are derived.
4.3

Availability and degraded mode bounds

In this section we discuss how the expressions could be used to establish bounds on the
availability and probability of degraded mode for specific failure rates. In many cases,
system users may specify a desired availability target. Since a system is available both
when it is operating fully or in a degraded mode, availability and probability of degraded
mode are dependent and a certain percentage of the specified availability will be due to
operation in a degraded mode. Further, to satisfy a given availability target, the probability
of degraded mode needs to be constrained to a certain range. The system provider is
responsible for educating the user of this possibility. Also, since the degraded mode is less
desirable, the provider should also provide an upper bound on the probability of degraded
mode for given failure parameters. This bound can be obtained as follows.
Referring to (4) and imposing the condition µ 2 > 0 , provides Db which is the bound
on the probability of degraded mode of operation.
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(6)

F1 + F2

Since the probability of degraded mode of operation is always greater than 0.0, we
have:
0.0 < Db ≤

At arg et * F2
F1 + F2

(7)

Equation (7) thus provides an upper bound on the probability of degraded mode for a
given target availability. This implies that the probability of degraded mode will not
exceed Db for repair parameters selected to meet the specified availability target.
Albeit less likely, in some cases the users may specify the desired probability of
degraded mode. Once again, based on the dependence between availability and probability
of degraded mode, the lower bound on availability Ab is given by:
( F1 + F2 ) Dt arg et
F2

≤ Ab < 1.0

(8)

Equation (8) provides a lower availability bound, for a target probability of degraded
mode. Thus, if Dtarget, is the probability of degraded mode, availability must be at least Ab.

5.

Model application

In this section we discuss our experience in applying the model to the failure data
collected during the acceptance testing of a satellite system. We first discuss the issue of
parameter estimation. Subsequently, we demonstrate the use of the model for sensitivity
analysis, selection of repair parameters, and determination of availability bounds.
5.1

Parameter estimation

The failure parameters (rates of severity #1 and #2 failures) are estimated based on the
data collected during the acceptance testing of a satellite system. The data consisted of a
sequence of dates on which the failures, classified according to the component and
severity, were observed. Table 2 shows the sequence of failure occurrence dates for
severity #1 failures. The data indicates that 11 times are available for hardware failures,
whereas, only a single time is available for software failures. As a result, the data available
to estimate the failure rate of severity #1 software failures is insufficient. To alleviate this,
we assume that the failure rates of severity #1 hardware and software failures are identical,
and use all the available data to estimate these rates. Based on the sequence of failure
times, times to failure are computed and are reported in columns 3 and 6 of Table 2. The
severity #1 failure rates of hardware and software components are estimated using (9).
λh1 = λ s1 =

where

1
Tˆ1

(9)

Tˆ1 is an estimate of the mean time to failure obtained from the failure times in

Table 1. The rates of severity #1 failures (hardware and software), that is λh1 and λs1 are
0.0037/day.
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Table 2: Failure data for severity #1 failures
Date
6/4/1993
4/22/1994
5/1/1994
4/26/1996
1/9/1997
10/27/1998

Comp.
HW
HW
SW
HW
HW
HW

TTF(days)
3
8
719
39
363

Date
4/19/1994
4/23/1994
5/8/1994
12/1/1996
10/29/1997
3/31/2002

Comp.
HW
HW
HW
HW
HW
HW

TTF(days)
319
1
7
219
293
1251

Table 3: Failure data for severity #2 failures
Date
4/15/1994
4/28/1994
5/16/1994
6/17/1994
7/16/1994
7/24/1994
7/30/1994
8/18/1994
11/1/1994
12/14/1994
1/31/1995
3/24/1995
4/1/1995
10/30/1995
1/29/1996
10/1/1996
2/25/1997
12/16/1997
8/9/2000
3/1/2002

Comp.
HW
HW
SW
HW
HW
HW
HW
HW
HW
HW
HW
HW
HW
HW
HW
HW
HW
HW
HW
HW

TTF(days)
12
14
30
26
6
1
19
47
13
13
31
7
38
18
37
4
155
556
180

Date
4/16/1994
5/2/1994
5/18/1994
6/20/1994
7/18/1994
7/29/1994
7/30/1994
9/15/1994
12/1/1994
1/18/1995
2/21/1995
3/25/1995
9/22/1995
1/11/1996
8/25/1996
2/21/1997
7/14/1997
1/31/1999
9/2/2001

Comp.
HW
HW
HW
HW
HW
HW
HW
HW
HW
HW
HW
HW
HW
HW
HW
HW
HW
HW
HW

TTF(days)
1
4
2
3
2
5
1
28
30
35
21
1
174
73
209
143
139
411
389

Table 3 shows the sequence of failure times for severity #2 failures. The data
indicates that 38 failure times are available for hardware, whereas, only one time is
available for software. As a result, similar to severity #1 failures, we assume that the
failure rates of severity #2 hardware and software failures are identical, and use all the
available failure times to estimate these rates. Using a procedure similar to severity #1
failures, the failure rates of severity #2 hardware and software failures are estimated using
(10):
λh 2 = λs 2 =

where

1
Tˆ2

(10)

T̂2 is an estimate of the mean time to failure obtained from failure times in

Table 3. The rates of severity #2 failures (hardware and software), that is, λh2 and λs2 are
0.0132/day.
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Equation (10) assumes that severity #1 and severity #2 failures of a component are
independent. However, under the assumption that a severity #2 failure cannot occur once
the system is down due to a severity #1 failure, the failure rate of severity #2 failures can
be estimated as follows. Let D1, D2, … be the failure times of severity #1 failures. Let R1,
R2,… be the times at which the system is restored back into operation from a severity #1
failure. The relative positions of failure and restoration instants along the time axis may be
as shown in Figure 2. Thus, the system is up during the intervals (0,D1), (D1,R2),…. , and
down during the intervals (D1,R1), (D2,R2)….. During the interval when the system is up,
one or more severity #2 failures may occur and thus the system may enter into a degraded
mode and be restored back to the fully operational state several times. At the time of
occurrence of a severity #1 failure, two possibilities with respect to severity #2 failures
arise. In the first case, the system is fully operational. In the second case, the repair of a
severity #2 failure is in progress and the system is operating in a degraded mode. The
likelihood function for an interval in the first case may be written according to right
censored (suspended) data [18], whereas for an interval where the second case holds, the
likelihood function may be developed as per complete data. The joint likelihood function
for all the observation intervals can then be obtained as a product of the likelihoods in the
individual intervals. This joint likelihood function can then be used to estimate the failure
rate of severity #2 failures of the component. The above parameter estimation procedure
requires both failure and repair times for severity #1 failures. Since the repair times are not
available, it cannot be applied to the data at hand.

0

UP

UP

UP

D1

R1

DOWN

D2

R2

DOWN

D3

R3
DOWN

Fig. 2: Relative positions of failure and restoration times
5.2

Sensitivity analysis

The failure parameters are estimated based on the data collected during the acceptance
testing of a satellite system. However, adequate data were not available to estimate the
repair parameters. Such a situation arises very often in practice where only some
parameters can be estimated from real data, while the remaining ones have to be
“guestimated”. In such cases, it is valuable to assess the sensitivity of the system
availability to the parameters that could not be estimated from real data. Sensitivity
analysis can be used to generate a sensitivity graph to establish a quantitative relationship
between the system availability and model parameters. In this section, we illustrate
through two experiments, how the expressions for availability and probability of degraded
mode given by (1) and (2) can be used for sensitivity analysis.
In the first experiment, we set the repair rate of severity #1 failures, namely, µ1 to 10,
50, 100, 500, 1000, 2500, and 5000 times their failure rate. The values of A and D were
computed for each value of µ1 using (1) and (2). The repair rate of severity #2 failures,
namely, µ2 was set to 10 times the failure rate of severity #1 failures. Figure 2 shows the
availability Α and the probability of degraded mode D a function of µ1. It can be observed
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that availability drops sharply when the repair rate drops from 50 to 10 times of the failure
rate of severity #1 failures. Thus, to maintain the availability above 95% it is necessary to
ensure that the repair rate of severity #1 failures is at least 50 times of their failure rate.
The probability of degraded mode also decreases with the repair rate, however, the drop in
D is not as sharp as in Α when the repair rate drops from 50 to 10 times of the failure rate
of severity #1 failures.
In the second experiment, we set the repair rate of severity #2 failures, namely, µ2 to
10, 50, 100, 500, 1000, 2500, and 5000 times the rate of severity #1 failures. The values of
A and D were computed for each value of µ2 using (1) and (2) respectively. The repair rate
of severity #1 failures, namely, µ1 was set to 10 times their failure rate. Figure 3 represents
the availability A and the probability of degraded mode D as a function of the repair rate
of severity #2 failures. It indicates that the availability is independent of the repair rate of
severity #2 failures, which is expected. The probability of degraded mode increases as the
repair rate of severity #2 failures decreases. Since the availability is identical for all values
of the repair rate µ2., this implies that the probability of the system being fully operational
decreases as the repair rate of severity #2 failures decreases.
The trends observed in the sensitivity graphs in Figures 3 and 4 are consistent with
the expectations of the experts who are closely familiar with the system.
1
0.9

System metrics

0.8
0.7
0.6
A
0.5
D
0.4
0.3
0.2
0.1
0
5000

2500

1000

500

100

50

10

Repair rate of severity #1 failures

Fig. 3: A and D as a function of µ1
5.3

Selection of repair parameters

For the failure parameters in Section 5.1, repair rates µ1 and µ2 were computed for
different settings of Atarget and Dtarget. The results in Table 4 indicate that the repair rate for
severity #1 failures is exclusively determined by the target availability, whereas, the repair
rate of severity #2 failures is determined both by the target availability and the probability
of degraded mode. This is consistent with the trends in the sensitivity graph in Figure 3,
where availability was unaffected by the repair rate of severity #2 failures. Furthermore,
for a given target availability, as the probability of degraded mode decreases, the repair
rate of severity #2 failure increases. This occurs, because a reduction in the probability of
degraded mode needs to be achieved by rapidly transitioning from the degraded mode to
the fully operational mode, which requires an increase in the repair rate of severity #2
failures. The results also indicate that raising the availability from 0.90 to 0.99 and from
0.99 to 0.9999, respectively, requires a 10- and a 100–fold increase in the repair rate of
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severity #1 failures. Although these trends were intuitive and conformed to the experts’
judgment, the expressions are valuable to obtain quantitative estimates of the repair rates
for given failure parameters.
0.9
0.8
System metrics

0.7
0.6
0.5

A

0.4

D

0.3
0.2
0.1
0
1

2

3

4

5

6

7

Repair rate of severity #2 failures

Fig. 4: A and D as a function of µ2
Table 4: Repair rates for target availability and probability of degraded mode
Atarget
0.8
0.8
0.8
0.8
0.90
0.90
0.90
0.90
0.99
0.99
0.99
0.99
5.4

Dtarget
0.4
0.3
0.2
0.1
0.4
0.3
0.2
0.1
0.4
0.3
0.2
0.1

µ2
0.01899
0.03659
0.01719
0.17739
0.02559
0.04539
0.08499
0.20379
0.03153
0.05331
0.09687
0.22755

µ1
0.02964
0.02964
0.02964
0.02964
0.06669
0.06669
0.06669
0.06669
0.73359
0.73359
0.73359
0.73559

Atarget
0.85
0.85
0.85
0.85
0.95
0.95
0.95
0.95
0.9999
0.9999
0.9999
0.9999

Dtarget
0.4
0.3
0.2
0.1
0.4
0.3
0.2
0.1
0.4
0.3
0.2
0.1

µ2
0.02229
0.04099
0.07839
0.19059
0.02889
0.04979
0.09159
0.21699
0.03218
0.05418
0.09817
0.23016

µ1
0.04199
0.04199
0.04199
0.04199
0.14079
0.14079
0.14079
0.14079
74.092
74.092
74.092
74.092

Availability and degraded mode bounds

The bounds on availability (probability of degraded mode) for specified levels of
probability of degraded mode (availability) for the failure parameters are in Table 5. These
results indicate that as the target probability of degraded mode increases, the lower bound
on availability increases. These results also indicate that the availability needs to be
perfect if Dtarget exceeds a certain threshold. This threshold, which is a function of the
failure parameters, is approximately 0.78 for the satellite system.
6.

Conclusions

In this paper we presented an availability model which captures the impact of hardware
and software failure severities in a unified manner. The model incorporates the
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contribution of degraded modes arising out of tolerating lower severity failures to
availability. We derived expressions to relate availability and probability of degraded
mode to the failure and repair parameters of the components. We also discussed how the
expressions could be used to select the repair parameters to achieve specified availability
targets and also to determine bounds on availability and probability of degraded mode for
given failure parameters. We described our experience in applying the model to the failure
data collected during the acceptance testing of a satellite system and illustrated its use to
facilitate various analyses.
Our future research involves propagating the variances in the failure and repair
parameters to the variance in system availability. Enhancing the approach to quantify the
service value by assigning reward rates to the different states of the model is also a topic
of future research.
Table 3: Availability and degraded mode bounds
Dtarget
0.2
0.3
0.4
0.5
0.6
0.7
0.75
0.78

Availability, Ab
(lower bound)
0.2560
0.3840
0.5121
0.6401
0.7681
0.8962
0.9602
0.9986

Atarget
0.9999
0.999
0.95
0.90
0.85
0.80

Degr. Mode, Db
(Upper bound)
0.7810
0.7800
0.7420
0.7030
0.6639
0.6249
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