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Abstract: Support Vector Machine (SVM) is an artificial intelligence technique that has 

been successfully used in data classification problems, taking advantage of its learning 

capacity. In systems modelled as networks, SVM has been used to classify the state of a 

network as failed or operating to approximate the network reliability. Due to the lack of 

information, or high computational complexity, the complete analytical expression of 

system states may be impossible to obtain, that is to say, only incomplete data-set can be 

obtained. Using these incomplete data-sets, depending on amount of missed data-set, this 

paper proposes two different approaches named rough approximation method and 

simulation based method to evaluate system reliability. SVM is used to make the 

incomplete data-set complete. Simulation technique is also employed in the so called 

simulation based approximation method. Several examples are presented to illustrate the 

approaches. 
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1.  Introduction 

     Complex system reliability modelled as a network can facilitate system reliability 

evaluation. Using a network, the reliability dependency between the system operating (or 

failed) and that of the success (or failure) of its subsystems and constituent components or 

units are observable. Furthermore, the system reliability evaluation problem can be 

transformed into a network problem. Network reliability evaluation has been dealt with 

extensively in the literature [1, 2, 3] using various techniques. For a simple network, a 

simple method to evaluate network reliability is to enumerate all possible states of 

constituent elements and the corresponding system states. Thereafter, sum up the 

probabilities of system being in operating state to obtain system reliability and the 

probabilities of system being in failed to obtain system unreliability. However, for more 

complex network, this method is time consuming or and sometimes infeasible. Therefore, 

some other methods are required to calculate system reliability and unreliability. 

     In this paper, these subsystems, components or units for the sake of ease can be 

designated as elements simply. The element’s state vector and its corresponding system 

state are named data sets. Also, it is assumed elements’ reliabilities have been known. As 

mentioned before, enumerating all data sets sometimes may not be possible or it may not 

be feasible to obtain the complete data set due to lack of information or is highly time 

consuming, or structure of system may not be known at all. This paper investigates the 

problem of to evaluating system reliability using such an incomplete data-set. 

 



       Complex System Reliability Evaluation using Support Vector Machine for Incomplete Data-set 

 

 

33

Support Vector Machine (SVM) is used in this paper. As a artificial intelligence technique, 

support vector machine was initially developed as a classifier for pattern recognition [4,5]. 

Currently, its application covers various areas such as: data mining, financial forecasting 

[6], fault diagnosis [7], and so on. The application of SVM on system reliability 

evaluation had been proposed by Rocco [8, 9]. In [8], Monte Carlo technique was 

employed to simulate states of each element and SVM is used as a binary classifier to 

predict the system state. This synergy produces an estimation of system reliability. This 

paper proposes two approaches, namely an approximation method and simulation based 

approximation method respectively.    

     In the remaining section of this paper, the principle of SVM classifier and discussion 

on selection of kernel function are presented in Section 2. Section 3 describes the learning 

capacity of SVM. Section 4 describes an approximation approach, where a simple 

example is presented. Section 5 describes the simulation approximation approach. An 

example to illustrate the simulation approximation approach is presented in Section 5 as 

well.   

2.     Basic of Support Vector Machine Classifier 

2.1  Support Vector Machine Classifier 

Regardless of support vectors regression or classifier, support vector machine is desired to 

find a separator which can partition data-set as far as possible. Let us take a binary support 

vector machine as example, as shown in Figure 1, the objective of this SVM is to separate 

the dark dots(e.g., represents failure state of system) from white(e.g., represents operating 

state of system). Evidently, any set of lines (L1, L2,…,) located between them dots can 

separate them. Among these lines, the most reasonable separator should be the line 

located in middle of the two group dots.     

 
Figure 1: Linear SVM 

     This optimal separator can obtained from a constrained optimisation formulation 

[10,11]:   
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where w denotes the regularised normal line, b denotes the intercept, xi denotes the vector 

(representing a dot) and yi denotes its group label (for binary classifier, represented by 1 

and -1 respectively). Each dot in Figures 1 corresponds to a constraint in Formulation (1).  

     However, in practice, it may be impossible to separate the mentioned dots linearly. 

That means there is no linear line existing to separate these dots. To deal with this 

problem, slack variables iξ  are introduced to tolerate misclassification. The above 

formulation can be deduced as follows:   
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     Formulation (2) is called primal problem in SVM. However, SVM usually uses its dual 
problem to obtain optimal solution. By introducing Lagrangian multipliers, Formulation 
(2) is rewritten to: 
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where 
iα represents Lagrangian multiplier which corresponds xi. C is penalty parameter 

which trade-offs classification accuracy and computation complexity, and >< ji xx ,  can be 

rewritten to >< ji xxK ,  , which is called the Kernel Function. After the optimal solution 

has been obtained, the decision function to determine the group for new xi is as follows 
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The process to obtain optimal solution to Formulation (3) is called training. An interesting 

property of the optimal solution is the fact that 
iα ≠  0 defines the so-called Support 

Vector (SV), a sub set of the training data set. That means only the SVs can influence the 
decision function. Hence, the problem can be simplified since only part of data sets taking 
effect. Notably, the set of SVs varies with kernel function. [12].  

2.2   Selection of Kernel Function 

The most successful part of SVM is its Kernel function. Kernel function plays a key role 
in support vector machine. It defines and measures the similarity of two data-set, and 
Kernel function determines the SVM classification capacity.  By tuning kernel function’s 
parameter, SVM can control its classification accuracy. Currently, various kernel 
functions, e.g., Gaussian function, polynomial function, wavelet function, multi-layer 
perceptron function, have been developed for specified application areas [10]. Among 
them, the commonest are Gaussian function and polynomial function.  
     Gaussian and polynomial functions differ in their principles to measure similarity. 
Gaussian measures it by subtraction of the two vectors (x, x’). Polynomial function does it 
by using inner product. Both Gaussian function and polynomial function can perform 
equally for most applications. The form of Gaussian function is: 
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where σ is a variable parameter, it is a real continuous value.  The form of the polynomial 

function is: 
d

xxxxK )1,(),( '' +><=                                                  (6) 

where d is a variable parameter, d is usually a integer.   

     As mentioned above, parameterσ of Gaussian function has a real continuous value, 

while d in polynomial function is usually discrete. In practice, continuous parameter is 
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easier to be tuned in order to control the accuracy of classification than the discrete one. 
As a consequence, this paper selects Gaussian function for the kernel function.   

3.    Proposed Approaches using SVM 

     The training process of SVM is essentially a learning process, which means absorbing 
knowledge from training data into the SVM model. In order to illustrate the learning 
process, we take a simple example of a 3-component system as shown in Figure 2.  

 
Figure 2: A 3-component system 

Table 1 tabulates all the 8 systems states, which have been used as the training set. During 
training, the logical structure of the system is being learned into SVM. After training, the 
learned knowledge is comprised in its decision function. The last column in Table 1 listed 
out all the system states generated from decision function. It found they are all identical to 
the real system state. Hence, we can simply use its decision function to decide system 
states instead of the data given in Table 1. That shows the learning capacity of SVM.        

Table 1: Training set and predicted result for Figure 2 

i x1 x2 x3 yi Pred. 

1 1 1 1 1 1 

2 1 1 -1 1 1 

3 1 -1 1 1 1 

4 1 -1 -1 -1 -1 

5 -1 1 1 1 1 

6 -1 1 -1 -1 -1 

7 -1 -1 1 1 1 

8 -1 -1 -1 -1 -1 

     Our approach is using the learning capacity of SVM when full data sets are not 
available. For a network shown in Figure 2, all its system states can be enumerated. 
However, for some more complex system, the logic structure of the system may not been 
known, or the number of constituent components in the system is too large to enumerate. 
The enumeration of all system states is hence unavailable. We call it incomplete data-set 
in this paper.  
     Since the trained SVM build the system’s configuration information into its decision 
function, straightforwardly, we can use the decision function to predict system state for 
missed data-set. Thereafter, a complete data-set can be obtained and its system reliability 
can be evaluated. Depending on the amount of missed data-set, the paper proposes two 
approaches to evaluate system reliability: 
Approach I: 
      For a case where a small amount of data missed (e.g., only several data sets missed out 
of decades data sets), we use an approach named rough approximation method to 
approximate system reliability. This approach first trained the SVM using incomplete 
data-set. Then use the trained SVM to approximate the system state for missed data sets. 
After that an approximate full data-set is obtained. Based on the approximate full data-set, 
we evaluate the system reliability. This approach is suitable for a less complex system 
where number of system states is small. 
Approach II:  
     For a complex system where all system states are not possible to be enumerated, a 
large amount of data-set are hence missed. We use simulation approach as an 
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approximation method to evaluate system reliability. An example of this approach is 
provided in Section 5. In this example, only part of the data set is actually used.   

4.     Approximation Method 

     This section firstly defines an upper bound of reliability approximate error so that 
reliability accuracy is controllable. Then a SVM based approach will be discussed to 
improve the approximate reliability.      

4.1   Upper Bound of Reliability Approximate Error 

     Using the incomplete data-set, we can obtain a rough system reliability. It simply 
calculates the probability of each system state (operating or failed) based on probabilities 
of respective element states. Later on sum up the probabilities of system being in 

operating state to obtain system reliability
'

relR , and sum up all the probabilities being in 

failed state to obtain system unreliability
'

unrelR . It can also use minimal cut set and 

minimal cut sets approaches proposed by Misra and Rao [15] to compute reliability and 

unreliability. Evidently, the real reliability and unreliability is larger than 
'

relR  and
'

unrelR . 

Hence an upper bound of evaluation approximate error is:  
''1 unrelrelrel RRE −−=                                                                          (7) 

4.2    Procedure of Rough Approximation Method 

     We uses following step to approximate system reliability when a small amount data 
sets missed.    

i)  Initiation. Select a proper initial parameter value σ for Gaussian kernel function. 

ii) Train the SVM. Train the SVM using incomplete data. Use those incomplete data-set 
as input of SVM, its system states as corresponding output of SVM.     

iii) Tune SVM parameter σ . Check if the training data set has been classified 

successfully, where a tolerable misclassification ratio (Number of misclassification 
divided by number of training data sets) is defined as follows.  

T

cationmisclassif

N

N
=errorr                                                        (8) 

When rerror excesses to the predefined value, tune kernel function parameter σ  until 

rerror is less     than the predefined value. 
iv) Make up all missed data set. Enumerate out all the missed element state vectors.   
v) Approximate system state. Approximate system state for the missed data using the 

trained SVM decision function (Formulation 4). Therefore, the missed data sets have 
been compensated and the data set has become complete.  

vi)  Compute system reliability and unreliability. Using the approximate complete data-
set, sum up all the probabilities of system being operating state to obtain reliability, 
sum up all the probabilities of system being failed state to obtain unreliability.    

This simple method can only be applied to small amount of data-set missed case. When 
large data-set missed, the approximate error will be too large to be accepted.   

4.3    An Example of Simple Bridge System 

Let us take as an example, the reliability network as presented by Yoo and Deo [13]. The 
configuration of the network is shown in Figure 3.  
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Figure 3: A Simple Bridge System 

     All path reliability are ri = 0.9. The exact network reliability is 0.9712. The complete 
data set, part of which will be used as training data sets for SVM, is shown in Table 2.  
     Select Gaussian function as kernel function. Suppose the data sets (4 data sets) shown 
in italic (in Table 2) are missed, the remaining 28 data sets are as training data sets. 

Gaussian function parameter σ =0.3. After training, the data sets can be classified 

successfully. Therefore the Step 3 (Tune SVM parameter) mentioned in previous section 
can be omitted.  Thereafter we use the trained SVM to approximate system state for the 4 
missed data sets. The approximate result is listed out on last column in Table 2(in italic).  

Table 2: Training set for Figure 1 

i x1 x2 x3 x4 x5 yi yapp i x1 x2 x3 x4 x5 yi yapp 

1 1 1 1 1 1 1 1 17 -1 1 1 1 1 1 1 

2 1 1 1 1 -1 1 1 18 -1 1 1 1 -1 -1 -1 

3 1 1 1 -1 1 1 1 19 -1 1 1 -1 1 1 1 

4 1 1 1 -1 -1 -1 -1 20 -1 1 1 -1 -1 -1 -1 

5 1 1 -1 1 1 1 1 21 -1 1 -1 1 1 1 1 

6 1 1 -1 1 -1 1 1 22 -1 1 -1 1 -1 -1 1 

7 1 1 -1 -1 1 1 1 23 -1 1 -1 -1 1 1 1 

8 1 1 -1 -1 -1 -1 -1 24 -1 1 -1 -1 -1 -1 -1 

9 1 -1 1 1 1 1 1 25 -1 -1 1 1 1 -1 -1 

10 1 -1 1 1 -1 1 1 26 -1 -1 1 1 -1 -1 -1 

11 1 -1 1 -1 1 1 1 27 -1 -1 1 -1 1 -1 -1 

12 1 -1 1 -1 -1 -1 -1 28 -1 -1 1 -1 -1 -1 -1 

13 1 -1 -1 1 1 1 1 29 -1 -1 -1 1 1 -1 -1 

14 1 -1 -1 1 -1 1 1 30 -1 -1 -1 1 -1 -1 -1 

15 1 -1 -1 -1 1 -1 -1 31 -1 -1 -1 -1 1 -1 -1 

16 1 -1 -1 -1 -1 -1 -1 32 -1 -1 -1 -1 -1 -1 -1 

After approximating, it is found 1 out of 4 is misclassified (No.22). Using the approximate 
data sets, we calculated out their corresponding reliability and unreliability are 0.9720 and 
0.0280 respectively.  To facilitate comparison, we provide in Table 3, the reliability and 
unreliability, which are calculated from incomplete data set, real complete data set and 
approximate complete data set, respectively.  

Table 3: Comparison of Exact and Approximate reliability 

 Reliability Unreliability 

Complete data set 0.9712 0.0288 

Incomplete data set 0.9048 0.0207 

Approximate complete data set 0.9720 0.0280 
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     After approximating, the reliability has been improved from 0.9048 to 0.9720. This 
approach can compensate the incomplete data for complete data set. However, it is only 
suitable for small amount of missed data set. The next section presents another approach 
to evaluate system reliability, when large amount of data set is missed.           

5.    Simulation Based Approximate Method 

     When large amount of data sets have been missed, or the complete data sets are 
impossible to be obtained due to high computation complexity, the approximation 
approach presented in the previous section is not suitable. In graph theory, the problems 
such as finding shortest path, longest path are NP hard. That is, computation complexity is 
increasing exponentially with the number of nodes or adjacent edges [14]. The approach 
in this section is trying to evaluate system reliability by using part of those data-sets.     

5.1   Reliability Approximation Procedure 

     Element state vector (comprising 1 or -1) is obtained via simulation, where each 
element state is generated randomly by its reliability one by one. Thereafter, we use an 
algorithm described in Section 5.2 to find its system state (1 or -1). After a certain number 
of simulation iterations, it is found there are some vectors are most frequent, while some 
others seldom occur. We select the most frequent vectors as training data-set, since the 
most frequent vectors is also the most significant (important) contributing to system 
reliability. The training data-set generated via such procedure is better than those selected 
arbitrarily.       
     The detailed procedure to evaluate system reliability is as follows:  
i) Generate training data sets. After certain number of simulation iterations, we select 

the most frequent vector as training data-set. Then use the algorithm developed by 
Section 5.2 to find its corresponding system state.     

ii) Train SVM.  Select Gaussian function as kernel function. Set parameter value σ  

arbitrarily. Train the SVM. After training, check if all training data-set can be 
separated successfully. Because the classification performance of SVM is high, 
normally, for a data-set size within thousands, SVM can separate them successfully. 
Nevertheless, a tolerable misclassification rate is defined, see Formulation (8). When 

the misclassification rate exceeded the predefined value, tune parameter σ  until 

misclassification rate satisfied. Actually, σ  is tuned by grid search method.  

iii)  Compute reliability and unreliability. Depending on the number of nodes or 
adjacent edges, two approaches can be used to evaluate reliability and unreliability. 
For a smaller scale network, we employ following steps to evaluate system 
reliability:  
a. Enumerate all element states; Find their corresponding system states using 
decision function of the trained SVM to obtain an approximate complete data-set. 
b. Compute the reliability by summing up all probabilities being operating system 
states and compute unreliability by summing up all probabilities being failed system 
states.  
     For a larger scale network where enumeration is impossible, we employ 
following approach to      compute system reliability and unreliability:  
a. Generate a large number of element states, regardless of replication. Find their 
corresponding system states using decision function of the trained SVM.  
b. Compute system reliability using following formulation. The unreliability is 1-

Rrel. 
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rel

N

N
R =                                                   (9) 

where Nsucc denotes number of operating system states, which is determined from decision 
function, Ntotal denotes number of total simulation iterations.  
     The latter approach (simulation) is an approximate approach to the former 
(enumeration), while the computation complexity of simulation approach is much less 
than the enumeration approach.       

5.2   An Algorithm to find System State 

     After element states vectors have been generated by simulation, an algorithm is 
developed to find system state. As is known, in network reliability, when there exists a 
path from the start terminal to the end terminal, the corresponding system state is then 
being operating state(normally denoted by 1); otherwise, system state is being failed state 
(-1). Some network has a additional minimal flow limit, that is, unless the flow cost from 
start terminal to end terminal is greater than a predefined minimal flow, the system state is 
being operating state; otherwise, it is being failed state. This is a so called constraint 
network problem.  The paper uses following procedure to find feasible path (system state) 
for such a constraint problem. The corresponding flow diagram is shown in Figure 4.  
i) Preparation. Suppose start terminal is s, end terminal is e. Set initial total flow cost 

0. Specify one stack to store visited paths.  
ii) Initiation. Check if there exist path from s to all other nodes. If paths exist, push 

those paths into stack.               
iii) Search path further. If stack is empty, go to step (v); otherwise, pop up one path (pi) 

from stack if stack is nonempty. Take out the last node (nl)    from pi. Find all the 
adjacent nodes (which have not been in pi) with nl.    

iv) Check the termination criteria. If the adjacent node of nl is e, calculate the path 
cost. If it exceeds predefined minimal flow, stop the search. The system state has 
been found 1; otherwise, push the new path into stack and go to step (iii).   

v) Check Result. Check if the stack is empty. If it is empty and a feasible path has not 
been found, the system state is then -1, that is, no path existing or flow is less than 
the predefined minimal flow.  

5.3   An Example of Complex Network 

     Let us now take a classical bridge network adopted by some papers to demonstrate 
their algorithms as is given in Yoo and Deo [14]. It is a configuration of 21 adjacent edges 
as shown in Figure 5. In this case, enumerating all system states is computationally 
tedious.  
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Figure 4:  Flow Diagram 

     The network sown in Figure 5 has 221 elements states (around 2 millions).  Here we use 
the simulation based approach to approximate system reliability. Further, we know that 
elements have the following reliabilities: r7 = 0.81, r4=r12=r13=r19= 0.981, and all other ri = 
0.9. 
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Figure 5: A complex network 

     After simulation, size of 200, 500, 1000 significant non-replicated training data-set are 

generated respectively. The SVM parameter value is set as σ = 2.3, C= 20000. After 

training, it is found no misclassification. Therefore, the tuning parameter σ can be 

omitted. Then we use the approach described in Section 5.1 to approximate system 
reliability (The number of simulation is 200,000 in (9)).  The number of simulation to find 
non-replicated data sets is far less than the full number of combinations of element states 
(full data sets). Therefore, the computational complexity of this proposed approach is 
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reduced greatly compared with some approaches based on full data sets. The results are 
tabulated in Table 4.  

     The last column in Table 4 lists the (reliability + unreliability) evaluated from the 
incomplete training data sets. The result of the last column (Raw Cut/Path Set) is 
calculated using the minimal path sets and cut sets approach originally proposed by Misra 
and Rao [15]. 

Table 4: Comparison of Several Approaches    

Sample Size 
Enumeration 

Approach 
Simulation  
Approach 

Raw Cut/Path Set 
(Reliabilty+Unreliability) 

200 0.9995 0.9994 0.7444 

500 0.9967 0.9967 0.8568 

1000 0.9947 0.9947 0.9014 

     When data sets size is 200, the reliability calculated by path set and cut set is very low. 
It means the evaluation error will be high and therefore the sample size is too small. We 
improve the sample size from 200 to 1000. Then the evaluating error is reduced 
considerably. By using the approach described in Section 5.1, the approximate reliability 
is then improved from 0.9014 to 0.9947 further (The actual reliability Ractual=0.997186).  
     Another conclusion is that the enumeration approach and simulation approach 
described in Section 5.2 are almost equivalent when number of simulation iterations is 
large. However, the time consumed by simulation aapproach is much less. Therefore, 
obviously, the simulation approach is preferable over the enumeration approach.  

6.    Conclusion 

     For system modelled as network reliability, when complete data-set is impossible to be 
obtained, this paper proposes two approaches to evaluate its reliability depending amount 
of missed data-set. When a small amount of data-set missed, the paper uses Support 
Vector Machine (SVM) to make up the missed data set. Thereafter, compute the system 
reliability approximately using the approximate complete data-set; when large data set 
missed, for example, a complex network where all system states can not possibly be 
enumerated, the paper employs SVM, combining simulation to evaluate reliability. From 
the illustrated examples, it is found the evaluating error can be reduced by using these 
approaches.     
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