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Abstract: For the reliability analysis of networks, approaches based on minimal cut sets 

provide not only the necessary elements to obtain a reliability value but also, insight about 

the importance of network components. When considering a flow network, flow minimal 

cut sets –the equivalent of minimal cut sets in the binary case- identification is generally 

based on the a priori knowledge of binary minimal cut sets. Unfortunately, the enumeration 

of minimal cut sets is known to be an NP-hard problem. For complex and high density 

networks, obtaining an exact value of reliability may be prohibitive. Instead an 

approximation to the true reliability may suffice. In this paper, for the first time minimal cut 

set approximation for a flow network is done via the development of an optimization 

problem and an evolutionary algorithm to solve this model. The evolutionary algorithm is 

based on a data mining technique used to identify potentially optimal set of solutions- a 

subset of the true set of all cut sets that can be used to create reliability bound and identify 

critical components. 
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1.   Introduction 

     Network reliability is a classical area of reliability engineering. Among the most 

researched topics in this area is the two-terminal reliability problem. Traditionally, for this 

problem the interest is on obtaining the probability of two-node connectivity [1-5]. As such, 

most approaches to this problem assume that the components of the network are, with some 

known probability, in either of two states: perfectly functional, or completely failed. While 

this assumption is appropriate for many applications (for example in communications and 

transportation), it may lead to overestimation of reliability in non-binary cases (for example: 

water distribution, traffic delay and, gas and oil pipelines) [6-8]. For these cases, the 

networks should be considered as flow networks where its components are capacitated and 

may have multiple states [9]. 
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A flow network can handle multiple node pair flow levels and can be used to represent 

the reliability of systems more realistically. Usually, however, most research approaches 

assume a flow network is considered failed whenever its maximal flow is less than a 

prescribed requirement or demand, d. During the last decade, reliability analysis of flow 

networks has received significant attention and various approaches have been proposed 

[10-13]. Among these, approaches based on minimal cut-sets (MCS) [10] have been 

developed to compute exact reliability of a communication network [11], multi-state 

networks [8] and stochastic-flow networks [14], to name just a few. For a flow network, a 

flow cut set (the equivalent of a cut set in the flow network case) can be defined as a set of 

network components that guarantees node-pair demand cannot be satisfied when all of its 

elements are in a failed state and a flow minimal cut set (FMC) can be defined as a flow cut 

set for which system failure cannot be guaranteed if one of its elements is removed. 

Besides the computation of network reliability, approaches based on MCS can also be 

used to provide insights regarding the impact the reliability and the location of components 

have at the network level [10]. However, existing approaches to identify FMC are usually 

based on the a priori knowledge of the equivalent binary network MCS [10, 11]. 

Unfortunately, even the MCS enumeration problem of a binary network is known to be an 

NP-hard problem, where the number of cut sets grows exponentially with network size [15, 

16]. Thus, obtaining all FMC may be prohibitive for complex and high-density flow 

networks. Moreover, the complete and exact enumeration of these sets may not always be 

needed [10, 12]. 

To address this problem, this paper contributes to the state-of-the-art in two terminal 

reliability by: 1) providing an optimization model that can be used to identify a subset of 

failure events for a given requirement in a flow network for a specific event cardinality and 

thus, used as a proxy for, 2) approximating FMC from this subset of events. The proposed 

model is based on the basic idea of removing a set of links from the network and then, 

assessing the residual network to decide if the removal corresponds to a failure or a 

functioning state. As such, the objective is to maximize the number of link combinations 

that lead to network failure when they are removed. To solve the optimization model, an 

evolutionary algorithm, known as PSDA [17-19], is employed, with necessary changes. The 

evolutionary algorithm is based on a data mining technique used to identify solution traits to 

generate potentially optimal solutions. 

To our best knowledge, this is the first time that FMC identification problem is 

modeled as an optimization problem and solved via an evolutionary algorithm. As 

presented in the examples, the proposed approach provides a good approximation to the 

true FMC of a flow network without the a-priori knowledge of MCS of the equivalent 
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binary network. The solution set provided by the PSDA describes a subset of the true FMC 

and can be utilized to implement further network analysis, such as computing reliability 

bounds and/or identifying critical components. 

The reminder of this paper is organized as follows. Section 2 presents a review of 

existing MCS identification approaches. In section 3, the FMC identification problem is 

modeled as an optimization problem and a heuristic algorithm is proposed to solve it. In 

section 4, experimentation is implemented and section 5 presents conclusions. 

Notation 

G(N, A) The network 

H Total number of solutions to generate in each cycle 

h Index of solution for each cycle 

U Total number of cycles 

u Index of running cycle 

ti Times that link i appears in optimal solution 

h
ux  State vector of solution h in cycle u 

wi Capacity of link i 

xi Indicator of whether link i is in a strategy (xi = wi)or not(xi = 0) 

h
uC  Cost of strategy h in cycle u 

α Prescribed cardinality of cut sets 

( )h

uF x  Maximal flow of interdiction strategy h
ux  

S Set of optimal solutions that fulfill the objectives 

r Random number between 0 and 1 

fij Flow along link (i, j) 

∪  Union operator 

Acronym 

MCS Minimal Cut-sets 

FMC Flow Minimal Cut-sets 

2.   Literature Review 

     MCS identification in binary networks has been researched from as early as 1979, 

when an algorithm based on set theory and matrix algebra was presented in Dotson and 

Gobien [20]. Based on concepts of graph theory and dual principle, Shen [21] proposed an 

algorithm for enumerating all minimal cut and path sets. Recently, Gebre and 

Ramirez-Marquez [5] proposed an algorithm that allows for the exact computation of MCS 

by utilizing a set replacement and an element inheritance strategy, originally presented by 

Ramirez-Marquez et al. [9], that iteratively generates network MCS. Also, Al-Ghanim [22] 
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presented a heuristic technique for deducing minimal paths matrix of a network and utilized 

it to generate MCS. 

For flow networks, both source-sink connectivity and component capacity should be 

considered when computing the FMC [10]. Stoer and Wagner [23] proposed a maximum 

adjacency search algorithm to deal with undirected flow networks. Brinkmeier [24] 

improved their algorithm by contracting more than one pairs of nodes when possible and 

allowing an additional relaxation of the applied maximum adjacency orders for integer 

capacitated links. Soh and Rai [11] developed a method using a set transformation 

technique to obtain FMC based on the knowledge of the equivalent binary MCS. 

Besides exact techniques, several approximate methods have also been developed to 

address the FMC identification problem for large-scale flow networks. Ramirez-Marquez 

and Gebre [10] provided a classification tree based approach to approximate the true 

structure of the flow minimal cut/path sets, which utilizes Monte-Carlo simulation and the 

max flow min cut theorem [25] to generate and assess system state vectors. Similarly, to 

approximate the network reliability expression, Rocco and Muselli [12, 13] proposed a 

machine learning algorithm, Hamming clustering, which is also able to generate FMC.  

3. Cut Set Approximation via Optimization 

3.1 Network Model 

This paper proposes a heuristic approach to approximate the MCS of a flow network. To 

describe the approach first let G (N, A) represent a two-terminal flow network with known 

demand d, source node s, and sink node t. N represents the set of nodes, and 

A = i, j( ){ i, j ∈N, i ≠ j}, represents the set of links. Without loss of generality, assume 

that each link in set A can be indexed by m=1, 2, …, |A|. A capacity represented by wm is 

associated to each link. Also, let the network state vector x = (x1, x2, …, xm, …, x|A|) denote 

the state of all the links in the network, where xm= 0 if link m is failed and xm= wm otherwise. 

The structure function ( ) +
→ ZZF

|)(|: A
x  maps a state vector x into the maximal network 

flow between s and t.  

3.2 Optimization Model 

Let D={x|F(x)<d, 1 − xm /wm( )
m

∑ =α} define a set containing network state vectors x 

such that each vector x in D satisfy the conditions that source sink demand cannot be 

supplied and that exactly α links are failed. Based on set D, the problem to identify all FMC 

of cardinality α for a flow network can be transformed to the optimization problem 

described in Model 1. 
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Model 1: 

Max  |D|  

s.t. 

F(x) <d                                 (1) 

1 −
x i

wi

 

 
 

 

 
 

i=1

A

∑ = α                           (2) 

f ij

i=1

N

∑ = f jk

k=1

N

∑                            (3) 

x i ∈ Bin 0,wi( )  

Note that the true cardinality of set D is generally unknown and thus, in Model 1, the 

objective is to maximize such cardinality with the constraints state that: (1) the maximal 

network flow, F(x), under state vector x does not satisfy demand, d, (2) exactly α links are 

failed and, (3) flow is conserved. Finally, note that decision variables are binary. The 

solution to this problem is a set of vectors, each of which has α links failed and guarantees 

that source-sink demand is not satisfied. 

3.3  Evolutionary Algorithm 

     Because of the complexity to analyze the true cardinality of set D (i.e. the 

identification of all MCS), an evolutionary optimization approach known as probabilistic 

solution discovery algorithm (PSDA) has been tailored to solve Model 1. PSDA has been 

proven to yield high-quality solutions for optimization problems such as network 

interdiction [19], reliability allocation [18], container inspection [17] and ad-hoc wireless 

networking [26] to name a few. 

The algorithm proposed in this paper, solves Model 1 through three interrelated steps. 

In the first step, State Vectors Generation, Monte-Carlo simulation is used to generate a 

specified number of potential network state vectors, x u

h . This is tailored to ensure that 

exactly α links are failed for each state vector. The original PSDA appearance probability 

vector is replaced with the appearance time vector, tu, used as the probability that each link 

will be failed. The appearance time of each link is defined as the number of times the link 

appears failed in the optimal solutions (i.e. the vectors contained in set D).  

To generate a state vector, x u

h , while Cu

h
< α , generate a random number ( )1,0∈r  

and search all the links that are currently not coded as failed (i.e. links with xi =wi). Link i is 
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coded as failed, if 

ta

a =1

i−1

∑
 

 
 

 

 
 ta

a =1

A

∑
 

 
  

 

 
  ≤ r < ta

a =1

i

∑
 

 
 

 

 
 ta

a =1

A

∑
 

 
  

 

 
   where ti = 1 − x i

x∈D

∑ /wi  (4) 

In the second step, State Analysis, Max-Flow Min-Cut theorem [25] is utilized to 

analyze the maximum source-sink flow in G(N, A) under each of the state vectors 

previously generated, as noted by F xu

h( ). 

In the third step, all solutions with F x u

h( )< d  are stored in set D, which is then 

used to update the appearance times of each link defined by the vector tu. This new vector is 

sent to Step 1 for further solution discovery. Stopping rule is also included in this step, 

which is that if | D | does not increase after 3 consecutive runs or u≥U, stop. Once the 

algorithm stops, all elements in D constitute the approximate FMC with cardinality α. 

The pseudo code is as follows: 

Initialize Parameters: U; H; ti =1, for all i =1, …, |A|. 

Step 1: State Vectors Generation: 

Let h=1; 

While h≤H 

Let 0C =
h

u ; xi =1, for all i =1, …, |A|; 

While α≤
h

uC  

           Generate a random number ( )1,0∈r ; 

           i=1; 

           While i≤|A| and xi =wi 

               if (4) holds for link i 

                   xi =0; 

1CC +=
h
u

h
u ; 

                   i=|A|; 

Step 2: State Analysis 

For each generated state vector, h
ux , evaluate network maximum flow, ( )h

uF x , using 

Max-Flow Min-Cut theorem[25]. 

Step 3: Appearance Times Update 

For all generated state vectors, h
ux ,  

if ( ) dF
h

u <x ,  

D = D ∪ xu

h{ }.  

For i =1, …, |A|  
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ti = (1 −
x i

wi

)
x∈D

∑ . 

if |D| stops increasing for 3 consecutive runs or tu doesn’t change any more or u ≥ U 

Stop; 

else 

Go to step 1; 

4.   Experimentation 

     In this section, the network shown in Figure 1 originally presented by Dai and Poh [27] 

is employed to illustrate the algorithm. The two numbers above the links represent the link 

index number and its corresponding capacity, respectively. For this network, when no 

failures are present, the maximum flow between source node (node 0) and sink node (node 

19) equals 44 units. To test the proposed approach, consider the problem of identifying all 

FMC of cardinality α=2 guaranteeing a source-sink flow less than d =26. 
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Figure 1: A 30-link Network 

To solve Model 1 according to the considerations described, the parameters of the 

evolutionary algorithm are set as follows: U=10, H=200, α=2 and d=26. After running the 

algorithm based on these initialized parameters, 11 cut sets were found, as shown in Table 2. 

Also shown is the maximum source-sink flow when all the elements of corresponding cut 

set fail. During the algorithm process, 88 different solutions were analyzed. To assess the 

quality of the proposed algorithm, all the possible 435 combinations of 2 links were 

enumerated and 16 of them were identified as FMC. Thus, the proposed algorithm 

identified 68.75 percent (11 out of 16) of the true FMC while analyzing only 20.23 percent 

(88 out of 435) of all the possible solutions. 
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Table 2: Cut Sets 

Cut Set Elements Flow Cut Set Elements Flow 

1 2, 3 25 7 14, 28 25 

2 2, 28 25 8 24, 28 25 

3 2, 30 22 9 28, 29 21 

4 3, 28 22 10 28, 30 18 

5 3, 30 19 11 29, 30 22 

6 4, 28 24    

The proposed algorithm was also run under the parameters set as: α=3, U=10, H=400 

and d=26. Out of all the 99 true FMC, 59 (59.6%) were identified while analyzing only 21.4 

percent (869) of all the 4060 possible solutions. In effect, the proposed algorithm can make 

a good approximation to the true FMC by analyzing only a small portion of all the possible 

combinations. The information about FMC can be further utilized to analyze networks such 

as reliability analysis, critical components detection to name a few. 

To provide more insights regarding results, appearance times of links appearing in the 

optimal solutions are shown in Table 3. This table shows can be used as a guide to identify 

the most important components when considering demand d in the network. So, from a 

configuration perspective link 28 is the most important.  

Table 3: Link Appearance Times 

Link Appearance times Link Appearance times 

2 3 24 1 

3 3 28 7 

4 1 29 2 

14 1 30 4 

5.   Conclusions 

     This paper proposed a new approach to approximate FMC for a flow network. For the 

first time, the problem was modeled as an optimization problem and solved via an 

evolutionary algorithm. The algorithm is based on a data mining technique and is able to 

find pseudo optimal solutions to the optimization model. Compared with current 

approaches, the proposed process is faster to analyze large-scale flow networks, since it 

does not need the a priori knowledge of the equivalent binary network MCS, whose 

enumeration is an NP-hard problem. According to the experimentation, the cut sets found 

by the proposed approach constitute a good approximation to the true FMC. By utilizing the 

approximate FMC found in this paper, one can implement further network analysis 
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including computing reliability bound and identifying critical components. 
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