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Abstract: The paper compares the efficiency of single and double attack against a system 

consisting of identical parallel elements (1-out-of-N system). An attacker tries to 

maximize the system vulnerability (probability of total destruction), and the defender tries 

to minimize it. The attacker and the defender distribute their constrained resources 

optimally across two attacks. The attacker attacks all elements in the first attack, and all 

surviving elements in the second attack. The defender protects all elements before the first 

attack, and protects all surviving elements before the second attack. Both agents decide 

how to distribute their resources between the two attacks before the first attack. Both 

agents’ resources are expendable and last only one attack. Both agents observe which 

elements are destroyed and not destroyed in the first attack, and apply their remaining 

resources into attacking and protecting the remaining elements in the second attack. First 

the optimal attack and defense strategy against a system with a fixed number of elements 

is analyzed. Thereafter a minmax two period game between the attacker and the defender 

is considered in which the defender distributes its constrained resource between the two 

attacks as well as between deploying redundant elements and protecting them against the 

attacks. 
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Basic definitions 

System element  Lowest-level part of the system characterized by deployment cost y; 

Vulnerability Conditional probability of element destruction (or incapacitation) given 

it is attacked; 

Protection Technical or organizational measure aimed at reduction of destruction 

probability of system elements in the case of attack 

Effort Amount of force aimed at destruction or protection of system element 

(in this paper it is measured as the amount of attacker's or defender's 

resource allocated to each element) 

Notation 

R Entire attacker's resource 

r Entire defender's resource 

T Attacker's impact effort per attacked element 

t Defender's protection effort per protected element 

v(T,t) Element vulnerability as function of attacker's and the defender's efforts 

V System vulnerability  
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y Cost of deploying a single element 

N Number of elements in the system 

x Fraction of attacker’s resource used in the first attack 

z Fraction of defender's resource used in the first attack 

m Contest intensity 

 

1.    Introduction 
Classical reliability theory considers providing redundancy and improving reliability of 

elements as measures of system reliability enhancement. When survivability of systems 

exposed to intentional attacks is concerned, deploying separated redundant elements and 

protection of these elements against malicious impacts become essential elements of the 

defense strategy [1]. The defender must decide how to distribute system defense resources 

among different defensive measures. Much of risk analysis has traditionally assumed 

strategic defenders facing a fixed and immutable threat or a fixed attack probability. This 

paper assumes that both the defender and attacker are fully strategic optimizing agents 

with different objectives. 

     Examples of earlier research are [2]-[4] who consider the optimal resource allocation 

for security in reliability systems. [3] analyze the protection of series and parallel systems 

with components of different values. [5]-[6] consider the optimal element separation, 

protection and deployment of false targets in complex multi-state series-parallel system 

and suggests an algorithm for determining the expected damage caused by a strategic 

attacker. [7] considers strategic defense and attack of complex networks. See also [8]-[10]. 

     An early paper, [11], devoted to optimal distribution of defense resources between 

redundancy and protection considered a single attack. The attacker usually has more than 

one opportunity to attack a system. The first model with two consecutive attacks was 

introduced in [12]. This work considered a parallel system consisting of N identical 

elements and assumed that an attacker can destroy the system if it succeeds in destroying 

all N elements. A successful attack on each element is assumed to totally destroy this 

element. Only damage caused by the attack is considered without taking into account 

elements' failures. The attacker distributes its resource optimally across two attacks. The 

attacker observes which elements are destroyed and not destroyed in the first attack, and 

applies its remaining resource into attacking the remaining elements in the second attack. 

This procedure means that the attacker can observe its success in the first attack before 

launching an optimal second attack. Such observation of success can not be made in a 

single attack. Unlike the attacker, the defender in this model cannot distribute its 

protection resources across two attacks (for example, the protection is built over time and 

cannot be relocated in the period between the attacks). 

     In [13] it was assumed that the defender can distribute its resource optimally across 

two attacks. This model considered, first, the case where all elements that survive the first 

attack keep their protection in the second attack, and second, that only the elements that 

are not attacked in the first attack keep their protection in the second attack, while the 

elements that are attacked but survive, do not keep their protection. In contrast, this paper 

focuses on expendable defense resources that last only one attack, regardless of whether 

the elements are attacked or survive. For example, missiles fired to prevent a first attack 

are expendable and cannot be used to prevent a second attack. New missiles have to be 

provided to protect against the second attack. Similarly, human protection such as troops, 

patrols, surveillance personnel, etc need logistical support including food and provisions, 

and equipment of all kinds need fuel, electricity, maintenance, or other kinds of sustained 

input to function. Expendable defense resources stand in contrast to defense resources that 
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are not expendable (such as protective casings) and which can also be used against the 

second attack provided that the elements they protect are not destroyed in the first attack. 

For expendable defense resources, a defender which uses up its entire resource to protect 

against the first attack, will be unable to withstand a second attack. Conversely, a defender 

saving too much resources for the second attack, risks being wiped out in the first attack. 

This paper considers how both agents distribute their resources optimally across two 

attacks. The attacker can attack a subset of the elements. The defender can choose how 

many elements to deploy. 

2. The attack model 

The vulnerability of an element that is attacked is determined by a contest between the 

defender and the attacker. The contest is expressed as a contest success function modeled 

with the common ratio form, [14]-[15], as: 
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where 0/ >∂∂ Tv , 0/ <∂∂ tv , and m ≥ 0 is a parameter that expresses the intensity of 

the contest. If the attacker exerts high effort, it is likely to win the contest which gives 

high vulnerability. If the defender exerts high effort, it is likely to win the contest which 

gives low vulnerability. When m=0, the efforts t and T have equal impact on the 

vulnerability regardless of their size which gives 50% vulnerability. 0<m<1 gives a 

disproportional advantage of investing less than one’s opponent. When m=1, the 

investments have proportional impact on the vulnerability. m>1 gives a disproportional 

advantage of investing more effort than one’s opponent (economies of scale). Finally, 

m= ∞  gives a step function where “winner-takes-all”. The parameter m is a characteristic 

of the contest. Low intensity occurs for components that are predictable and dispersed. 

Neither the defender nor the attacker can get a significant upper hand. High m easily 

causes “winner-take-all” battles. See [16]-[17] for interpretations of m. 

     The total defender's resource is r. The defender allocates its protection resource 

between the two attacks, evenly across the N elements before the first attack, and evenly 

across the surviving elements before the second attack. It can protect substantially for the 

first attack, which leaves little left for the second attack, or it can distribute more equally 

across the two attacks. The preferable option should cause minimum system vulnerability 

(the probability of its total destruction). 

     We assume that sufficient time elapses between the first and second attack so that both 

agents can determine which elements were destroyed in the first attack. Destroyed 

elements are neither attacked in nor protected before the second attack. The time between 

the two attacks is sufficient to distribute protection to elements that survived the first 

attack or were not attacked in the first attack, but not sufficient for the defender to deploy 

new elements between the two attacks.  

     The total attacker's resource is R. The attacker distributes its resource evenly across the 

attacked elements in each attack, allocating effort T to each, but can choose to attack a 

subset of the elements in each attack. The attacker must decide which option is more 

beneficial: concentrating all or a majority of its resource in a single attack, or distributing 

the resource between two consecutive attacks. The preferable option should cause greater 

system vulnerability. The optimal choice is not evident and depends on the amount of 

resources available for each agent, the contest intensity, the number of elements and, in 

section 4, the cost of deploying elements. 

2.1.   Even resource distribution between two attacks 
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To compare the efficiency of single and double attacks consider a simple example of a 

system consisting of two identical separated parallel elements (minimal redundancy), 

meaning that N=2. The attacker succeeds if it destroys both elements. The total attacker's 

resource equals the total defender's resource: r=R. If the defender defends several 

elements, it distributes its resource evenly among the elements. If the attacker attacks 

several elements, it distributes its resource evenly among the elements. Assume that the 

defender distributes its resources evenly across the two attacks (if the defender uses up its 

entire resource on the first attack, an arbitrarily small second attack destroys the system). 

This gives r/4 as protection for each element for the first attack. The two agent’s resource 

distribution is common knowledge. Consider two scenarios. In the first scenario the 

attacker uses all its resources in the single attack. The attacker's resource per element is 

R/2. The element vulnerability is: 

                                  ( / 2) 1 2

( / 2) ( / 4) 1 (1/ 2) 2 1

m m

m m m m
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                            (2) 

The probability that both elements are destroyed is v
2. Regardless of the outcome, no 

elements are destroyed in the second attack. In the second scenario the attacker distributes 

its resources evenly between two attacks. In the first attack it uses total resource R/2 and 

distributes it between two elements. Thus, the resource per element is R/4. 

The element vulnerability is: 

                                    ( / 4) 1
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There are three possible outcomes of the first attack: 

A. Two elements are destroyed with probability w
2
=0.25 (no need for second attack) 

B. One element is destroyed with probability 2(1-w)w=0.5 (in the second attack the 

attacker attacks the remaining single element with all its remaining resource R/2, 

and the defender protects the single survived element with all its remaining 

resource r/2, which gives the vulnerability w=0.5 of the remaining element). The 

probability of total system destruction in both attacks is 2(1-w)w multiplied with 

the probability w that R/2 against r/2 destroys the remaining element in the 

second attack, that is 2(1-w)w2=2(1-w)w2.  

C. Zero elements are destroyed with probability (1-w)
2
=0.25 (in the second attack 

the attacker attacks both remaining elements allocating resource R/4 to each 

element which is defended with r/4, which gives the vulnerability w of each 

element). The probability of total system destruction in both attacks is (1-w)2
w

2. 

Since A, B and C are mutually exclusive scenarios, the overall probability of system 

destruction in a double attack is 

                                        w
2
+2(1-w)w

2
+(1-w)

2
w

2 
= [w(2-w)]

2 
= 0.5625                             (4) 

which is independent of m when r=R since both agents are equally matched in all 

contests. The double attack with even resource distribution is beneficial if the system 

vulnerability (destruction probability) in the double attack exceeds this probability in the 

single attack: 

                                                 0.5625 > v
2
=

2

2

2 1

m

m

 
 

+ 
                             (5) 

The system vulnerabilities V as functions of the contest intensity m are presented in Fig. 1.  
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Figure 1: System vulnerabilities as functions of the contest intensity m 

The single attack with even resource distribution is beneficial for the attacker when 

m>1.58. The reason is that high m makes the contest outcome more sensitive to the 

attacker's effort (R/2) superiority over the defender’s effort (r/4) in a single attack. So, in 

the case of equal resources and even attacker and defender resource distribution among 

the attacks, the double attack is preferable for the attacker for non-intensive contests, 

whereas the single attack is preferable when the contest is intensive.  

2.2.  Uneven resource distribution between two attacks 

The attack and defense resources can be distributed unevenly between the two attacks. 

Two free strategic variables depending on the attacker's and the defender’s decisions are 

the distributions of their resources between two consecutive attacks. The attacker allocates 

a part xR of its resource in the first attack, and the remaining part (1-x)R in the second 

attack, 0≤x≤1. The defender allocates a part zr of its resource in the first attack, and the 

remaining part (1-z)r in the second attack, 0≤z≤1. Consider the case when both the 

attacker and defender distribute their resources evenly among the two attacked elements 

for the first attack, but not evenly between the two attacks. The two agent’s resource 

distribution is common knowledge. The attacker attacks both the elements with resource 

xR in the first attack. The defender protects both the elements with resource zr in the first 

attack. The element vulnerability in the first attack is: 
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The entire system is destroyed in the first attack with probability q
2
. If one element is 

destroyed in the first attack, the remaining attacker's resource per element is (1-x)R. The 

defender observes this outcome and allocates its remaining resource (1-z)r to the surviving 

element. This produces element vulnerability:  

                           [(1 ) ] 1
.
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If no elements are destroyed in the first attack, the remaining attacker's resource per 

element is (1-x)R/2, and the remaining defender’s resource per element is (1-z)r/2, which 

also produces element vulnerability p. The overall system vulnerability is 

                                                    V=q
2
+2q(1-q)p+(1-q)

2
p

2
.                                               (9) 

     Figure 2 presents V as a function of x for several different values of m and r=R when 

z=0.3. 
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Figure 2: System vulnerability as function of x and m for R=r and z=0.3 

x=z causes V=0.5625 (p=q=0.5) independently of m, and m=0 causes V=0.5625 regardless 

of x and z. Observe that V<0.5625 when x is slightly lower than z=0.3.1 For m= ∞ , the 

attacker achieves effort superiority and V=1 (q=1,p=0) in the first attack by choosing 

x=z+ε, where ε >0 is arbitrarily small, or effort superiority and V=1 (q=0,p=1) in the 

second attack by choosing x=z-ε. When z<0.5, it is often advantageous for the attacker to 

choose x>z, aside from the exceptions shown in Fig. 2. 

     We now proceed to let the agents choose their choice variables strategically. Before the 

first attack we consider a minmax game where the defender moves in the first period, and 

the attacker moves in the second period. All parameters are common knowledge. The 

defender chooses an optimal z in the first period that minimizes the maximum expected 

vulnerability that the attacker can inflict in the second period by choosing an optimal x. 

This means that the attacker observes z before choosing x. Fig. 3 presents optimal values 

z*, x* and corresponding system vulnerability V* as functions of m (where * indicates the 

minmax solutions) for different r/R. 

     As m increases, the advantaged agent ensures a more preferred system vulnerability. 

The defender protects in both periods, since the attacker can choose in which attack to 

concentrate its effort after the defense resource is distributed. The value of m at which the 

attacker switches from a double attack (x*=0.5) to a single attack (x*=1) decreases 

exponentially in r/R, which reflects that a disadvantaged attacker becomes more intent on 

obtaining effort superiority in a single attack when the contest intensity increases. (The 

switch occurs for m=1.27 when r/R=2.) Conversely, as the attacker’s advantage increases, 

it prefers the double attack for larger m. 

3.   General model of the optimal attack  

This section assumes that the attacker chooses x optimally which means that the attacker 

can distribute its resource unevenly across the two attacks. We assume that the attacker 

attacks all N elements in the first attack. Since we consider a 1-out-of-N system, the 

attacker is assumed to attack all surviving elements in the second attack. The defender has 

N identical parallel elements. The defender can distribute its resource unevenly across the 

two attacks, allocating resource zr to the first attack and choosing z optimally. The 

defender is assumed to protect all the N elements, with effort t=zr/N on each. We consider 

a two period minmax game before the first attack. In the first period the defender chooses  

                                                
1
 When m=100, V drops to V=0.505491 when x=0.2968, and increases through V=0.5625 when 

x=z=0.3. 
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Figure 3: Optimal z*, x* and V* as functions of m for different r/R; z*=0.5 for r/R=0.5 and r/R=2 

z to minimize the expected vulnerability. In the second period the attacker chooses x to 

maximize the expected vulnerability.The attacker observes z before choosing x. In the first 

attack the attacker attacks N elements evenly. These elements are jointly allocated a part 

xR of the attacker’s resource. The attacker's resource per attacked element is T=xR/N. The 

element vulnerability in the first attack is. 
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The probability that exactly j (0≤j≤N) elements are destroyed by the first attack is: 

                        qj= ( / , / ) [1 ( / , / )]j N j
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To destroy the system the attacker must destroy all its N elements. Hence in the second 

attack the attacker must attack all of the N-j remaining elements to destroy the system. 

The attacker distributes its remaining resource for the second attack, (1-x)R, evenly across 

these N-j elements. The attacker's effort per element is T=(1-x)R/(N-j).  Just as the 

defender protected all N elements before the first attack, we assume that the defender 

protects all surviving N-j elements before the second attack. Such a defense strategy is 

often optimal for the defender, but not always. For example, if the attacker is very 

successful and destroys all or a majority of the N elements in the first attack, its resource 

allocated on each of the surviving N-j elements in the second attack becomes large. If m 

also is large, there can be cases where the defender prefers to protect a subset of the N-j 

elements, and at the limit protect only one element to ensure effort superiority when the 

contest intensity is high. However, we assume that the defender cannot leave any element 

unprotected for political reasons, which means that no "sacrifice" can be made. This 

means that z and x before the first attack are the only strategic choice variables, and there 

are no strategic choices before the second attack. Consequently, the defender protects N-j 

elements evenly before the second attack, which means that the defender's effort per 

element is t=(1-z)r/(N-j). It is common knowledge which N-j elements are protected and 

attacked and the amount of resources available for the opponent.  

     The vulnerability of any system element in the second attack is: 

                       v[(1-x)R/(N-j), (1-z)r/(N-j)]= 
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The probability that all the remaining elements are destroyed is v[(1-x)R/(N-j), (1-z)r/(N-

j)]
N-j

. The probability of system destruction is: 
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The defender seeks for z that minimizes V(x,z). The attacker seeks for x that maximizes 

V(x,z). The optimal values x* and z* are determined by the following enumerative 

minmax procedure, where ∆ is a small increment, 0<∆<<1. 

1. Assign Vmin=∞; 

2. for each z=0,∆,2∆,...,1 

2.1. Assign Vmax=0; 

2.2. for each x =0,∆,2∆,...,1 

2.2.1. use (14) to determine V(x,z) 

2.2.2. if V(x,z)>Vmax, assign Vmax = V(x,z) and xopt=x 

2.2.3. if Vmax< Vmin assign Vmin=Vmax, x*=xopt and z*=z. 

 

     

 

         
 

 
 

Figure 4: z*, x*, and Vminmax as functions of r/R, for N=4 and various m. 

Fig. 4 plots z*, x*, and Vminmax as functions of r/R, for N=4 and various m. The defender 

chooses z*=0.5 for all cases. The attacker chooses x*=0.5 for low and intermediate contest 

intensities (m=0.2 and m=1). For high contest intensity m=5 the attacker increases x* from 

0.5 to 1 when r/R=0.51 to ensure effort superiority in the first attack. This is enabled by 
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the attacker’s second mover advantage. The defender cannot choose z*>0.5 or z*=1 in the 

first period of the minmax game before the first attack since the attacker then would 

choose x*<0.5 or x*=0 in the second period before the first attack to ensure effort 

superiority in the second attack. The vulnerability decreases in r/R. As m increases, Vminmax 

stays high longer, and decreases abruptly towards zero when the defender becomes 

advantageous. 
Fig. 5 plots z*, x

*
, and Vmax as functions of N for r/R=1 and various m. When m=0.2 and 

m=1, z*=x*=0.5 and Vminmax decreases quickly toward zero with sharp convexity. This 

gives strong advantage to the defender as the number of elements N increases. When m=5, 

the attacker chooses x*=1 which gives attacker advantage in the first attack and Vminmax 

decreases much more slowly in N. 

 

 

       
        

 

 
 

Figure 5: z*, x*, and Vminmax as functions of N for r/R=1 and various m. The results are equivalent 

for m=0.2 and m=1. 

4.   Defender's minmax strategy: redundancy vs. protection 

This section gives a free choice variable N to the defender. The defender distributes its 

resource r between the two attacks and between deploying N elements and protecting 

these N elements. Deployment includes producing or purchasing, installing, and 

maintaining the elements, and occurs before the first attack. There is no deployment of 

additional elements between the two attacks. We assume that the time between attacks is 

such that the defender cannot deploy additional elements, but can distribute resources to 

protect elements that have been deployed before the first attack and have survived or were 

not attacked in the first attack. The cost of deploying one single element is y.  

     Observe that 1≤N≤r/y where r/y is the greatest integer that does not exceed r/y. 

Indeed N=0 implies that the system does not exist and N>r/y is impossible since the 

defender does not have enough resources to deploy more than r/y elements. 

     The resource remaining for protection in both attacks is r-Ny. The resource remaining 

for protection in the first attack is z(r-Ny) which is distributed evenly across each element 
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and gives a protection resource z(r-Ny)/N for each element for the first attack. Assume a 

probability qj that exactly j elements are destroyed by the first attack. Before the second 

attack the defender protects the surviving N-j elements evenly, so that the defender's effort 

per element is t=(1-z)(r-Ny)/(N-j). This means that the defender has to strike a balance 

(tradeoff) between deploying a sufficiently high number N of elements, and distributing 

sufficient protection for each element, which is a balance between redundancy and 

protection. 

     The defender builds the system over time. The attacker takes it as given when choosing 

its attack strategy. Therefore, we analyze a two period minmax game where the defender 

moves in the first period choosing z and N, and the attacker moves in the second period 

choosing x. Both agents observe the outcome of the first attack which means observing 

which j elements were destroyed, but make no strategic decisions before the second 

attack.  

     Replacing r with r-Ny in the second argument of the contest function v in (14) one 

obtains the system vulnerability as a function of the three decision variables x, z and N. 
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The attacker seeks for x that maximizes V(x, z ,N), while the defender seeks for z and N 

that minimize the system vulnerability. The optimal values x*, z* and N* are determined 

by the following enumerative minmax procedure. 

1. Assign Vminmax=∞; 

2. for each z=0,∆,2∆,...,1 

2.1. For each N=1,…, r/y 
2.1.1. assign Vmax=0 

2.1.2. for each for each x =0,∆,2∆,...,1 

2.1.2.1 use (15) to determine V(x,z,N) 

2.1.2.2 if V(x,z,N)>Vmax, assign Vmax = V(x,z,N) and xopt=x 

2.1.3 if Vmax < Vminmax, assign Vminmax = Vmax, x*= xopt, z*=z and N*=N. 

Fig. 6 plots z*, N*, x*, and Vminmax as functions of r/R when y/R=0.2 for various m. The 

defender chooses z*=0.5 to ensure protection against both attacks. (A minor exception 

occurs when m ≥ 1 and r/R ≤ 0.2 in which case the defender is so disadvantaged that 

Vminmax is close to 1 and it does not matter much what the defender does, so the defender 

chooses z*>0.5 to increase marginally the probability of succeeding against the first 

attack.) The attacker chooses x*=0.5 when m is small (m=0.2 or m=1) and when m=5 

given that r/R<0.6 (approximately). When m=5 and the attacker is disadvantaged with 

r/R>0.6, the attacker increases x* to 1 to ensure effort superiority or avoid too much effort 

inferiority in the first attack against an overwhelming defender. The optimal number of 

deployed elements increases in the defender/attacker resource ratio, and increases more 

slowly when the contest intensity is high which benefits the attacker. The vulnerability 

decreases in r/R, and more slowly when the contest intensity is large which benefits the 

attacker. 
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Figure 6:  z*, N*, x*, and Vminmax as functions of r/R when y/R=0.2 for various m 

5.     Conclusion 

This paper analyzes a parallel system which the defender prefers to survive two sequential 

attacks. An attacker and defender try to maximize and minimize, respectively, the system 

vulnerability. Both agents can decide whether to concentrate their limited resources on the 

first attack or distribute their resources across two attacks. The attacker attacks all 

elements in the first attack, and all surviving elements in the second attack. These 

decisions determine the attacker's and defender’s strategies. We analyze a 1-out-of-N 

system and hence the attacker attacks all surviving elements in the second attack with its 

remaining resource. The optimal attack strategy is analyzed for different ratios of the 

attacker and the defender's resources and for different contest intensities. The optimal 

defender and attacker strategies are studied as a solution of minmax game in which the 

defender distributes its limited resource across the two attacks as well as among deploying 

redundant elements and protecting them against attacks. The defender chooses the strategy 

that minimizes the maximal expected system vulnerability that the attacker can achieve 

using its optimal strategy. The analytical model of the system vulnerability as a function 

of the attacker and defender strategies is derived, and analyzed and illustrated with several 

examples.  

     With uneven resource distribution between two attacks, the defender protects equally 

in both periods, since the attacker can choose in which attack to concentrate its effort after 

the defense resource is distributed. When the contest intensity is high, the attacker prefers 

to use all its resources in the first attack (single attack) rather than distributing its attack 

resources across two attacks (double attack). The attacker switches from double attack to 

single attack when the contest intensity is high. The value of the contest intensity where 

the switch occurs decreases exponentially in the defender/attacker resource ratio. 
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     When the defender distributes its resource between deploying elements and protecting 

these, it also protects equally against both attacks, and deploys more elements when 

possessing more resources. When the contest intensity is high, the defender can afford to 

deploy fewer elements, and the system vulnerability increases. Also, as the contest 

intensity increases, the attacker enjoys a second mover advantage, devotes all its resources 

to the first attack, and earns a high system vulnerability. 
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