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Abstract –Reliability and security are two major criteria for survivable communications 

in error-prone wireless environments. To ensure reliable communications, Forward Error 

Correcting (FEC) codes such as Reed-Solomon (RS) codes are employed for error 

detection and correction by adding redundancies into the original data to form code words. 

Secure data communications based on FEC are achieved in many traditional approaches 

by encrypting the whole code words, which is not computationally or energy efficient. In 

this paper, we propose a new selective encryption approach based on FEC code words to 

effectively sustain both green and survivable communications in wireless networking 

systems.   
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1.   Introduction 

In wireless transmission environments, a time-varying and error-prone wireless channel 

can cause frame loss/error and thus degrade network transmission performance. The 

broadcast nature of wireless transmission mediums may also enable attackers to eardrop 

or jam data messages during transmission. Therefore, it is critical to develop effective 

strategies to provide both security protection and reliability assurance on data delivery, for 

which, the typical approach is to use error codes and/or control mechanisms such as 

Automatic Repeat-reQuest (ARQ) [1] or Forward Error Correcting (FEC) [2] codes. The 

ARQ mechanism retransmits the frame/packet until the sender receives an 

acknowledgement, which introduces overhead such as complexity and delay. An error-

correction code such as FEC can be employed to tolerate frame error/loss without 

requiring a back-channel. For example, an innovative Reed-Solomon (RS) code-based 

approach [2], [3] has recently been proposed to achieve reliable data transmission in 

wireless sensor networks. However, providing efficient security protection for RS code 

word transmission has not been comprehensively studied. Further, recent development of 

green communications [6] engages in improving energy and resource efficiency for 

communication and networking devices. Generally, simple energy-efficient security 

protection schemes are strongly desired to reduce environmental pollutions.  

Traditional security protection approaches merely encrypt the entire code word 

including original data and redundant check information, which causes extra energy 

consumption, and unnecessary computation. Selective encryptions [4], [5] have been 

proposed to provide security protection with reduced computational overhead but at the 

same protection level as other approaches. Most existing selective encryptions function at 
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the application layer, which means that channel coding has to be conducted based on the 

encrypted data. In these approaches, data frames must be completely encrypted at the link 

layer to guarantee secure transmission.  In this paper, we propose a solution to reduce 

encrypted data by only securing a portion of the frame at the link layer after channel 

coding. The major advantage of this solution is that it only encrypts major data 

components but at the same security level as other existing approaches that encrypt the 

whole data. In this way, we can significantly reduce computational overhead/delay and 

energy cost. 

2.   Proposed Method 

In this section, we propose a new reliable and secure data transmission scheme based on 

RS code and a selective encryption technique.  The scheme first applies the RS (N, K) 

code to result in code words of length N symbols each storing K symbols of original data. 

The error-correcting capability of RS code is determined by (N - K). Typically, the code 

rate is K/N, and the redundant rate is (N - K)/N [2].  

  
Figure 1: Selective encryption based on RS code. 

After encoding, the scheme encrypts only selected partial RS code words to ensure a 

desired high security level. Specifically, two different modes are defined to ensure data 

confidentiality and integrity, respectively. As shown in Figure 1, in Mode 1, the sender 

only encrypts N-K+b1 (b1>0) length symbols for each frame before the transmission. In 

this way, the confidentiality of the message exchanged can be guaranteed because b1 is 

always larger than 0, and the secrecy of the message cannot be disclosed with less than K 

length symbols. In Mode 2, the sender only encrypts K+b2 (b2>0) message. Typically, 

K+b2 is larger than N/2.  The receiver could recover the message only if it can correctly 

decode K length symbols; in other words, if any K+b2 symbols were tampered during the 

transmission, the message cannot be recovered. Using Mode 2, the integrity of the 

message can be assured. The proposed two-mode approach works for frame-based 

encryption at the link layer. In the future, it can be potentially extended to support 

content-level selective encryption in a cross-layer fashion. 

Algorithm Descriptions:  

1. Divide each data block into multiple frames with corresponding sequence 

numbers, and each frame consists of K symbols. 

2. Use  RS(N, K) to encode K original symbols into an N-symbol code word. 

3. Determine the switch modes based on the security level requirements defined by 

users and define the number of symbols to be encrypted w: if Mode 1, w = N-

K+b1; if Mode 2, w = K+b2. The value of b1 or b2 is pre-determined according to 

the security level defined by users. 
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4. Encrypt (e.g., using AES) w symbols of each frame and transfer the encoded and 

partially encrypted data over wireless channels. 

5. At the receiver’s site, the w symbols are decrypted. 

6. The code words are decoded after the decryption and the data block is 

reconstructed according to sequence numbers. 

3.   Security and Reliability Analysis 

RS(N, K) is able to correct up to (N - K) symbol errors when the position of the symbol 

error is known a priori. The symbol error probability can be described in (1). 
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Where L is the length of a symbol, Pb is the bit error probability. The probability of 

correctly decoding an N-symbol frame using RS(N, K) can be calculated by: 
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If we assume that the probability of each symbol being compromised is Cp, the 

compromised probability for an N-symbol code word in the selective encryption can be 

computed as: 
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Assuming that PC and PD are independent, the probability of reliable and secure 

transmission of a K-symbol data is PD*(1 - PC). In real applications, this probability can 

be optimized for each frame at the link layer level. 

4.   Conclusions 

 In this paper, we studied an innovative approach to provide both reliable and secure data 

transmission in wireless networks. This approach sustains the survivable and green 

communications by systematically integrating the selective encryption with the RS(N, K) 

error correction technique. We defined specific security and reliability metrics and laid a 

foundation for optimizing security and reliability of green and survivable communications 

in the wireless environment. 
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