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Abstract: Petri Nets can represent static structure and dynamic change in a system, and 

reflect the state of a system and the development of event.  It can express spread 

relationship of faults and identify the minimal cut sets (MCS) according to the relationship 

between inputs and outputs implied in the Incidence Matrix of Petri Nets.  Petri Nets can 

also be used for qualitative analysis according to the program of the method and shows its 

advantage when dealing with models containing repeatable events. The proposed method 

differs from other cut sets-finding methods in fault tree analysis, and utilizes the property 

of Petri nets.  It is easy for programming.  In addition, failure detection using 

reachability concepts and state equation of Petri nets according to the number of tokens or 

initial states can predict the next state and final state of a system. A sample system is 

analyzed to show the process of the proposed method. 

Keywords: System reliability, fault tree analysis, Petri nets, incidence matrix, minimal cut 

sets.  

1.  Introduction 

Petri nets were proposed in C. A. Petri’s doctoral dissertation entitled “Communication 

with automation” at Bonn University in 1962.  It is a mathematical and graphical 

modeling tool. The Petri nets theory is a graphical method that uses some basic symbols to 

describe relationships between conditions and events. It can be used to represent and 

analyze the dynamic behaviour of a system. 

In Petri nets, the state of a system is represented by places; and a change of the state 

of events is represented by transitions. In graphic description of Petri nets, place is 

denoted by “○”, transition is denoted by “｜”, arc is denoted by “→”, and token is 

denoted by “●”. Sequentially the Petri nets could be modeled in a graphical way [1, 2]. 

The definition of Petri nets is as follows: five-tuple N = (P，T，F，W，M0) could be 

called Petri nets, if the following conditions are satisfied[1]: 

P = {P1, …, Pn} is a finite set of places, where n>0 is the number of places; 

T = {t1 ,…, tm} is a finite set of transitions, where m>0 is the number of transitions; 

)()( PTTPF ××⊆ ∪ is a set of arcs; 

W: F → {1, 2, 3, …} is a weight function; 

M0: P →{0, 1, 2, 3, …} is the initial marking; 

φ=TP ∩  and φ≠TP ∪ ; 

If the weight of each directed arc is 1, the net could be called normative net. This paper 

only analyses normative net. 
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Petri Nets are a special directional Net, which can represent static structure and 

dynamic behaviour of a system like the state change of a system.  It can reflect the state 

of a system and the development of events, and can express the spread relationship of 

faults [3, 4]. The state of a Petri nets is represented by marking-tokens. Petri nets method 

also can calculate the state change mathematically. In recent years, Petri nets have been 

applied to many different types of systems. It is very useful for modeling asynchronous 

and concurrent activities in a system and widely employed for reliability analysis and 

evaluation [5-7]. To study the behaviour of a system at various levels of abstraction can be 

interpreted accordingly (the entities of Petri nets – places, transitions and tokens). Many 

papers suggested that Petri Nets can predigest fault tree and is considered to be a 

promising method to replace FTA method [2, 8]. 

This paper proposes a new method to obtain the minimal cut sets using the Incidence 

Matrix of Petri Nets [1, 9] according to appointed input-output relationship from the 

Incidence Matrix. The proposed method differs from other CS-finding methods in fault 

tree analysis [2, 10], and utilizes the property of Petri nets to carry out qualitative analysis. 

Easy to program, this method also shows its advantages in dealing with models containing 

repeatable events. In addition, analysis of failure information according to the number of 

tokens or initial states can predict next state and final state of a system using reachability 

and state equation of Petri nets. 

2.  Fault Tree in Petri Nets Model  

Fault tree [11, 12], in general, falls into two categories: coherent and non-coherent. A 

coherent fault tree is constructed of AND and OR logic operations only, while a non-

coherent tree contains other logic operations as well. This paper is mainly concerned with 

the application of Petri nets modeling to coherent fault-tree analysis. 

FTA (Fault Tree Analysis) takes the most unexpected fault event as analysis targets, 

and then finds all the possible factors which cause the event to occur step by step. FTA 

adopts the corresponding symbols to represent the events, and then connects with the top 

event, middle events and base events to form an inverse dendriform graph with logic gate 

symbols.  

 

Figure 1: Logic gates of Fault tree and corresponding Petri nets model 

Petri nets are a graphic deductive method. When using Petri nets method to analyze 

system fault, it takes the most unexpected event in a system as top event. Then it finds out 

all the possible factors, which might induce the top event, such as middle places and base 
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places. Fault tree could be considered as logical relationship of fault propagation in a 

system.  Generally monotone coherent fault tree only contains AND Gate and OR Gate. 

Fault tree could be represented by Petri nets method conveniently.  For example, AND 

Gate is similar to a transition which contains several places, and OR Gate is similar to 

several transitions which contains corresponding place respectively. This method is more 

visual and more intuitive to express dynamic fault progression process. Fig.1 shows that 

logical relationship of fault tree model could be expressed correspondingly by different 

connections using places and transitions, which are the basic elements of Petri nets. 

3.   A New Method to Identify MCS 

3.1  A Brief Description of the Method 

In FTA, if some basic events occur at the same time, the top event consequently occurs. 

Aggregates of the base events are called Cut Sets. If none of the base events in the cut set 

occur, the top event does not occur. This cut set is called minimal cut set (MCS). 

At present, methods using Petri nets to identify MCS basically include the path search 

method and place matrix method [2, 8]. The former uses the relationship of Petri nets 

basic graphic elements, the direction of directed arcs and the Gates.  It firstly takes the 

base places as a start and the top place as an end. Then it searches from bottom to top and 

synchronously replaces the middle places with its corresponding sets of base places, until 

all the places are the base places. After this, it deletes the supersets and finally identifies 

the MCS. The later method, which is similar to Fussell-Vesely method
 
in fault tree 

analysis, analyses the graphic model from the top place to base places layer by layer and 

then arranges the base places in a special way and finally identifies the MCS. The two 

methods are similar to the method of MCS-finding methods in FTA. Furthermore, the path 

search method in which each path needs to be searched, will cause Numerical Problems 

when dealing with huge Petri nets models.  

3.2  Identify MCS  

Incidence Matrix is one of the primary analytic methods used in Petri nets theory. If the 

value of input function from the place P to the transition t is a non-negative integer w, we 

set the value of input function I(P, t) = w.  Thus, in a Petri net model we utilize a directed 

arc pointing from P to t with value w to present this input function. If the value of output 

function from the transition t to the place P is a non-negative integer w, we set the value of 

output function O (P, t) = w.  Similarly in a Petri net model we utilize a directed arc 

pointing from t to P with value w to present this output function. Specially, if w = 1, the 

value is equal to default value 1.  So it is unnecessary to label w.  As such if I (P, t) = 0 

or O (P, t) = 0, it is also unnecessary to draw arc. The input function I and the output 

function O both could be presented by a mn×  non-negative integer matrix.  Then the 

matrix AT = O – I is called Incidence Matrix, as shown in equation (3). This paper only 

analyzes normative net, so we set w = 1. 

In the Incidence Matrix, “-1” represents directed arc to transition from place.  In another 

words, the place is an input place of the transition. Further, “1” represents directed arc 

pointing to place from transitions and in another words the place is an output place of the 

transition. 
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Figure 2: Petri Nets model 

Calculate the Incidence Matrix A
T 

of Petri nets model in Fig.2. 
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The method of identifying MCS according to the Incidence Matrix of the equation is 

described as follows. 

1) Find the row which only has 1 and 0 but not -1. We call this row as the top place row 

(the row which only has input places, but no output places). Then start to search from 

the top place row (in this Incidence Matrix as equation (3), the top place row is the 

last row); 

2) Search for -1 by the column which has 1 in the top place row.  The place which 

corresponds to the row with -1 is an input place of the top place. If the column has 

more than one -1, it means that a transition has more than one place. Accordingly 

these places are in “AND” relationship; 

3) Search for 1 according to the row which has -1 as shown in step 2).  If the row still 

has 1, it means the place is a middle place.  Then repeats the step 2) to continue 

searching until the any row only has -1. If the row does not have 1, it means that the 

place is a base place.  In another word it is a base event. If the row has many 1, it 

means that the place corresponds to multi-transition, and these places are in “OR” 

relationship; 
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4) Repeat steps 2) and 3) until all base places are found; 

5) Outspread all base places according to above “AND”, “OR” relationship to determine 

the Cut Sets; 

6) Finally use Boolean Absorption Law, Idempotent Law, or Prime Law to identify the 

MCS. 

3.3  Identify MCS by Petri Nets Model Containing Repeated Events 

In FTA modeling process, repeated events mean that one event occur in several conditions 

which result in different faults. The repeated event could be expressed by the same place 

using Petri nets model shown in Fig.3. 

  
(a) Fault tree model (b) Petri nets model 

Figure 3: Fault Tree model and Petri nets model containing repeated event 

In Fig.3a B1 is a repeated event, as such corresponding in Petri nets model to place P1 

which is shown in Fig.3b is a repeated place. This shows not only graphic clearness but 

also arithmetic simplicity of Petri nets model. In Petri nets model there is no graphics with 

the same number. 

The Incidence Matrix in Petri nets model in Fig.3b is matrix (4). 

                   

1 2 3

1

2

3

4

5

1 0 1

1 0 0

0 1 0

1 1 0

0 1 1

T

t t t

P

P

A P

P

P

− − 
 

− 
 = −
 

− 
  

                            (4) 

By Incidence Matrix method, the top place is P5. P3 and P4 are in “AND” 

relationship, while both places are in “OR” relationship with P1. Moreover, P4 is the 

AND”events of P1 and P2. Finally we obtain 
5 1 3 4 1 1 2 3

P P P P P P P P= + × = + × ×  and 

the MCS is { P1 }and { P1 P2 P3 }.  

4.  Fault Detection Based on Petri Nets 

Generation and propagation of a fault is a typical dynamic process.  Thus by using Petri 

nets fault behaviour can be expressed commendably. The state of Petri nets is represented 

by marking M. The dynamic behaviour of the model can be described through the 

movement of tokens. The representation and treatment seem to be more useful in terms of 

studying the dynamic systems through the movement of data, various resources, 

conditional decisions, etc., and offer a technique for fault-detection in the system. 
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In Petri nets, every place accounts for a state in a system. When a fault tree is 

transformed into a Petri net model, the presence of tokens in the places implies that failure 

occurs. When the tokens are marked, the state is the initial state. If the tokens appear in the 

top place, it means that a failure event occurs. In Petri nets, a token may appear in an input 

place and satisfy the firing conditions. As a consequence, the token moves into the output 

place. A basic failure thus leads to the higher hierarchical failure or serious failure. 

Fault detection [2, 13, 14] can predict the next state and the final state according to 

the number of tokens or initial state and thus can determine fault states of a system. The 

execution process of Petri nets is determined by the numbers of tokens and initial state and 

it is realized due to firing of transitions. A transition is said to be enabled when its every 

input place contains at least one token. A transition fires if it is enabled, which removes a 

token from all of its input places and puts a token in all of its output places. This results in 

a change of the marking, namely, a change of the state from M to M’. 

Appling Incidence Matrix methods to analyzing fault can make fault detection easy. 

The state of Petri nets is represented by marking M. The kth state Mk determines the next 

state Mk+1. The state equation [1, 2, 12] is as follows: 

                     
k

T

kk XAMM +=+1
    k=1,2,…, n                  (5) 

where, Mk : a column vector whose ith component is the number of tokens in place Pi. A
T : 

the incidence matrix of the m×n transition-to-place, where m and n are the total numbers 

of places and transitions in Petri nets respectively. Xk : represents a column vector whose 

ith component denotes the firing times of Ti. 

By the equation (5), we can work out the next fault state Mk+1 by the initial fault state 

of the system Mk.  Then we can detect whether the system is in fault state or which parts of 

the system are in fault state. 

Through a series of firing sequences X0，X1，…Xn-1， the initial marking M0 

transforms to the end marking Mn. The transformation state process could be expressed by 

the following equation: 

0

T

n
M M A= + ∑                        (6) 

where, M0：the initial marking sets before firing. 

  Mn：the final marking sets after n firing sequence. 

  A
T：Incidence Matrix. 

  ∑ ：denotes a firing-count vector. 

The fault detection and propagation of a system can be obtained through using reachability 

concepts and the state equation (5) and (6).  

Figure 4 shows an “OR” gate Petri nets model, if place P2 or P3 contains one token 

respectively as Fig.4.a and b show. A firing of transition t1 or t2 moves a token from P2 or 

P3 to the output place P1 as Fig.4.d shows. This model expresses fault propagation.  So 

P1 containing a token means top place in fault. If both places P2 and P3 contain a token as 

Fig.4.c shows, then transition t1 and t2 are enabled, in which case, two firings move two 

tokens from place P2 and P3 to the output place P1. In Petri nets model, the presence of 

tokens in the place P1 implies that failure occurs.  Thus here only a token appears in the 

place P1. This is the property of a fault movement. 
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Figure 4: Petri nets model of OR gate Figure 5: Petri nets model of AND gate 

Figure 5 shows an “AND” gate Petri nets model. If the place P2 and P3 contain 

only one token together as Fig.5.a and b show, then transition t1 can’t be enabled. So 

place P1 has no token and will not be in fault state.  

If both places P2 and P3 contain a token as Fig.5.c shows, then transition t1 is enabled, 

a firing of transition t1 moves a token from places P2 and P3 to the output place P1 as 

shown in Fig.5.d, which expresses top place P1 in fault. 

The above information is useful in order to know the occurrence of faults between the 

sets of inputs to the last event of a fault tree. Based on this process, a suitable path can be 

chosen. Alternatively, we can also find all the simple paths of different lengths between 

any of the input places and the last place. Then, the location of faults over these paths 

could be obtained using above concepts. 

5.  Instance Analysis 

Figure 6 shows a typical example of Petri nets model. 

 

Figure 6: Example of Petri nets model 

5.1  Determine MCS from Petri Nets Model 

We have the Incidence Matrix from the model in Fig. 6, as shown in equation (7). The 

detailed searching steps are as follows: 
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1) Search for the top place row which only has 0 and 1 in this Incidence Matrix.  It is 

found that it is the 10th row.  Then record the column number, which column has 1 in 

top place row, i.e., 6, 7; 

2) Search in 6th column and record the row number, which has -1 in 6th column, i.e., 9; 
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3) Search in 9
th

 row and record the column number, which has 1 in the 9
th

 row, i.e. 2. In 

2
th

 column there are two rows having -1→according to the places P3 and P4→which are 

input places of place P9, while P3 and P4 are in “AND” relationship, that is 
439 PPP ×= . 

4) Search in 7
th

 column and record the row number, which has -1 in 7
th

 column, i.e. 8; 

Search in 8th row and record the column number, which has 1 in 8th row, i.e., 3,4,5. 

Corresponding to 3th, 4th, 5th column 5th, 6th, 7th rows have -1. Here P5, P6 and P7 are in 

OR”relationship, that is 
7658 PPPP ++= ; In 1th column there are two rows having -

1→according to the places P1 and P2→which are input places of place P6, while P1and 

P2 are in “AND” relationship, that is 
216 PPP ×= 。 

5) In the top place row they are in “OR” relationships, we get   

721543 PPPPPP +×++×  

6) At last, we determine the MCS by Boolean Absorption Law, or Prime Law,  

{P1, P2}，{P3, P4}，{P5}，{P7 }. 

This example utilizes the theory of Petri nets, and combines the graphic methods and 

Incidence Matrix of Petri nets.  Therefore it is easy to identify MCS.  

5.2  Fault Detection 

The initial state of the Petri nets model from tokens distribution in Fig.6 is M0＝[1 1 0 0 0 

0 0 0 0 0]. Matrix (7) shows the Incidence Matrix of the Petri nets model. When k=0, X0 = 

[1 0 0 0 0 0 0].  By equation (5), we obtain M1 = [0 0 0 0 0 1 0 0 0 0].  So in the next 

state place P6 contains a token, which means place P6 in fault. Similarly by the calculation 

of equation (5), we obtain that t4 will be enabled and the state of model is M2 = [0 0 0 0 0 0 

0 1 0 0].  The last state is M3 = [0 0 0 0 0 0 0 0 0 1], so M3 is the final state of the model, 

that means the top place P10 in fault. 

6.  Conclusions 

The method of using Petri nets to deal with logical deductive problems and changing 

logical deductive problems into Petri nets models could improve the chances to solve 

these problems. This paper uses a graphical modeling tool— Petri nets— to express 

relationship of system fault propagations, in the way of taking places and transitions as 

nodes and using directed arcs to express the directions. It presents an Incidence Matrix 

method of Petri nets to efficiently obtain Minimal Cut Sets, and utilizes the knowledge of 
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Petri nets.  It is also easy to program. Additionally, applying Incidence Matrix is 

convenient to calculate marking development, and analyze failure state. 

A fault of a system can be modeled by Petri nets and various properties such as 

reachability, dynamic properties, the fault-detection and propagation of a system can be 

obtained through using reachability concepts and the state equation. The above modeling 

analysis method of Petri Nets will provide a better tool for reliability evaluation than that 

by conventional representation schemes. Examples have demonstrated that Minimal Cut 

Sets can be identified using this proposed method. It is an effective means capable of 

undertaking the function of Petri nets. 
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