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Abstract: Quantitative Risk Assessment (QRA) is a young scientific discipline and is 

rapidly developing. New methods and techniques are produced, and the application areas 

covers now most industries and businesses.  However, the discipline is faced with many 

challenges -- the quality of and the added value obtained by conducting QRAs, are still 

questioned. Are the trends that we experience in the field going in the right directions 

meeting these challenges? In this paper we discuss this issue. We characterise some of the 

main trends and point at areas which should be given increased attention. The discussion 

covers topics related to the scientific basis of the risk assessments, uncertainty 

representations and handling, the causal chains and event modelling, and the use of 

decision criteria such as risk acceptance (tolerability) limits. 
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1. Introduction 

It is more than 30 years since quantitative risk assessment (QRA) was first applied to large 

technological systems [1]. Since then the field has become a huge industry and a discipline 

with many international journals producing advances and applications of QRA. The basic 

principles and tools are the same, but a number of new approaches, methods and models 

have been developed. The purpose of this paper is to structure and discuss some of the 

important areas in this development. Four main areas are addressed:  

a) Treatment of uncertainties 

b) The causal chains and event modelling 

c) Incorporation of human and organisational factors  

d) The decision context.  

These relate in particular to the scientific foundation of the QRAs but also the applications 

of the QRA.  

Apostolakis [2] presents an excellent summary of the benefits of QRA, mainly based 

on experience from nuclear power, but they are relevant also for other industries:  

1. Considers a number of scenarios that involve multiple failures, thus providing an 

in-depth understanding of system failure modes.  

2. Increases the probability that complex interactions between 

events/systems/operators will be identified.  

3. Provides a common understanding of the problem, thus facilitating 

communication among various stakeholder groups.  

4. Is an integrated approach, thus identifying the needs for contributions from 

diverse disciplines such as engineering and the social and behavioral sciences?  
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5. Focus on uncertainty quantification and creates a better picture of what the 

community of experts knows or does not know about a particular issue, thus 

providing valuable input to decisions regarding need for research in diverse 

disciplines, e.g. physical phenomena and human errors.  

6. Facilitates risk management by identifying the dominant accident scenarios so 

that resources are not wasted on items that are insignificant contributions to risk 

Nonetheless, despite these benefits, QRAs are subject to strong criticism. For 

example, Reid [3] argues there is a common tendency of underestimation of the 

uncertainties in QRAs, and the disguised subjectivity of risk assessments is potentially 

dangerous and open to abuse if it not recognised. According to [4], using risk assessment 

when strong knowledge about the probabilities and outcomes does not exist, is irrational, 

unscientific and potentially misleading. Renn [5] summarises critique drawn form the 

social sciences over many years and concludes that technical risk analyses represent a 

narrow framework that should not be the single criterion for risk identification, evaluation 

and management. A substantial part of the research and development within risk 

assessment is motivated by the need for meeting this critique and develop improved 

methods and models. The right move forward is not to reject QRA, but to improve the tool 

and its use. The challenge is how decision-making on risk can be informed by the best 

available technical and scientific knowledge (refer [6]:100). The aim of this paper is to 

discuss to what extent the trends seen are in fact meeting the challenges raised.  

The intent of the discussion is of course not to cover all important issues of QRAs. 

The scope is limited to some critical issues, and these are mainly of foundational character.  

2. Treatment of Uncertainties  

A proper treatment of uncertainties in risk assessments is one of the main challenges of 

QRA.   

The risk assessments are to describe the uncertainties (refer item 5 above) but many 

risk assessments ignore uncertainties beyond best estimates.  Consider the following 

statement from an experienced risk analyst team about uncertainty in quantitative risk 

assessment [7]: 

The analyses are based on the “best estimates” obtained by using the company's 

standards for models and data. It is acknowledged that there are uncertainties 

associated with all elements in the analysis, from the hazard identification to the 

models and probability calculations.  It is concluded that the precision of the 

analysis is limited, and that one must take this into considerations when comparing 

the results with the risk acceptance criteria and tolerability limits.  

Based on such a statement one may question what uncertainty in QRA means. Everything 

is uncertain, but is not risk assessment performed to assess and describe the uncertainties? 

Again we refer to item 5 above.  

We have to acknowledge that there are different types of risk assessments (QRAs) 

and they treat uncertainties to varying degree. Traditionally six levels have been identified 

[8], and the best-estimate approach mentioned above is referred to as level 4. The most 

detailed level, level 6, is the probability of frequency approach [9]. Here second-order 

probabilities (subjective probabilities) P are used to describe the assessors’ epistemic 

uncertainties about the relative frequency interpreted probabilities pf. The latter 

probabilities describe stochastic or aleatory uncertainties (variations). The analysis may 
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produce a 90% credibility interval for p, [a, b], saying that the analyst is 90% confident 

that pf lies in the interval [a, b].   

If we look at the prevailing practice concerning uncertainty treatment in QRAs today 

the first impression may indicate that not much has changed since the late 70s and the 

beginning of the 80s. However, the issue of uncertainties and treatment of uncertainties in 

QRAs has been continuously addressed by analysts and researchers since then. Some of 

the main challenges focused have been:  

• The meaning and usefulness of the distinction between epistemic and aleatory 

uncertainties.  

• The meaning of model uncertainty and approaches for treating model uncertainty. 

• The need for seeing beyond expected values and probabilities when assessing 

uncertainties  

• Alternative representations of uncertainty than probability.   

In the following we will look closer at these challenges, and give some reflections on the 

way ahead (Section 2.5).  

2.1 The Distinction between Epistemic and Aleatory Uncertainties  

If we study the lifetimes of a type of light bulbs, the distinction between aleatory 

uncertainty and epistemic uncertainty is clear and easy to understand. The variation in 

lifetimes produces the aleatory uncertainty. If we had full knowledge about the generated 

distribution of lifetimes, there would be no epistemic uncertainties. However, in practice 

we do not know this underlying true distribution and hence we need to address epistemic 

uncertainties. In practice this is typically done by assuming that the distribution belongs to 

a parametric distribution class, for example the Weibull distribution with parameters α and 

β. This distribution is to be considered a model of the underlying true distribution, and 

given this model the epistemic uncertainties are reduced to lack of knowledge concerning 

the correct parameters α and β.  

For mass produced units and other situations with large populations of units, this 

uncertainty structure makes sense. We would however prefer to refer to the aleatory 

uncertainty as variation and not uncertainty, as variation or population variation explains 

better what we are talking about.    

In a risk assessment context, the situations are often unique, and the distinction 

between aleatory uncertainty and epistemic uncertainty is then more problematic. Consider 

as an example the probability of a terrorist attack (properly specified). To define the 

aleatory uncertainty in this case we need to construct an infinite population of similar 

attack situations. The variation in this population generated by “success” (attack) and 

“failure” (not attack) represents the aleatory uncertainty. The proportion of successes 

equals the probability of an attack. But is such a construction meaningful? No, it makes no 

sense to define a large set  of “identical”,  independent attack situations, where some 

aspects (for example related to the potential attackers and  the political context) are fixed 

and others (for example the attackers motivation) are subject to variation.  Say that the 

attack success rate is 10%. Then in 1000 situations, with the attackers and the political 

context specified, the attackers will attack in about 100 cases. In these situations the 

attackers are motivated, but not in the remaining ones. Motivation for an attack in one 

situation does not affect the motivation in another. For independent random situations 

(refer the light bulb example above) such “experiments” are meaningful, but not in unique 

cases like this.   
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This type of problem is surprisingly seldom addressed in the literature. It is common 

to define the underlying aleatory based probabilities and distributions, but without 

clarifying their meaning. Researchers expressing that there is only one type of uncertainty, 

stemming from lack of knowledge (i.e. it is epistemic) seem to represent a small minority. 

See e.g.[10]. Yet, the Bayesian paradigm (as for example presented by [11] is based on 

this idea. Probability is considered a measure of uncertainty about events and outcomes 

(consequences), seen through the eyes of the assessor and based on the available 

background information and knowledge. Probability is a subjective measure of 

uncertainty, conditional on the background knowledge. The reference is a certain standard 

such as drawing a ball from an urn. If we assign a probability of 0.4 for an event A, we 

compare our uncertainty of A to occur with drawing a red ball from an urn having 10 balls 

where 4 are red.   

According to this paradigm, there is epistemic uncertainty associated with the 

occurrence of an attack. And the analyst assigns a probability expressing his/her 

uncertainty about this event. If relevant, knowledge about the variability is included in the 

background knowledge. The variability gives rise to uncertainty but is not defined as 

uncertainty in this context. A relative frequency generated by random variation is referred 

to as a chance, to distinguish it from a probability, which is reserved for expressions of 

epistemic uncertainty based on belief [11]. Thus, we may use probability to describe 

uncertainty about the unknown value of a chance, whenever a chance is introduced.   

Consider again the example of  the light bulb. Say that the problem is to express the 

probability that a specific new light bulb fails before x units of time, and we adopt the 

Bayesian approach using subjective probabilities P. Let A be the failure event.  To 

specify the probability of A given the background knowledge K, i.e. P(A|K), the analyst 

may use the standard Bayesian approach conditioning on the parameters, which gives that  

                      P(A|K)  = ∫ G(x| α, β) dF(α, β| K),        (1) 

where F is the prior (or posterior) distribution of the parameters α and β given the 

background knowledge,  and G(x| α, β) is the Weibull lifetime distribution.  If α and β 

are known, the probability  that the light bulb fails before x units of time is set equal to 

the chance G(x| α, β). Here P is a subjective probability reflecting epistemic uncertainties. 

The aleatory uncertainty (the chance distribution of lifetimes) are expressed by the 

Weibull distribution G. The distinction between the aleatory and epistemic uncertainties 

fits the probability of frequency approach, but is not adequate when relative frequency 

interpreted probabilities (chances) cannot be defined.   

2.2 Model Uncertainty  

Model uncertainty in a QRA context is a difficult concept. Its meaning and how to deal 

with it have been addressed by many researchers. See e.g. [12] [13] [14] and the 

references therein. 

The models are used as tools to obtain insight into risk and to express risk. They form 

part of the conditions and the background knowledge on which the analysis is built. It is 

obviously important to reflect on how suitable the model is for its objective. In this regard, 

however, it is not only the model’s ability to reflect the real world that is the point, but also 

its ability to simplify complicated features and conditions. 

Let us return to the Weibull distribution introduced in Section 2.1. This distribution is 

a model (a simplified representation) of the real world. We may interpret model 

uncertainty as the accuracy of this model relative to the true distribution, and if the aim of 

the risk assessment is to determine this distribution the issue of model uncertainty has a 
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clear meaning and it obviously needs due attention. Model uncertainty, or model accuracy, 

is also relevant in the Bayesian context – the reference is the underlying chance 

distribution. However model uncertainty or accuracy has no meaning with respect to the 

subjective probability P(A). For the probability P the model is merely a tool judged useful 

for expressing the uncertainties about A. The model is a part of the background 

knowledge. If we change the model, we change the background knowledge. If we have 

specified P(A|K) using the Weibull distribution according to formula (1), the probability is 

conditional on the use of this distribution. We have introduced the Weibull distribution to 

simplify the problem. If we had considered the space of all distribution functions, the 

assignment process would not be feasible in practice.   

What is then a satisfactory or a good model? How accurate needs a model to be to be 

considered acceptable? The ultimate requirement for a model is that any improvement in 

the model to make it more accurate, should not lead to a change in the conclusions made. 

However, this requirement may be difficult to verify – the best we can do in most cases is 

to use sensitivity analyses to see how changes in the model affect the results. And of 

course, an experienced risk analyst should have an idea of what is important for the risk 

results and what is not. It would also be a task for the risk assessment discipline 

(community) to contribute to the development of adequate models – to standardize what a 

good model is. Note that a crude model can be preferred instead of a more accurate model 

in some situations if the model is simpler and it is able to identify the essential features of 

the system performance. Achieving the appropriate balance between simplicity and 

accuracy is a main task of the risk analyst.    

The natural sciences provide theories and laws describing physical phenomena such 

as ignition and explosion. Similarly, social science theories provide a basis for modelling 

human and organisational factors. In principle there is no difference compared to the 

natural sciences.  The uncertainties are larger, but seeing risk assessment as a tool for 

describing the uncertainties (refer again item 5 in Section 1), this should not undermine the 

quality of the risk assessments.  

To take into account model uncertainties, different approaches are used. In structural 

reliability analysis (SRA) attempts are made to explicitly reflect the model uncertainties, 

see e.g. [13]. Let us look at an example using the load strength model as an illustration. 

Let Y be the true capacity of the system at the time of interest. Using the model g(X)=X1-

X2, where X1  represents the strength and X2 represents the load, we have put Y=g(X). 

This means a simplification, and in SRA it is common to introduce an error term X0, say, 

such that we can write Y= X0(X1-X2).   Clearly, this gives a better model, a more 

accurate description of the world. As a simplification, we judge X0  and X1-X2 to be  

independent; our uncertainty about the ratio between the true capacity and the measured 

capacity X0=Y/(X1-X2) is not influenced by the value of the capacity indicator X1-X2. This 

simplification should be supported by observations of the true capacity and the measured 

capacity for comparable situations. Thus by specifying uncertainty distributions for X0  

and X1-X2, we arrive at an uncertainty distribution of Y. If we use the means as predictors, 

the true capacity is predicted by EX0 · (EX1-EX2). By introducing X0, the uncertainty in Y 

increases. The explanation of this is model uncertainty.  

If we use the model X1-X2 to express uncertainty about the true capacity Y, this 

means that we have conditioned on the use of this model. If we find that the model X1-X2 

is not sufficiently accurate for its purpose, we should improve the model. Using the 

equation Y= X0(X1-X2) gives an accurate model, but to express uncertainties in this case 

we need to simplify and use independence, which is a rather strong simplification. In this 
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particular situation, it may be acceptable, in other cases it would clearly not be the case. 

Furthermore, often it may be difficult to find relevant data to support the uncertainty 

analysis of X0. We perform the analysis as we have little information about Y. If we had a 

strong database for Y, we could make a direct assignment of the distribution of Y, and 

there would be no need for the modelling. 

Since the model is considered a part of the background information K, a suggestion is 

to use the law of total probability to take into account the model uncertainty (refer 

e.g.[15]). Let M1 and M2 be two alternative models to be used for assigning the probability 

A. Conditional on Mi, we have an assignment P(A|Ki). Unconditionally, this gives  

                     P(A|K) =  P(A|K1) p1 + P(A|K2) p2 

where pi  is the analyst’s subjective probability that the ith model (i.e. the set of associated 

assumptions) is true.  

Such a procedure is difficult to carry out in practice, as the space of models could be 

very large, and it is not obvious how to define when the assumptions of the model are true. 

In the light bulb example, we may consider other family of distributions than the Weibull 

distribution, but which? And when is a distribution true or not true. Of course, all models 

are wrong. We have introduced the model to simply a complex world.  Trying to reflect 

all inaccuracies in the model would be in conflict with the basic idea of modelling; to 

simply the world. 

2.3 The Need for Seeing Beyond Expected Values and Probabilities  

It is common to define and describe risk using probabilities and expected values. 

However, these perspectives have been challenged. The probabilities and expected values 

could camouflage uncertainties (e.g.[16] [17]). The assigned probabilities are conditioned 

on a number of assumptions and suppositions. They depend on the background 

knowledge. Uncertainties are often hidden in the background knowledge, and restricting 

attention to the assigned probabilities could camouflage factors that could produce 

surprising outcomes.  By jumping directly into probabilities, important uncertainty 

aspects are easily truncated, meaning that potential surprises could be left unconsidered. 

Let us look at an example. Consider the risk, seen through the eyes of a risk analyst in 

the 1970s, related to future health problems for divers working on offshore petroleum 

projects. An assignment is to be made for the probability that a diver would experience 

health problems (properly defined) during the coming 30 years due to the diving activities. 

Let us assume that an assignment of 1% is made.  This number is based on the available 

knowledge at that time. There are not strong indications that the divers will experience 

health problems. However, we know today, that these probabilities led to poor predictions. 

Many divers have experienced severe health problems ([17], p. 7). By restricting risk to 

the probability assignments alone, we see that aspects of uncertainty and risk are hidden.  

There is a lack of understanding about the underlying phenomena, but the probability 

assignments alone are not able to fully describe this status.  

Several risk perspectives and definitions have been proposed in line with these 

acknowledgments. For example [18] defines risk associated with an activity as uncertainty 

about and severity of the consequences of the activity,  where severity  refers to 

intensity, size, extension, scope and other potential measures of magnitude, and is with 

respect to something that humans value (lives, the environment, money, etc). Losses and 

gains, for example expressed by money or the number of fatalities, are ways of defining 

the severity of the consequences.  
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In case of large uncertainties, risk assessments could support decision-making, but 

other principles, measures and instruments are also required, such as the 

cautionary/precautionary principles ([17] [19]) as well as robustness and resilience 

strategies ([20]). An informative decision basis is needed, but it should be far more 

nuanced than can be obtained by probabilistic analysis alone.  This is stressed by many 

researchers, e.g.[2]. QRA results are never the sole basis for decision-making. Safety-

related decision-making is risk-informed, not risk-based. This conclusion is however not 

only justified by referring to the need for addressing uncertainties beyond probabilities and 

expected values. A main issue here is the fact that risk needs to be balanced with other 

concerns. See Section 4.  

The uncertainties in the background knowledge are addressed by [16]. They refer to a 

subjective probability P(A|X) which expresses the probability of the event A given a set of 

conditions X.  As X is uncertain (it is a random variable), a probability distribution for 

the quantity h(X) = P(A|X) can be constructed. Thus there is uncertainty about the random 

probability P(A|X).  However, we will stress that the probability is not an unknown 

quantity (random variable) for the analyst. To make this clear, let us summarise the setting 

of subjective probabilities. A subjective probability P(A|K) is conditional on the  

background knowledge K, and some aspects of this K can be related to X as described by 

[16].  The analyst has determined to assign his/her probability based on K. If he/she finds 

that the uncertainty about X should be reflected, he/she would adjust the assigned 

probability using the law of total probability. This does not mean however that P(A|K) is 

uncertain, as such a statement would presume that there exists a true probability value. The 

assessor needs to clarify what is uncertain and subject to the uncertainty assessment and 

what constitutes the background knowledge. From a theoretical point of view one may 

think that it is possible (and desirable) to remove all such Xs from K, but in a practical risk 

assessment context that is impossible. We will always base our probabilities on some type 

of background knowledge, and often this knowledge would not be possible to specify 

using quantities like X.  

Mosleh and Bier [16] also discuss imprecision in probability assignments due to 

inherent cognitive limitations, and stress that it is essential to distinguish between such 

imprecision and uncertainties about the conditions (X) underlying judgment of probability. 

We agree. Imprecision is a problem in practical risk assessments and it further underlines 

that we need to see beyond the calculated probabilities and expected values when making 

judgments about risk.     

2.4 Alternative Representations of Uncertainty than Probability 

There are different traditions and schools concerning uncertainty assessments. In a QRA, 

probability is by far the most common approach to represent uncertainties. However, 

recently we have seen an increasing number of contributions where alternative 

representations are suggested and used.  It has been questioned whether uncertainty can 

be represented by a single probability, or if imprecise (interval) probabilities are needed 

for providing a more general representation of uncertainty ([21]). It has also been 

questioned whether probability is limited to binary and precisely defined events only. 

Suggested alternatives for addressing these cases include fuzzy probability ([22]) and the 

concept of possibility ([23]). Furthermore, probabilities have been criticised for not 

reflecting properly the weight of the evidence they are based on, as is done in evidence 

theory ([24][25]). 
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One of the major objections against using probability to represent uncertainty seems 

to be that probability is a measure of randomness only. The existence of alternative 

interpretations of probability is not always recognised and, as pointed out by Natvig [26], 

work on fuzzy-based representations of uncertainty often seems to be motivated by the 

inadequacy of the relative frequency interpretation of probability; thus not taking into 

account other interpretations ([27]).  

The interpretations of many of these alternative representations are not clear. To 

avoid confusion about the concept of uncertainty, it may be better to separate uncertainty 

from lack of precision (ambiguity, vagueness, fuzziness). We refer to [27] [28] [29].  

2.5 The Way Ahead  

The scientific basis of the QRAs need to be strengthened. A risk assessment must have a 

solid scientific basis, which clarifies the axioms, interpretations and measurement 

procedures of the representations of uncertainties, probabilities and risk [28]  If a 

probability of an attack or a probability of an oil spill is introduced, its meaning must be 

explained. If the produced probability numbers are subject to uncertainties, this 

uncertainty must be assessed and discussed. The background knowledge that the 

probabilities are based on must be described. The role of models must be clarified. How is 

model uncertainty understood and dealt with in the assessment?  

The risk analysts need to be professional in the field of risk and uncertainty. Now we 

often see risk analysts with a poor background in the fundamentals of risk assessment. It is 

not sufficient to be a statistician or an engineer to act as a professional risk analyst. Risk 

assessment is a discipline in its own and requires education and training in topics like risk 

and probability concepts, risk analysis methods, uncertainty analysis, risk characterisations 

and risk communication. The stakeholders’, including the decision-makers’ and third 

parties’, understanding of risk assessments and their results, depend very much on the 

professional risk analysts’ ability to communicate the risk picture. Risk professionals need 

to be precise on the scope, as well as the boundaries and limitations of the assessments. 

The risk assessments need to provide a much broader risk picture than what is 

typically the case today. What is needed is    

• Sensitivities showing how the risk indices depend on the background knowledge 

(assumptions and suppositions)  

• Uncertainty assessments 

• Description of the background knowledge, including models used.   

The uncertainty assessments should not be restricted to standard probabilistic analysis, as 

this analysis could hide important uncertainty factors. The search for quantitative, explicit 

approaches for expressing the uncertainties, even beyond the subjective probabilities, may 

seem to be a possible way forward. However such an approach should be used with care. 

Trying to be precise and accurately expressing what is extremely uncertain does not make 

sense. Instead we recommend a more open qualitative approach for revealing such 

uncertainties. Some would feel this as less attractive from a methodological and scientific 

point of view, perhaps it is, but it would be more suited for solving the problem at hand, 

which is about analysis and management of risk and uncertainties.     

What we would like to see is a broad risk description covering risk numbers, 

sensitivities as well as uncertainty factors. We are sceptical to the alternative 

representations of uncertainty as mentioned in Section 2.4. However, further research is 

required to clarify the role of these representations in QRA.    
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3. The Causal Chains and Event Modelling 

The traditional risk analysis approach used in QRAs can be viewed as a special case of 

system engineering [14]. This approach, which to large extent is based on causal chains 

and event modelling, has been subject to strong criticism. Many researchers argue that 

some of the key methods used in risk analysis are not able to capture “systemic 

accidents”.Hollnagel [30], for example, argues that to model systemic accidents it is 

necessary to go beyond the causal chains --  we must describe system performance as a 

whole, where the steps and stages on the way to an accident are seen as parts of a whole 

rather than as distinct events. It is not only interesting to model the events that lead to the 

occurrence of an accident, which is done in for example event and fault trees, but also to 

capture the array of factors at different system levels that contribute to the occurrence of 

these events. Leveson [31] makes her points very clear:   

Traditional methods and tools for risk analysis and management have not been 

terribly successful in the new types of high-tech systems with distributed human and 

automated decision-making we are attempting to build today. The traditional 

approaches, mostly  based on viewing causality in terms of chains of events with 

relatively simple cause-effect  links, are based on assumptions that do not fit these 

new types of systems: These approaches to safety engineering were created in the 

world of primarily  mechanical systems and then adapted for electro-mechanical 

systems, none of which  begin to approach the level of complexity, non-linear 

dynamic interactions, and  technological innovation in today's socio-technical 

systems. At the same time, today’s complex engineered systems have become 

increasingly essential to our lives. In addition to traditional infrastructures (such as 

water, electrical, and ground  transportation systems), there are increasingly 

complex communication systems, information systems, air transportation systems, 

new product/process development systems,  production systems, distribution 

systems, and others. 

The limitations of the traditional models and approaches to managing and assessing 

risk in these systems make it difficult to include all factors contributing to risk, 

including human performance and organizational, management and social factors; to 

incorporate human error and complex decision-making; and to capture the non-

linear dynamics of interactions among components, including the adaptation of 

social and technical structures over time. 

Leveson argues for a paradigm-changing approach to safety engineering and risk 

management. She refers to a new alternative accident model, called STAMP      

(System-Theoretic Accident Modeling and Processes).  

A critical review of the principles and methods being used is of course important, and 

the research by [30] [31] [32] [33] and others in this field adds valuable input to the 

further development of risk analysis as a discipline. Obviously we need a set of different 

approaches and methods for analysing risk. No approach is able to meet the expectations 

with respect to all aspects. The causal chains and event modelling approach has shown to 

work for a number of industries and settings, and the overall judgement of the approach is 

not as negative as Leveson expresses. Furthermore, the causal chains and event modelling 

approach is continuously improved, incorporating human, operational and organizational 

factors, see e.g. I-Risk [34], ARAMIS [35], the BORA project [36], the SAM approach 

[37] and the Hybrid Causal Logic Method [38][39]. It is not difficult to point at limitations 

of these approaches, but it is important to acknowledge that the suitability of a model 
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always has to be judged by reference to its ability to represent the real world, but also its 

ability to simplify the world, as discussed in Section 2.2.  

We consider the causal chains and event modelling to provide a sound basis for the 

risk assessments in many cases. However, we acknowledge the limitations of this 

approach, as well as other aspects of the assessments. Alternative qualitative tools are 

required.  Insights provided by this alternative research paradigm can be used to 

strengthen the risk picture obtained by the more traditional approach.  

4. Incorporation of Human and Organisational Factors (HOFs) 

Another important research issue is the development of appropriate problem decompo-

sition methods for risk and vulnerability analysis (including extending the logic modelling 

techniques – such as Fault Tree and Event Tree to include influence diagrams), essential 

for capturing different dimensions of complex risk issues. The work must be seen in 

relation to the existing approaches mentioned above; such as the HCL method [38] [39] 

and related contributions (see e.g., [40] [41] [42]), which develop methodology for 

operational risk analysis including analysis of the performance of safety barriers, with 

respect to technical systems as well as human, operational and organizational factors.  

To simplify, the basic problem can be summarized as follows, using an example from 

maintenance in a process plant:  

1. Identify events A that summarise essential barrier performance. An 

example is ‘ignition’ or ‘avoid ignition’ given a specific leakage scenario.  

2. Establish a deterministic model that links A and events Bi and quantities Xi 

on a more detailed level. A fault tree is an example of such a model.  

3. Specify a set of operational and management factors Fi that could 

influence the performance of the barriers, and which have not been 

included in the model developed in stage 2. Examples of such factors are 

the quality of the maintenance work, the level of competence and the 

adequacy of organisation.   

4. Specify probabilities P(Bi| F), where F is the vector of the Fis.  

5. Use probability calculus to obtain P(A| F).  

To carry out such an analysis there are a number of challenges, of which the following are 

two of the more important: 

• Determine which F factors that should be included in the basic stage 2. The F 

factors are fixed, meaning that the probability assignments are conditioned on 

these factors. If some of the F factors are to be considered unknown to the 

analyst, these factors need to be included in the basic model, or the factors should 

be divided into two categories, reflecting unknown factors on the one hand and 

some given factors on the other. Such a distinction is made in the SAM-method 

[37] 

• Finding adequate procedures for assigning scores to the F factors and specifying 

the probabilities P(Bi|F). The probabilities P(Bi|F) need to be based on models 

and methods used for barrier performance analyses, such as human reliability 

analysis.  

This description and analysis represent a strong simplification of the problem. System 

dynamics, with delays and feedbacks, is for example not incorporated but is a main 

modelling feature for several of the approaches mentioned above. For the purpose of this 

paper we will however not go further into the analysis. Our concern is the research 

direction, where the ambition is to explicitly incorporate the human and organisational 
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factors. Developing suitable methodology is not straightforward. A detailed analysis 

requires substantial input data, and the data must be relevant. Such analyses cannot be 

performed without extensive use of expert judgments.  However, expert judgment is not 

to be seen as something negative. The risk analysis is a tool for summarising the 

information available (including uncertainties), and expert judgments constitute an 

important part of this information.     

The developments in this field seem to be partly based on the causal chains and event 

modelling approach. A natural question then is to what extent these developments are 

meeting the critique raised in the previous section. Are for example the non-linear 

dynamics of interactions among components adequately reflected?  Such issues need to 

be addressed, and for these developments to gain acceptance, validation processes are 

required incorporating reviews and discussions of thee issues. Is the analysis to be 

considered a number-crunching exercise characterised by arbitrariness? Would it not be 

better to adopt a more qualitative approach? Is it possible to obtain confidence in the 

assigned probabilities when they are to reflect aspects like management involvement and 

culture?    

Validation of risk analysis methods is an important but difficult issue. To achieve 

results that are trusted by the stakeholders, it is important to pay attention to the process 

behind the risk calculation results. For example, subjective input to the risk analysis 

should to the extent possible be assigned by broad groups of experts, rather than by one 

single expert. A method for assigning probabilities cannot be validated in the sense that 

one can check that the results are correct. However, all stakeholders need to have 

confidence in the process of transforming the analysts’ knowledge and lack of knowledge 

into probabilities.  

We expect further developments in this area. Due attention needs to be paid to 

validation as confidence in these tools cannot be obtained without serious efforts in this 

direction.   

5. The Decision Process  

Our main focus here is the search for mechanistic decision rules, linked to acceptance 

(tolerability) limits.  For example, the Norwegian offshore petroleum regulations state 

that risk acceptance criteria (tolerability limits) expressed as upper limits of acceptable 

(tolerable) risk should be developed, and before the risk analyses are carried out [17] [43]. 

Such criteria are common and we see an increasing trend. But one may question the 

appropriateness of introducing such criteria. Consider the following criterion:  

The probability of getting an oil spill during one year of operation causing an 

environmental damage having a restitution period of more than z years, should not 

exceed  1 · 10
-x

.  

At the political level it is obvious that it would not be possible to establish consensus 

about such a limit. Different parties would have different preferences. But for the 

Government it should be possible to establish such a number? Say that it would make an 

attempt to do this. And suppose that it considers two options, a weak limit, say 1 · 10
-3

  

and  a strong limit say 1 · 10
-4.  What limit should it choose? The answer would be the 

weak limit, as the strong limit could mean lack of flexibility in choosing the overall best 

solution. If the benefits are sufficient large, the level  1 · 10
-3 

 could be acceptable. 

Following this line of arguments, the use of such limits leads to the formulation of weak 

limits, which are met in most situations. QRAs are then used to check whether  the risks 
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are acceptable in relation to these weak limits. It is to large extent waste of money, the 

conclusions are obvious.  

At the operational level, the same type of arguments will apply. The oil company is to 

determine an acceptance criterion, and it faces the same type of dilemmas as above. Why 

should it specify strong limits?  It would restrict the company from obtaining the overall 

best solutions. The result is that weak limits are specified and risk assessments play the 

role of verification, a role that adds not much value.  

If a high level of safety or security is to be obtained, other mechanisms need to be 

implemented than risk acceptance (tolerability) limits.  When such criteria are 

established, they give a focus on obtaining a minimum safety standard, instead of 

continuous improvement and risk reduction.   

The ALARP principle represents such a mechanism. The ALARP principle expresses 

that the risk should be reduced to a level that is as low as reasonably practicable. A risk 

reducing measure should be implemented provided it cannot be demonstrated that the 

costs are grossly disproportionate relative to the gains obtained [19]. Risk assessments 

play an important role in ALARP processes, as risk reduction needs to be based on risk 

assessments. Risk must be described and the effect of risk reducing measures determined.  

Although the ALARP principle has been in use for many years, its interpretation and the 

implementation procedures are still being discussed. Implementing a broad risk 

perspective as outlined in Section 2.3, may require updated ALARP procedures in some 

cases, as risk is more than computed probabilities and expected values.  For example, 

care has to be shown when using a ALARP verification index such as the expected cost 

per expected saved lives (implied cost of an averted fatality, ICAF) as this index does not 

adequately reflect risks and uncertainties [17]. 

6. Conclusions   

We make the following conclusions:  

1. The scientific basis of the risk assessments needs to be strengthened.  

2. The risk assessments need to provide a much broader risk description than 

what is typically the case today. More weight should be given to 

uncertainties.  

3. Further research is needed for improving the modelling and analysis of 

human and organisational factors.  

4. The ALARP principle and its implementation need to be adapted to such 

an extended risk description. Risk acceptance (tolerability) limits should 

be used with care.  

Other researchers have presented similar recommendations, see e.g., [5] [6] . In the social 

scientist risk research community there has been a strong recognition of the need for 

moving away from a search for an “analytical fix” and towards addressing the social and 

institutional aspects of the problem. IRGC [20] and UK Cabinet Office [44] are examples 

of risk frameworks based on this recognition. Fischhoff [45] (see also [6]) have 

summarised seven stages in this retreat away from what might been seen as “naïve 

positivism” in the risk debate:   

1: all we have to do is get the numbers right,  

2: all we have to do is tell them the numbers  

3: all we have to do is explain what we mean by the numbers  

4: all we have to do is show them that they’ve accepted similar risks in the past  

5: all we have to do is show them that it’s a good deal for them  
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6: all we have to do is treat them nice  

7: all we have to do is make them partners. 

Nonetheless, the risk assessment consultants and the formal decision-making on the 

regulation of risk remain relatively unaffected by this recognition (refer Stirling [6]: 100).  

There are many reasons for this, but a main factor is certainly the risk assessment tool in 

itself. The assessments are in general lacking a proper foundation and the perspective on 

uncertainties is too narrow.  

The relative frequency based approach and the Bayesian schools of thought have 

collided for many years over the definition of probability, sowing considerable confusion 

over the definition of risk and the limits of probabilistic risk analysis [8].  Attempts at 

reconciliation of these two perspectives have led to the probability of frequency approach, 

as briefly described and discussed above in Section 2.  However, on both sides of this 

approach we have other approaches, the pure classical approach based on relative 

frequency interpreted probabilities only, and broad risk perspectives as discussed for 

example by [18].  

Classical decision theorists have often taken the stand that the distinction between 

aleatory and epistemic uncertainties as in the probability of frequency approach is 

unnecessary because, according to the axioms of expected-utility decision analysis, it is 

irrelevant in rational choices [8]. All one needs is their common measure, the Bayesian 

(subjective) probability that can characterize both. The different probabilities can then be 

combined for decision-making purposes as if all uncertainties were of the same nature. 

Such a view is however disputed by many researchers and analysts. As argued by [8], 

rationality can be viewed as more complex than the simple maximization of expected 

utility. Decision-makers may need and/or ask for a full display of the magnitudes and the 

sources of uncertainties before making an informed judgement. 

Such a perspective provides the basis for the risk perspective adopted in many risk 

frameworks (e.g., [20] [7]). It considers uncertainty as the main component of a risk 

description – probability is a just a tool used to express the uncertainties. To some extent 

we describe the uncertainties, but one should acknowledge that the full scope of these 

uncertainties cannot be transformed to a mathematical formula, using probabilities or other 

measures of uncertainty. 
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