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Abstract: The paper presents a generalized model of damage caused to a complex multi-

state series-parallel system by intentional attacks. The model takes into account the 

defence strategy that presumes separation and protection of system elements and 

deployment of false targets. The defence strategy optimization methodology is suggested, 

based on the assumption that the attacker tries to maximize the expected damage of an 

attack. An optimization algorithm is presented that uses a universal generating function 

technique for evaluating the losses caused by system performance reduction and a genetic 

algorithm for determining the optimal defence strategy. The role of the fault targets in the 

optimal defence strategy is analyzed. Illustrative example of defence strategy optimization 

is presented. 
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Nomenclature1 

PG  protection group 

FT  false target 

pmf   probability mass function 

GA  genetic algorithm 

u-function (universal generating function) 

Pr(e)  probability of event e 

1(⋅)  unity function: 1(TRUE) = 1, 1(FALSE) = 0 

 x   greatest integer not greater than x 

PGmn  m-th PG in component n  

N  total number of system components 

Jn  number of elements in system component n  

xnk  nominal performance of element k in component n 

pnk  availability of element k in component n 

Mn   number of PG in component n 

Φn  set of elements belonging to component n  

Φnm  set of elements of component n belonging to PGmn 

|Φnm|  number of elements in m-th PG from component n 
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γγγγ  matrix representing distribution of system elements among PG: 

γγγγ={γnj, | 1≤n≤N, 1≤j≤Jn}, where γnj is the number of the PG to which 

element j in component n belongs 

Bn  number of different types of protections available for component n  

F  number of false targets deployed 

d  cost of single false target 

vn(k)  expected vulnerability of protection of type k in component n (vn(0)=1 

by definition). Depending on problem formulation vn(k) can be 

interpreted as probability of protection destruction in single attack or in 

series of attacks 

on(k,x)  cost of protection of type k for group of x elements in component n 

ββββ  matrix of protection types chosen for different PG: ββββ={βnm, | 1≤n≤N, 

1≤m≤Mn}, where βnm is number of protection type chosen for PGmn 

O(ββββ, γγγγ)  cost of defence strategy 

O*  maximum allowable cost of defence strategy 

))(( γβ,Oµ   penalized cost of defence strategy (with respect to budget constraint) 

π  penalty coefficient 

αnm  probability of an attack on PGmn 

αF  probability of an attack on a false target 

αααα  matrix of attack probability distribution (attacker's strategy):   

  αααα={αnm, | 1≤n≤N, 1≤m≤Mn} 

αααα(n,m)  matrix representing predetermined single attack on PGmn:  

  αααα(n,m)={αnm =1, αkl=0 for any k≠n or l≠m} 

Θ  set of attacked targets for predetermined multiple attack 

hnk  inherent value of element k in component n (the loss incurred by the 

defender if element k is destroyed, irrespective of the loss caused by 

reduced system performance) 

Hnm  inherent value of infrastructure of PGmn (the loss incurred by the 

defender if the PG is destroyed, irrespective of the loss of elements 

belonging to the PG and the loss caused by reduced system performance) 

HF  inherent value of single false target (the loss incurred by the defender if 

the FT is destroyed) 

W  system demand (desired level of system performance) 

c(g,W)  cost of losses associated with system performance reduction below the 

demand 

G  random performance rate of the entire system 

gs  system performance rate at state s 

qs  probability that the system is in state s 

S  number of system states 

)( γβα ,,D   expected damage caused by the attack strategy αααα given the defence 

strategy ββββ, γγγγ 

r  FT attractiveness ratio 

unk(z)  u-function representing pmf of random performance of element k in  

component n 

nmU (z)  u-function representing the conditional pmf of performance of PGmn 

nmU
~ (z)  u-function representing the pmf of performance of component n 
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1.  Introduction 

Protecting against intentional attacks is fundamentally different from protecting against 

accidents or natural cataclysms. Adaptive strategy allows the attacker to target the most 

sensitive parts of a system. Choosing the time, place and means of attacks the attacker has 

always an advantage over defender. Therefore the optimal policy for allocating resources 

among possible defensive investments should take into account the attacker's strategy. 

In pioneering works [1] and [2] the models of optimal defence investment were 

suggested and studied under assumption that the attacker maximizes either the success 

probability of an attack or expected damage of an attack on the system. While 

demonstrating a general approach and suggesting some useful recommendations these 

models cannot be directly applied to minimizing expected damage in systems of realistic 

size and complexity. The models do not consider limited availability of system elements, 

possibility of destruction of several elements by a single attack, damage caused by partial 

system incapacitation and discrete nature of protection alternatives. These factors were 

included into the model of optimal defence strategy suggested in [3]. This optimal strategy 

presumes separation and protection of system elements that minimizes the expected 

damage of the attack subject to defence budget constraints. Unlike protecting against 

accidents or natural cataclysms, defence strategies against intentional attacks can influence 

the adaptive strategy of the attacker. This can be achieved not only by separation and 

protection of system elements, but also by creating false targets. 

Numerous studies were devoted to estimating the impact of external factors on the 

system survivability based on common cause failure approach [4-6]. All these studies 

consider systems with identical elements (k-out-of-n formulation) or do not take into 

account element performance rates. The models of multi-state system survivability were 

presented in [7-9], where optimal element separation and protection algorithms was 

suggested that can be applied to complex series-parallel and bridge systems. However in 

these models the adaptive attacker's strategy was ignored. The paper [3] presented a 

defence strategy optimization methodology that combines ideas of [1, 2] and [7-9]. This 

paper extends the model presented in [3] by incorporating FT into the set of defence 

actions and studying the influence of the FT on the optimal defence strategy. 

2.  The Model 

The system consists of N statistically independent components composing a series-parallel 

configuration. Each component n consists of Jn elements of the same functionality 

connected in parallel. Each element k in component n is characterized by its nominal 

performance xnk and availability pnk. The states of the elements are independent. While the 

elements can have two states, the components are multi-state and can have different levels 

of the cumulative performance for different combinations of failed and available elements. 

The elements within any component can be separated (to avoid the entire component 

destruction by a single attack) and protected. Parallel elements not separated from one 

another are considered to belong to the same protection group (PG). All the elements 

belonging to the same protection group are destroyed by the same successful attack. More 

than one protection group cannot be destroyed by a single attack. 

Since system elements with the same functionality can have different performance 

rates and different availability, the way the elements are distributed among the PG affects 

the system survivability. The element separation problem for each component n can be 

considered as a problem of partitioning a set Φn of Jn items into a collection of Mn 

mutually disjoint subsets Φnm, i.e. such that 
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Each set can contain from 0 to Jn elements. If | nmΦ |=Jn and | njΦ |=0 for any j≠m, all of the 

elements of component n are gathered within single PG, if | nmΦ | 1≤  for any m, all of the 

elements are separated. The partition of the set Φn can be represented by the vector {γnj, 

1≤j≤Jn}, where γnj is the number of the subset to which element j belongs (1≤γnj≤Mn). The 

matrix γγγγ of values γnj for 1≤j≤Jn and 1≤n≤N determines the elements' distribution among 

the protection groups for the entire system (separation strategy of the defender). 

For each protection group belonging to component n there exist a set of Bn+1 

available type of protections. For example, the same group of elements can be located 

outdoor (cheapest, but most vulnerable protection), within a shed and in an underground 

bunker (most expensive, but most effective protection). Each protection of type βnm 

(0≤βnm≤Bn) is characterized by its cost and vulnerability vn(βnm) defined as the conditional 

probability that the PG is destroyed given it is attacked. Protection type βnm=0 corresponds 

to absence of any protection. By definition, vn(0)=1, however the cost of protection of type 

0 can be greater than zero since it represents the cost of common infrastructure of the PG 

(the separation usually requires additional areas, constructions, communications etc.) In 

general the protection cost of any PGmn can also depend on number of elements it 

comprises: on(βnm,| nmΦ |) . The matrix ββββ  of values of βnm chosen for any PG m and 

component n represents the entire protection strategy of the defender. The FT are aimed at 

misleading the attacker. The more FT are deployed and the more attractive for the attacker 

they are, the less the probability of attacking the real system components. The cost of 

deploying F identical false targets is dF. 

The total cost of the system defence strategy ββββ, γγγγ, F (separation, protection and FT) 

can be determined as 

   O(ββββ, γγγγ, F)=dF+ ∑ ∑
= =

N

n

M

m
nmn

n

o
1 1

(β ,| nmΦ |).       (2) 

The strategy of the attacker can be represented by probability of attack on each FT αF and 

by matrix αααα ={αnm|1≤n≤N,1≤m≤Mn}, where αnm is probability of attack on PGmn. Having 

the attacker's strategy one obtains the unconditional probability of destruction for any 

PGmn as αnmvn(βnm). It is assumed that each attacked FT is destroyed with probability 1. 

Observe that the three components of the defence strategy play different roles: 

deployment of the FT reduces the probability of the attack on each PG, protection reduces 

the probability of PG destruction in the case of the attack and separation reduces the 

damage caused by a single successful attack. 

For any given attacker's strategy αααα and defender's strategy ββββ, γγγγ, F one can determine 

the probabilistic distribution of the entire system performance (pmf of random value G) in 

the form gs, qs(αααα,ββββ,γγγγ)=Pr(G=gs) (1≤s≤S) using the algorithm presented in section 4).  

Let ),( Wgc s be a function of losses associated with the system performance 

reduction below the demand W. The expected cost of these losses for the given attacker's 

and defender's strategies can be determined as 

   ∑
=

=
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s
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),()()( γβαγβα .       (3) 
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For example, when the losses are proportional to the unsupplied demand, 

)0,max(),( ss gWWgc −= ε  (where ε is the cost of unsupplied demand unit) and 

   ∑
=

−=
S

s
ss gW,,qW,,,C

1

)0,max()()( γβαγβα ε ;      (4) 

if the system totally fails when its performance becomes lower than the demand, 

)(1),( WgWgc ss <⋅= ε  (where ε is the cost of system failure) and 
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<⋅=
S

s
ss Wg,,qW,,,C

1

)(1)()( γβαγβα ε .       (5) 

For variable demand with pmf wk, fk=Pr(W=wk) (1≤k≤K) equation (3) takes the form 
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The total expected damage caused by the attack should include the cost of losses 

associated with system performance reduction and losses of inherent values of the 

destroyed elements and the infrastructure 
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The optimal defender strategy ββββ*, γγγγ*, F* should minimize the expected damage 

)( F,,D γ,βα assuming that the attacker uses the most harmful strategy αααα possible under 

given attacker's resources and attacker's information about the system. 

3.  Defence Strategy Optimization Problems 

If the defender has a finite budget O*, the optimal strategy is to minimize the expected 

damage subject to budget constraint. If the budget is unlimited, the defender should 

minimize the expected damage plus the total defence investment cost. The optimization 

problem can be formulated as follows 

   min})())((arg{* →+= ,F,,D,F,O,F, γβαγβ*γ*β µ ,      (8) 

where for the constrained case   

   *))(1())(( O,F,O,F,O >⋅= γβγβ πµ ,             (9) 

π is a constant greater than the maximal possible damage, and for the unconstrained case 

   )())(( ,F,O,F,O γβγβ =µ .                 (10) 

According to [2], we consider several cases in which the attacker's strategy depends on 

whether the attacker is limited to attacking a single target, or can attack multiple targets 

and on the attacker's knowledge of the system and the defence strategy.  

3.1  Single Attack 

The assumption that only single attack is possible is realistic when the attacker has limited 

resources or when the attack leads to the attacker being detected and disabled.  In this 

case the attacks on different PG and FT are mutually exclusive events and  
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In the case when the attacker has perfect knowledge about the system and its defences (the 

attacker has access to inside information or information about the system and its defences 

is readily observable), the attacker's strategy is  
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      αF =0; αααα=αααα(n,m), where (n, m) = max})),(({arg
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where αααα(n,m) is matrix in which all the elements are equal to zero besides element αnm 

which is equal to one. In this case FT have no sense because the attacker can perfectly 

detect them. 

If the attacker has no information about the system or cannot direct the attack 

precisely (low-precision missile attack) we can assume that the attacker chooses targets at 

random and 

           αF=αnm=1/ )(
1

∑
=

+
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n
nMF                               (13) 

for any component n and PG m. In this case the FT are most effective. 

In the case of imperfect attacker's knowledge about the system we can assume existence of 

positive correlation between the expected damage and the attack probability: αnm 

∼ )),(( γβα ,,mnD . In the simplest case the probability of the attack on each target is 

proportional to its attractiveness for the attacker. This attractiveness for the real targets 

(PG) is proportional to the expected damage and for the FT it is proportional to the 

damage imagined by the attacker that depends on the quality of the FT, intentional 

disinformation actions used by the defender etc. The estimates of the imaginary damage 

can be obtained using the historical data or intelligence information. The relative FT 

attractiveness to the attacker can be measured by the attractiveness ratio r=DF/Dmax, where 

DF is the imaginary damage associated with FT destruction and Dmax is the expected 

damage associated with the most harmful single attack: Dmax )}),(({max
,

γβα ,,mnD
mn

= . The 

attacker's strategy in this case takes the form: 

   αnm= )),(( γβα ,,mnD /Dtot, αF=DF /Dtot= rDmax/Dtot,      (14) 
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Having the model αF, αααα of the attacker's strategy one can estimate the expected damage as 
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and find the optimal defence strategy as 
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3.2 Multiple Attacks 

The attacks can take place sequentially or simultaneously. However, following [2], we 

assume that the attacks are independent (their probabilities cannot be changed in 

accordance with achieved results and successes and failures of different attacks are 

independent events). Since several targets can be attacked, the assumption (11) on the 

attacker's strategy does not hold. In the worst case of unlimited attacker's resources any 

target can be attacked with probability 1: αF=αnm=1 for 1≤n≤N, 1≤m≤Mn. If the attacker's 

resources are limited (the maximal possible number of attacks is E) and the attacker's 

knowledge about the system is perfect, the most effective attack strategy is 

  αF=0, }),(,0  ;),(,1{)( Θ∉=Θ∈==Θ mnmn nmnm αααααα ,      (18) 

Where set Θ of targets to be attacked is determined as the solution of the program 
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It can be easily seen that in the both considered cases the FT have no sense. 

If the attacker's resources are limited and the knowledge about the system is imperfect 

the attacker tries to maximize the total imaginary damage. According to the target 

attractiveness model presented in the previous section 

max}))((arg{, max →+Θ=Θ rD,,D δδ γβαααα subject to ,;)),((1
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where δ is the number of the FT attacked. If the attacker has limited resources and no 

information about the system, the probability of the attack on any target can be estimated 

as 

    αF=αnm=E / )(
1
∑
=

+
N

n
nMF .       (21) 

Since different attacks are not mutually exclusive events, the expected damage cannot be 

obtained using Eq. (16) and the defence strategy optimization problem takes the following 

form 

   min})())((arg{ →+= ,F,,D,F,OF*, γβαγβγ*,*β µ      (22) 

Evaluating pmf of System Performance  

In order to solve the presented optimization problems one has to develop an algorithm for 

evaluating the expected damage )( ,F,,D γβα for arbitrary attacker's and defender's 

strategies. Having the system performance distribution in the form gs, qs(αααα,ββββ,γγγγ,F) for 

1≤s≤S, one can obtain the expected damage using equations (3) and (7). The system 

performance distribution can be obtained using the universal generating function (u-

function) technique suggested in [10] and proved to be effective tool for reliability analysis 

and optimization [11]. 

3.3 Universal Generating Function Technique  

The u-function representing the pmf of a discrete random variable Y is defined as a 

polynomial 

    ,)(
0
∑
=

=
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h

y
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hzzu η            (23) 

where the variable Y has H+1 possible values, yh is h-th realization of Y and ηh=Pr(Y=yh). 

To obtain the u-function representing the pmf of a function of two independent random 

variables ϕ(X, T) the following composition operator is used:  
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This polynomial represents all of the possible mutually exclusive combinations of 

realizations of the variables Y and T by relating the probabilities of each combination to the 

value of function ϕ(Y, T) for this combination. 

In our case the u-functions can represent performance distributions of individual 

system elements and their groups. Any element k of component n can have two states: 

functioning with nominal performance xnk (with probability pnk) and total failure (with 
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probability 1-pnk). The performance of failed element is zero. The u-function representing 

this performance distribution takes the form  

   0)1()( zpzpzu nk
x

nknk
nk −+= .       (25) 

If, for any pair of elements connected in series or in parallel, their cumulative performance 

is defined as a function of individual performances of the elements, the pmf of the entire 

system performance can be obtained using the following recursive procedure [11]. 

Procedure 1. 

1. Find any pair of system elements connected in parallel or in series. 

2. Obtain u-function of this pair using the corresponding composition operator 

ϕ
⊗ over two u-functions of the elements, where the function ϕ is determined by the 

nature of interaction between elements' performances. 

3. Replace the pair with single element having the u-function obtained in step 2. 

4. If the system contains more than one element, return to step 1. 

The choice of the composition functions ϕ  depends on the type of connection 

between the elements and on the type of the system. Different types of these functions are 

considered in [11]. For example in systems with performance measure defined as 

productivity or capacity (continuous materials or energy transmission systems, 

manufacturing systems, power supply systems) the total performance of elements 

connected in parallel is equal to the sum of the performances of its elements. When the 

elements are connected in series, the element with the lowest performance becomes the 

bottleneck of the system. Therefore the composition function for a pair of elements 

connected in parallel and in series take the form 

  ϕ par(Y, T) = Y+T and ϕ ser(Y, T) = min(Y, T).       (26) 

3.4 Incorporating PG Destruction Probability  

The u-function Unm(z) for any PGmn can be obtained using the Procedure 1 with  

composition operator
parϕ
⊗ over all the elements belonging to the set Φnm. This u-function 

represents the conditional pmf of the PG's cumulative performance given the PG is not 

destroyed by an attack. If the PG is protected by the protection of type βnm, it can be 

destroyed with probability αnmvn(βnm). In order to obtain the unconditional pmf of the PG's 

performance one should multiply by 1-αnmvn(βnm) probabilities of all the PG's states in 

which the group has nonzero performance rates. The u-function )(
~

zU nm  representing the 

unconditional pmf can be obtained as follows  

   )(
~

zU nm =[1-αnmvn(βnm)]Unm(z)+αnmvn(βnm)z
0
.      (27) 

Having the operators (24) and (27) we can apply the following procedure for obtaining the 

pmf of the entire system performance for any given attacker's strategy αααα and defender's 

strategy ββββ, γγγγ, F. 

 

Procedure 2. 

1. For any component n=1, …, N: 

1.1. Define Un(z)=z
0 

1.2. For any nonempty PG (set Φnm ): 

 1.1.1. Determine αnm and vn(βnm) as functions of ββββ, γγγγ and F in 

accordance with the attacker strategy (described in section 3). 
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  1.1.2. Define Unm(z)=z
0. 

  1.1.3. For any element k belonging to Φnm modify Unm(z) as follows:  

   Unm(z)=Unm(z)
parϕ
⊗ unk(z). 

1.3. Obtain the u-function )(
~

zU nm  representing unconditional pmf of PG m 

using Eq. (27).   

        1.4. Modify the u-function Un(z) as follows:  Un(z)=Un (z)
parϕ
⊗  )(

~
zU nm . 

2. Apply Procedure 1 over u-functions of the components in accordance with the 

series-parallel system structure. 

Optimization Technique  

In section 3 complicated combinatorial optimization problems are formulated. An 

exhaustive examination of all possible solutions is not realistic, considering reasonable 

time limitations. As in most combinatorial optimization problems, the quality of a given 

solution is the only information available during the search for the optimal solution. 

Therefore, a heuristic search algorithm is needed which uses only estimate of solution 

quality and which does not require derivative information to determine the next direction 

of the search.  

Several powerful universal optimization meta-heuristics have been designed last time. 

Such meta-heuristics as Genetic Algorithm (GA), Ant Colony Optimization, Tabu Search  

and their combinations (hybrid optimization techniques) proved to be effective in solving 

different reliability optimization problems of real size and complexity. All of these 

algorithms require solution representation in the form of strings. Any defence strategy ββββ, γγγγ 

can be represented by concatenation of integer strings {γnj, 1≤n≤N ,1≤j≤Jn} and {βnm for 

1≤n≤N, 1≤m≤Mn} with addition of a single integer number representing F. The total length 

of the solution representation string is ∑
=

N

n
nJ

1

2 +1. The substring γγγγ determines the elements 

distribution among protection groups, the substring ββββ determines types of protections 

chosen for the PG. Since the maximal possible number of protections is equal to the total 

number of elements in the system (in the case of total element separation) the length of 

substring ββββ should be equal to the total number of the elements. If the number of PG 

defined by substring γγγγ is less than the total number of system elements, the redundant 

elements of substring ββββ are ignored. 

For the limited defender's resource the solution can be represented by concatenation 

of integer strings ββββ and γγγγ , whereas the value of F can be obtained as 

   ( ) 



<−

≥
=

 *)0( if  ,)0(*

 *)0(   if    0,

O,,O/d,,OO

O,,O
F

γβγβ

γβ
.     (28) 

In this work, like in [3], the GA is used to obtain the solutions presented in the next 

section. The details of the GA implementation can be found in [7, 11]. 

 

4.  Illustrative Examples  

Consider the series-parallel multi-state system (power substation), which consists of five 

components connected in series in the reliability block diagram sense: 1. Power 
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transformers; 2. Capacitor banks; 3. Input high voltage line sections; 4. Output medium 

voltage line sections; 5. Blocks of commutation equipment. Each component is built from 

several different elements of the same functionality. The availability pnk, nominal 

performance rate xnk and inherent value hnk of each element k in component n are presented 

in Table 1 (the performances are in MW, the costs are in thousands of dollars). Within 

each component, the elements can be separated in an arbitrary way and protected. Up to 

four different types of protection can be chosen for protection groups in the components: 

outdoor location (type 0), shed (type 1), concrete building (type 2) and underground 

bunker (type 3) for the transformers, capacitors and commutation equipment; overhead 

lines (type 0), overhead insulated lines (type 1) lines with casing (type 2) and underground 

lines (type 3) for input and output line sections. The vulnerability of each available type of 

protection and the protection costs as functions of protection types and number of elements 

in the PG are presented in Table 2. The inherent value of PG infrastructure Hnm is assumed 

to be equal to 75% of its protection cost. The inherent value of the false targets HF is also 

assumed to be equal to 75% of their cost. 

The system demand is constant: W=120. The cost of losses is proportional to the 

unsupplied demand (see Eq. (5)) with ε = 85. 

Table 1: Characteristics of System Elements 

Component 

n 

Element 

k pnk xnk 

  

hnk 

Component 

n 

Element 

k pnk xnk 

  

hnk 

 1 0.75 20 30 3 1 0.92 80 120 

 2 0.70 25 32  2 0.95 100 140 

1 3 0.80 25 35  1 0.70 35 8 

 4 0.80 30 40 4 2 0.65 40 8 

 5 0.85 35 50  3 0.62 50 10 

 1 0.90 40 30  4 0.63 40 8 

2 2 0.85 50 30  1 0.87 55 25 

 3 0.80 60 42 5 2 0.80 55 20 

      3 0.77 65 25 

The defence strategy optimization problem has been solved for limited defender's 

budget and single attack scenario. The examples of the best defence strategies obtained 

under the budget constraint O*=50 for the case of no attacker's knowledge about the 

system and imperfect attacker's knowledge about the system with different values of the FT 

attractiveness ratio r are presented in Table 3. The defence strategies in this table are 

presented for each system component in the form of lists of PG characteristics: βnm{Φ nm}. 

For example, 1{1,3} means that elements 1 and 3 compose a separated PG with protection 

of type 1. 

From Table 3 it can be observed that number of the FT F increases gradually with the 

increase of r (r=0 corresponds to the case when the attacker identifies FT and avoids 

striking them). The increase of F is accomplished by the price of decreased separation of 

the system elements. The relatively low FT cost makes them the most effective element of 

the defence strategy. 

In order to study the case when the FT are relatively expensive the optimal defence 

strategies have been obtained for d=12 and O*=150 (see Table 4). In this case the FT are 

ineffective when their attractiveness is low (F=0 for both r=0 and r=0.1). Since the budget 
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is much greater than in the previous case, when the FT are attractive enough (r≥0.5) they 

become massively deployed by the price of lower separation and protection. 

Table 2: Characteristics of Available Protections 

Component Protection Vulnerability Protection cost 

n type v 1 element 2 elements 3 elements 4 elements 5 elements 

 0  1.0 2 2.5 3 3.5 4 

1 1 0.8 8 12 15 17 18 

 2 0.6 12 18 22 25 27 

 0 1.0 3 4 5 - - 

2 1 0.6 12 18 22 - - 

 2 0.5 20 23 26 - - 

 3 0.3 26 33 38 - - 

 0 1.0 4 6 - - - 

3 1 0.9 11 13 - - - 

 2 0.4 16 20 - - - 

 3 0.2 24 30 - - - 

4 0 1.0 1 1.8 2.5 3 - 

 1 0.2 8 12 15 17 - 

 0 1.0 1 1.5 2 - - 

5 1 0.6 9 14 17 - - 

 2 0.3 18 21 27 - - 

 3 0.2 20 30 38 - - 

The expected damage and the optimal number of FT for O*=50 as functions of the FT 

cost are presented in Fig. 1. It can be seen that the greatest number of FT corresponds to 

the case of no attacker's knowledge about the system. The greater the FT cost and the 

lower the FT attractiveness ratio the lower the optimal number of the FT.  The expected 

damage for different values of the FT attractiveness ratio can be greater or less then for the 

case of no attacker's knowledge about the system. The values of the expected demand 

corresponding to no attacker's knowledge about the system fall between the values 

obtained for r=0.5 and r=0.9. 

It is interesting that when the FT attractiveness ratio is proportional to the FT cost, the 

expected demand almost does not depend on the FT cost. The lower number of more 

expensive FT is compensated by their increased attractiveness. The expected damage and 

the optimal number of FT as functions of the FT cost under assumption that r=kd are 

presented in Fig. 2 for different values of k. It can be concluded that if the function r(d) 

increases faster than a linear function, the choice of a less number of expensive but 

attractive FT is beneficial from the expected damage point of view. On the contrary, if the 

function r(d) increases slower than a linear function, the choice of a greater number of 

cheap FT is preferable. 
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Table 3: Best obtained defence strategies against single attack for d=4,O*=50 

  Defence strategy 

r D F Component 1 Component 2 Component 3 Component 4 Component 5 

0 4351.57 0 

0{1} 0{2} 0{3} 

0{4} 0{5} 

0{1} 0{2}  

1{3} 

0{1}  

0{2} 

0{1} 0{2} 

1{3} 0{4} 

0{1} 0{2} 

0{3} 

0.1 4322.45 4 

0{1} 0{2} 0{3} 

0{4} 0{5} 

0{1} 0{2}  

0{3} 

0{1}  

0{2} 

0{1} 0{2} 

0{3} 0{4} 

0{1} 0{2} 

0{3} 

0.5 3779.91 5 

0{1,2,3,5} 

0{4} 

0{1} 0{2}  

0{3} 

0{1}  

0{2} 

0{1} 0{2} 

0{3} 0{4} 

0{1} 0{2} 

0{3} 

0.9 3054.85 6 

0{1,2,3} 

0{4,5} 

0{1,2,3} 

 

0{1}  

0{2} 

0{1} 0{2} 

0{3} 0{4} 

0{1} 0{2} 

0{3} 

No  

knowledge 3471.24 5 

0{1,2,4} 

0{3,5} 

0{1} 0{2}  

0{3} 

0{1}  

0{2} 

0{1} 0{2} 

0{3} 0{4} 

0{1} 0{2} 

0{3} 

Table 4: Best obtained defence strategies against single attack for d=12,O*=150 

  Defence strategy 

r D F Component 1 Component 2 Component 3 Component 4 Component 5 

0 3940.51 0 

0{1} 1{2} 1{3} 

1{4} 1{5} 

1{1} 1{2}  

1{3} 

0{1}  

2{2} 

1{1} 1{2} 

1{3} 1{4} 

1{1} 1{2} 

1{3} 

0.1 3940.51 0 

0{1} 1{2} 1{3} 

1{4} 1{5} 

1{1} 1{2}  

1{3} 

0{1}  

2{2} 

1{1} 1{2} 

1{3} 1{4} 

1{1} 1{2} 

1{3} 

0.5 3074.57 10 

0{1} 0{2} 0{3} 

0{4} 0{5} 

0{1,2,3} 

 

0{1}  

0{2} 

0{1} 0{2} 

0{3} 0{4} 

0{1} 0{2} 

0{3} 

0.9 2223.62 10 

0{1,4} 0{2,3} 

0{5} 

0{1} 0{2}  

0{3} 

0{1}  

0{2} 

0{1,2,3,4} 

 

0{1} 0{2} 

0{3} 

No  

knowledge 2659.10 9 

0{1,2,4} 

0{3,5} 

0{1} 0{2}  

0{3} 

0{1}  

0{2} 

1{1,2,3,4} 

 

0{1,2}  

0{3} 

 

 

Figure 1: Expected Damage Costs and Optimal Number of FT as Functions of the FT Cost 
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Figure 2: Expected Damage Costs and Optimal Number of FT as Functions of the FT Cost under 

Assumption that r is Proportional to d 

The investment – effect relationship provides important information to decision 

makers. In the case of defence strategy optimization it is important to know how the 

increase of defence budget can reduce the expected damage caused by the attacks. The 

expected damage cost and the optimal number of FT as functions of defence budget are 

presented in Fig. 3 for fixed FT cost and attractiveness ratio. It can be seen that F increases 

almost linearly with the increase of the budget whereas the decrease of the expected 

damage slows with the budget increase. 
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Figure 3: Expected Damage Cost and Optimal Number of FT as Functions of the Defence Budget 

for d=4 and r=0.5 

5.  Conclusions 

The suggested model is aimed at developing the optimal defence strategy (that includes 

elements separation and protection as well as deployment of false targets) under different 

conditions of system functioning and different scenarios of attacker's behavior. The 

composition of the universal generating technique used for evaluating the expected damage 

with optimization meta-heuristics used for solving complex optimization problems allows 

analyst to solve defence optimization problems for multi-state series-parallel systems of 

realistic size and complexity.  

It is shown that deployment of FT is highly effective when the attacker has no 

knowledge about the system or cannot precisely direct the attack. The efficiency of the FT 

in the case of imperfect attacker's knowledge about the system depends on the FT 

attractiveness to the attacker. 
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