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Abstract: Among various measures of network reliability, an important reliability 

measure is the probability that all nodes of the network are connected by up-state links 

showing a measure that indicates the extent to which the network can be used. Spanning 

trees and sum-of-disjoint product approach is one of the ways of evaluating this reliability 

measure. The purpose of this paper is to provide a new dimension to the computation of 

global reliability in undirected networks by defining and using g-minimal cut sets with 

SDP based multi-variable inversion (MVI) technique without any requirement of complex 

mathematics or graph-theory concepts. These cut sets turns out to be much less than the 

number of spanning tress. The paper presents an algorithm to enumerate such g-minimal 

cut sets with an illustrative example. Besides, it provides results for several other networks 

to show the efficacy of the proposed approach. 
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1. Introduction 

Even today, the computation of network reliability is quite cumbersome and 

computationally tedious, particularly when we deal with modern complex networks such 

as telecommunication, transportation, power systems, or computer communication 

networks. Reliability evaluation approaches exploit a variety of tools for systems 

modelling and calculations of reliability indices. Among the most popular tools are 

network-based algorithms operating on either minimal cut sets (MC) or minimal pathsets 

(MP). Unfortunately, finding the all MCs or MPs is a NP-hard problem [1-4].   

    Among various measures of network reliability, an important reliability measure is 

the probability that all nodes of the network are connected by up-state links showing a 

measure that indicates the extent to which the network can be used. The reliability measure 

is known as global reliability (g-reliability) in the literature. It is the probability of 

existence of a minimal set of up-state links (spanning trees) such that all the nodes of the 

network remain connected.  

A network, depending upon its size, has several spanning trees, and the number of 

these trees grows exponentially with the size of the network. For example, for a complete 

network of N-nodes, the number of spanning trees grows as N
(N-2)

. The number of spanning 

trees for a 6-node complete network is 1296; and for an 8-node network is 262144. A 

spanning tree is in up-state if all of its links are in upstate. The g-reliability is the 

probability of union of events representing up-state of all spanning trees. These events are 

generally not disjoint; thus determining g-reliability involves transforming these events 

into disjoint events. However, application of the union law gives rise to large number of 

terms.
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This is impractical and therefore use of sum-of-disjoint product (SDP) approach is the 

alternative, which provides number of disjoint terms equal to the number of spanning 

trees. Most of the existing papers are primarily dealing with the use of spanning trees in 

conjunction with SDP approach and factoring algorithms for computation of global 

reliability assessment. The main drawback of these algorithms are the processing of 

exponential number of spanning trees (or sub-networks), making the memory requirement 

very large even for moderate size networks. 

    There are numerous papers, which have appeared during the last three decades to 

deal with this problem. Wilkov [5] suggested calculation of overall reliability by using the 

concepts of terminal pair reliability, i.e., by finding all possible paths between each of the 

n (n-1)/2 node pairs. Fratta and Montanari [6] proposed an approximate method based on 

decomposition technique for global reliability assessment, but the method is impracticable 

for large networks. Rai [7] suggested the evaluation of network overall reliability based on 

the spanning trees of the reliability graph corresponding to the network and then 

expressing this enumeration as a Boolean algebraic statement. These Boolean statements 

are later transformed to a probability expression. Misra [8] proposed methods for 

evaluation of g-reliability of complex systems using an adjacency/connection matrix 

considering both element and node failure probabilities.  But these techniques are 

impractical even for moderate size of networks. 

Soi and Aggrawal [9] proposed m-level hierarchical clustering (MHC) for network 

overall reliability evaluation. But MHC techniques give poor results when the number of 

levels (chain cluster) used in clustering becomes more. The method also requires that all 

spanning trees of network be determined first and then the needed disjoint spanning trees 

be extracted by an exclusive-operator, which obviously is more complicated. Samad [10], 

Jain and Gopal [11], Feng and Chan [12], Aziz et al. [13], and Monticone [14] proposed 

methods for computing the g-reliability, based on spanning tree concept with disjoint 

grouping approach. Most of these methods were impractical even for moderate size 

networks, due to the exponential growth in the number of spanning trees with a slight 

increase in the network size. Recently, Kuo et. al. [15] proposed two algorithms known as 

entangled (EE), and composition after expansion (CAE). Both the algorithms evaluate the 

all terminal reliability of a network without enumerating all the paths and cut sets. Instead, 

it constructs the symbolic path-based reliability function of a network implicitly with 

binary decision diagram (BDD).  

Figure 1 depicts the methodology has been adopted for applying the SDP techniques. 

Clearly, the key issues in applying the approach are network representation, enumeration 

of all possibility (spanning trees for g-reliability) and by making these possibilities disjoint 

with each other to form the reliability expression. 

 
The purpose of this paper is to provide a new dimension to the computation of global 

reliability in undirected networks using g-minimal cut sets by employing SDP based multi-

variable inversion (MVI) technique. These cut sets turns out to be much less than the 

number of spanning tress. Besides, to author’s knowledge, there is no paper available in 

the literature that defines and uses g-minimal cut sets to obtain g-reliability measure. 
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Fig. 1: Block Diagram of Technique for Evaluating g-reliability using SDP Approach 

g-Reliability 

Expression 



Global Reliability Evaluation using g-Minimal Cut sets 253 

Experimental results on various networks of varied complexities from the literature have 

also been taken in this paper to show that these minimal cut sets are generally much less 

than their dual part, i.e., spanning trees for a given network. 

The general assumptions used in this paper are (i) the nodes are perfectly reliable (ii) 

the links can fail statistically independently of each other with known probability. Besides, 

nodes have been represented by bold numerals while links have been represented by 

italics.  

2. The Proposed Approach 

The SDP based techniques are simple; do not require complex mathematics or graph-

theory concepts. However, they do need an efficiently enumerated input, i.e., the number 

of spanning trees or number of g-minimal cut sets for evaluating g-reliability. Using 

minimal cut sets and SDP technique, 2-terminal reliability measure has been evaluated by 

several researchers.  Here, authors extend the definition of minimal cut sets to g-minimal 

cut sets and present an algorithm to enumerate g-minimal cut sets, which will further be 

used to evaluate the g-reliability. Figure 2 depicts the approach used in this paper. 

 

The simple definition of g-minimal cut set is as follows: 

Definition: g-minimal cut set 

A g-cut set is a set of links of the network, which on removal from the network will 

disconnect at least one node of the network. It will be minimal, if no subset of this set of 

links will form a g- cut set. 

In the next section, we propose the algorithm to enumerate g-minimal cut sets.  

2.1 Algorithm to Enumerate g-Minimal Cut sets 

The steps of the algorithm for a given network are as follows:  

1. If source and terminal nodes are known than assign highest node number # N 

to the source node and #1 to the sink node. Otherwise, assign node number 

sequentially and assume highest node number #N is source node with node #1 

as sink node. 

2. Form adjacency matrix representation of the network. 

3. Check, whether after removing i
th

 node from the network ∀ i =1 to N-1, rest of 

the nodes remains connected with source node? If yes, then i
th

 node forms a g-

minimal cut set and will also be used to form next higher order node set. Store 

these m- numbers (out of N ) nodes of first order node sets. 

4. Generate next higher order node-sets combinations for each j
th

 qualified node-

set, j = 1, 2…m obtained in previous step in the following manner:   

i. Define and Determine, nHigh = highest node number in the set, nMax = 

maximum node number connected to this node set. 

ii. If nHigh ≠ N-1, append node set with element nHigh+1 to nMax, 

sequentially to form node sets. Repeat this step for all j to obtain higher 

SDP  

(MVI /SVI) 

Enumeration  

of g-minimal 

cut sets 

Adjacency Data 

Representation 

of Network 

Fig. 2: Block Diagram of Technique for Evaluating g-reliability using SDP Approach 
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order combinations for each qualified node set. Let the total number of 

these node sets be l. 

5. Validate these l-node sets for forming g- minimal cut sets by testing these two 

conditions: 

i. Check whether p
th

 node-set, ∀ p = 1, 2…l, is connected themselves in the 

network? If No, repeat (i) for next node-set. 

ii. If yes, then check that each element of this node set is also connected with 

at least one other node of the network. If No, repeat (i) for next node set. If 

yes, then go to step (iii). 

iii. Check whether removing this pth node set from the network, whether the 

remaining nodes of the network remain connected from the source. 

If both the above conditions are satisfied then the node set is a valid node set. 

Store all these node-sets and repeat steps from step #4 till (N-1)
th

 order node 

set..  

6. Convert all node-sets to link cut sets by using set-theoretic XOR-operation on 

links connected to each element of a node set. 

Step #6 provides all g-minimal cut sets. Authors have implemented the above steps of 

the algorithm in Matlab® and, for readers’ benefit, each step of the algorithm is illustrated 

by taking a simple network. 

The advantages of this algorithm are (i) it uses previous node-sets to generate next 

order node-sets to avoid exhaustive generation of node sets (ii) it only uses network 

connectivity criterion using a part of the adjacency matrix to verify that the node-sets will 

indeed generate a g-minimal cut set and, (iii) it yields non-redundant g-minimal cut sets 

thus alleviating from redundancy removal overheads. 

Illustration 
Consider a 6-node, 9-link network with its adjacency matrix shown below. Note that we 

have numbered 6 to source and 1 to terminal node.  

  0      0      0      1      1      0

 0      0      1      1      0      1

 0      1      0      1      1      1

 1      1      1      0      1      0

 1      0      1      1      0      0

 0      1      1      0      0      0



















 
 

 

Step#3: First order node set = [{1}, {2}, {3}, {4}, {5}]. Removing node# 1, the rest of the 

nodes remains connected with node #6. This is true for node #2, #3, #4 and #5 as well. 

Therefore, the valid first order node sets are {1}, {2}, {3}, {4}, and {5}, respectively. 

Step# 4: To generate next order node sets, nHigh and nMax are: 

Node-Set {1} {2} {3} {4} {5} 

nHigh (nMax) 1(5) 2(4) 3(5) 4(5) 5(5) 

Therefore, the following nine, second order, node sets are generated, i.e., l = 9: [{1, 2}, 

{1, 3}, {1, 4}, {1, 5},{2, 3},{2, 4},{3, 4},{3, 5}, {4, 5}]. 
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Step #5: {1, 2}, {1, 3}→ Not connected with themselves, whereas {1, 4}, {1, 5}, {2, 3}, 

{2, 4}, {3, 4}, {3, 5}, {4, 5} are connected with themselves (can be seen in the network). 

This testing can simply be done by taking the rows and columns corresponding to a node 

set [12].  

{1, 4}→ connected with other nodes {2, 3, 5}, and removing node #1and #4, rest of 

the nodes  remain connected with source node #6 implying that it is a valid node sets. 

Similarly, {1, 5}, {2, 4}, and {3, 5} are also valid node sets. However, node set {2, 3}→ 

connected with other nodes {4, 5, 6} but violates condition (ii) as the remaining nodes get 

disconnected from the source. Similarly, {3, 4}→ connected with other nodes {1, 2, 5} but 

violates condition (ii) and {4, 5}→ connected with other nodes {1, 2, 3} but violates 

condition (ii). Therefore, the valid second order node sets are {1, 4}, {1, 5}, {2, 4}, and 

{3, 5}, respectively. Taking second-order node sets and repeating Step # 4,   

Node-Set {1, 2} {1, 3} {1, 4} {1, 5} {2, 3} {2, 4} {3, 4} (3, 5) {4, 5} 

nHigh 

(nMax) 
2(5) 3(5) 4(5) 5(5) 3(5) 4(5) 4(5) 5(5) 5(5) 

The following 10 node sets of  3
rd

 order are generated: [{1, 2, 3}, {1, 2, 4}, {1, 2, 

5}, {1, 3, 4}, {1, 3, 5}, {1, 4, 5}, {2, 3, 4},{2, 3, 5}, {2, 4, 5}, {3, 4, 5}. However, the 

valid node sets satisfying the two conditions are only {1, 2, 4}, {1, 3, 5} and {1, 4, 5}, 

respectively.  

The steps are followed in the similar manner and generate five node sets of fourth 

order, .i.e., {1, 2, 3, 4}, {1, 2, 3, 5}, {1, 2, 4, 5}, {1, 3, 4, 5} and {2, 3, 4, 5}, respectively, 

giving {1, 2, 4, 5} and {1, 3, 4, 5} as valid node sets. Lastly, it generates a valid node set 

{1, 2, 3, 4, 5}. 

The number of valid node sets generated by the algorithm is 15, i.e., [{1}, {2}, {3}, 

{4}, {5}, {1, 4}, {1, 5}, {2, 4}, {3, 5},{1, 2, 4}, {1, 3, 5}, {1, 4, 5}, {1, 2, 4, 5}, {1, 3, 4, 

5}, {1, 2, 3, 4, 5}].  

Step # 6: The conversion of these node sets to link cut sets is obtained by employing the 

set theoretic xor-operation on the links associated with each element of a node set. For 

instance, consider a node set {1, 2, 4}. The links connected to node {1} are {8, 9}, to {2} 

are {1, 3, 4} and to {4} are {4, 5, 7, 8}, respectively. Set theoretic XOR-operation 

provides the set {1, 3, 5, 7, 9}, which is a g-minimal cut set. 

Each node set produces a unique cut set and thus 15 g-minimal cut sets are: [{1 2}, 

{8 9}, {1 3 4}, {2 3 4}, {4 5 6}, {6 7 8}, {6 7 9}, {1 3 5 6}, {2 3 5 6}, {4 5 7 8}, {4 5 7 

9}, {1 3 5 7 8}, {1 3 5 7 9}, {2 3 5 7 8}, {2 3 5 7 9}]. Note that the links here have been 

labelled with italics numbers. 

3. Unreliability Expression 

3.1 g- Unreliability Expression and Reliability of the Network  

Applying the approach [17], the g-unreliability expression of the network, with 26 

disjoint terms, turns out to be: 
Q = q1q2 + q8q9 (1-q1q2) + q1q3q4 (1-q2) (1-q8q9) + q2q3q4 (1-q1) (1-q8q9) + q4q5q6 (1-q8q9) { (1-q1) 

(1-q2q3) + q1 (1-q2) (1-q3) } + q6q7q8 (1-q9) [ (1-q1) { (1-q4) + q4 (1-q5) (1-q2q3) } + q1 (1-q2) { (1-q4) 

+ q4 (1-q3) (1-q5) } ] + q6q7q9 (1-q8) [ (1-q1) { (1-q4) + q4 (1-q5) (1-q2q3) } + q1 (1-q2) { (1-q4) + q4 

(1-q3) (1-q5) } ] + q1q3q5q6 (1-q2) (1-q4) { (1-q8) (1-q7q9) + q8 (1-q7) (1-q9) } + q2q3q5q6 (1-q1) (1-q4) 

{ (1-q8) (1-q7q9) + q8 (1-q7) (1-q9) } + q4q5q7q8 (1-q6)  (1-q9) { (1-q2q3) (1- q1) + q1(1-q2) (1-q3) } 

+ q4q5q7q9 (1-q6) (1-q8) { (1-q1) (1-q2q3) + q1 (1-q2) (1-q3) } + q1q3q5q7q8 (1-q2) (1-q4) (1-q6) (1-q9) 
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+ q1q3q5q7q9 (1-q2) (1-q4) (1-q6) (1-q8) + q2q3q5q7q8 (1-q1) (1-q4) (1-q6) (1-q9) + q2q3q5q7q9 (1-q1) 

(1-q4) (1-q6) (1-q8). And R = 1-Q 

For equal unreliability of links, i.e., qi = q = 0.1, ∀ i = 1, 2, 3…nLink , 
Q = 2q2 + 5q3 - q4 - 14q5 - 14q6 + 62q7 - 52q8 + 13q9 = 0.024746716, and R = 0. 0.975253284 

Comment: Applying SDP approach on 55 spanning trees of this network, the above 

result(Reliability) comes out to be the same with 55 disjoint terms ( in comparison to 26 terms- 

more than 50% reduction in number of disjoint terms, less number of efforts in disjoint process and 

thereby less round-off errors).  

4. Experimental Results 

Authors have applied the proposed algorithm on several networks of varied complexities 

taken from literature. Among them, the results of comparisons for few networks (shown in 

Fig. 3-Fig. 8) [17, 18] are provided in Table 1 to show the efficacy of the algorithm and 

proposed framework to evaluate global reliability using dis-connectivity rather than  

connectivity criterion. From Table 1, it can be observed that the number of g-minimal cut 

sets is always turning out be much less than the number of spanning trees. Table 1 also 

shows the number of disjoint terms in unreliability expression. Note that if the spanning 

trees are used to evaluate global reliability, the number disjoint terms will be same as the 

number of spanning trees. Besides, Table 1 also provides the results obtained for a more 

complex network shown in Fig. 9. The reliability of this network obtained from the 

proposed framework is same as was obtained by applying network splitting and 

factorization approach in [19]. 

 

 

Fig. 3: 6N9L (Fig. 4 of [18])     Fig. 4: 7N10L (Fig. 5of [18])    Fig. 5: 8N11L (Fig. 6 of [18]) 

 

 
 

 

 

Fig. 6: 8N12L             Fig. 7: 8N13L (Fig. 8of [17])   Fig. 8: 9N14L (Fig. 10 of [17]) 
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5. Conclusion 

A simple and efficient algorithm for enumeration of g-minimal cut sets for g-reliability 

evaluation of a network represnted by an undirected graph has been proposed. Through 

examples, it has been shown that the number of g-minimal cut sets turn out to be much less 

than the number of spanning trees. Besides, number of spanning trees rises exponentially 

with the increase in network size and complexities whereas converse was found to be true 

for g-minimal cut sets. Consequently, g-unreliability expression will have much smaller 

number of terms as compared to reliability expression obtained by using spanninng trees 

of the same network. Therefore, it is advisable to use g-minimal cut sets rather than 

spanning trees in evaluating g-reliability.  
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