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Abstract: To prevent a system accident, several types of protective systems are 

installed based on the concept of “defence in depth” in such a system as nuclear and 

chemical plants. In the risk evaluation of a system with multiple independent 

protective systems, the accident occurrence probability is obtained as the occurrence 

probability of an abnormal event multiplied by failure probabilities of its related 

protective systems. Since failure probabilities are conventionally evaluated as its time 

average unavailability over the operating period independently, their variation during 

the operation cannot be considered well. This paper proposes a dynamic evaluation 

method of the accident probability with the consideration of inspections and 

maintenance. Using the decomposition of a protective system into detection, 

diagnosis, and execution parts, the on-demand failure can be easily analyzed even for 

protective systems composed of both hardware and operators. An illustrative 

example of a simple reactor system with several protective systems including 

operator recovery actions shows the details and merits of the proposed method.  
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1.  Introduction 

To prevent a system accident, several types of independent protective systems (or, 

protective actions, safety control functions, barriers, safeguards) are installed in such a 

system as nuclear and chemical plants. The concept of “defence in depth” [1,2] is a 

standard approach for the safety design of such a complex system. To mitigate the effect 

of a failure of some protective system, another independent protective system is installed. 

Figure 1 shows a schematic diagram of multiple protective systems (or independent 

protection layers) in a chemical plant [2]. 

The accident sequence evaluation of a system with multiple protective systems is 

conventionally performed using ETA (Event Tree Analysis) [3], which can obtain all 

possible accident sequences based on the event tree (ET) as shown in Figure 2. The ET is 

usually constructed based on the functional relations between the initiating event (or the 

occurrence of an abnormal event) and its related protective systems. In such a system with 

multiple protective systems, the protective system failures are evaluated as on-demand 
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failure (or failure to respond to the demand).  On-demand failure probability of a 

protective system is usually evaluated as time average unavailability over the operating 

period [4, 5].  However, the time average unavailability by itself cannot indicate its 

variation over the operating period well.  In the risk analysis and the maintenance 

planning, the dynamic behavior of system accident failure during the operating period 

must be considered.  

This paper proposes a dynamic risk evaluation of a system with multiple protective 

systems during the operating period.  Firstly, how to evaluate the risk reduction gained by 

multiple protective systems is discussed. Secondly, on-demand failure conditions and their 

probabilistic evaluation are discussed on general protective systems. Then, an illustrative 

example of a reactor system with multiple protective systems gives the details of the 

proposed method as well as its merits. 

 
Fig. 1: Independent Protection Layers 

 
Fig. 2: Event Tree Expression of Accident Sequences 

 

2.  Effectiveness of Protective Systems  

To discuss the effectiveness of protective systems on the risk reduction, this chapter 

considers the evaluation of system accident probability in a plant with a protective system. 
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2.1 Risk Reduction by Protective System 

For a plant which is as good as new at the start of its operation (denoted as t=0), let F
P
(t) 

denote its cumulative failure probability at time t. Probability that the plant fails at time [t, 

t+dt) is dF
P
(t)/dt. Let F

S
(t) denote probability that the protective system fails to deal with 

the plant failure (or on-demand failure probability).  Then, the system accident probability 

occurring at time t is the product of probability that the plan fails at time t and on-demand 

failure probability of the protective system: F
S
(t)dF

P
(t)/dt. Probability 1-F

S
(t) denotes the 

ratio of reduction in the system accident probability. Let F(T
OM

) denote the cumulative 

probability of system accident occurring between the start of plant operation and the 

overhaul of the plant at time T
OM

, and F(T
OM

) can be obtained as: 

OM P
T

OM S

0

dF (t)
F(T )= F (t)dt

dt∫                                                             (1) 

This paper evaluates the system accident occurrence probability in the same way as Eq. 

(1). The ratio 1-F(T
OM

)/F
P
(T

OM
) indicates how much the plant failure can be mitigated by 

the protective system. 

The conventional ET represents an accident sequence condition as AND combination 

of the plant failure occurrence and its protective system failure. The occurrence 

probability of a plant failure and the failure probabilities of the protective systems are 

conventionally evaluated as their time average probability over the operating period from 

the start of operation to the system overhaul maintenance [5]. The time average 

occurrence probability of a plant failure is obtained as F
P
(T

OM
)/T

OM
, while the time 

average on-demand failure probability of the protective system is 
OMT

S OM

0
F (t)dt/T∫ . 

Using these time average values, the cumulative probability of system accident F*(T
OM

) 

can be evaluated as:  

OM
T

P OM S

OM 0

OM

F (T ) F (t)dt
F*(T )=

T

∫
                                          (2) 

2.2 Exponential Failure Distribution 

Compare the cumulative failure probabilities of system accident F(T
OM

) and F*(T
OM

). For 

simplicity, assume that the plant failure and the on-demand failure probability of the 

protective system are represented by the exponential distribution as:
P

P -λ tF (t)=1-e  and 
S

S -λ tF (t)=1-e , and F(t) and F*(t) are obtained as: 

( )
P OM P S OM

P
OM -λ T -(λ +λ )T

P S

λ
F(T )=1-e - 1-e

λ +λ
                                               (3) 

( )
S OM

P OM
-λ T

OM -λ T

S OM

1-e
F*(T )= 1-e 1-

λ T

 
  
 

                                                  (4) 

Assume that T
OM

=8760 [hr], 
P
λ =0.00005 [1/hr], and 

S
λ =0.00005 [1/hr]. For the case 

where no protective system exist, i.e., F
S
(t)=1, F(T

OM
)=F

P
(T

OM
)=0.043. On the other hand, 
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for the case where the protective system exist, F(T
OM

)=0.00091 while F*(T
OM

)=0.00092. 

The time average evaluation, F*(T
OM

), is a little bit higher. 

The instantaneous accident occurrence rate at time t, F
S
(t)dF

P
(t)/dt is monotonically 

increasing for 
P St<1/(λ +λ ) , and thus it has the maximal value just before the overhaul 

maintenance. The maximal accident occurrence rate can be obtained as: 

( )
P OM S OM

OM

P
S P -λ T -λ T

t=T

dF (t)
F (t) =λ e 1-e

dt
                                            (5) 

In the dynamic evaluation, the maximal accident occurrence rate is 2.1x10
-7

 [1/hr], while 

the time average accident occurrence rate obtained from Eq. (3) is 1.0x10
-7

 [1/hr]. This 

shows the maximal occurrence rate is twice as high as the time average occurrence rate. 

Thus, the dynamic evaluation of the accident occurrence probability is necessary over the 

operating period.  

3. On-Demand Failure of Protective Systems  

For a protective system to reduce the loss caused in the system, the following basic 

functions must be performed: (1) the detection of a plant failure to be prevented or 

mitigated, (2) the diagnosis of the plant condition and selection of an appropriate 

protective action, and (3) its execution of the selected protective action. Since on-demand 

failure of a protective system is defined as its failure to satisfy the demand to perform its 

function, on-demand failure conditions are specified as logical OR combination of failure 

conditions of each basic function. The following sections describe failure conditions for 

each basic function. 

3.1 Detection Failure 

A detection failure occurs if (DE-1) the detection part of a protective system is 

unavailable, or (DE-2) the detection part fails to detect the plant failure due to the effect of 

noise or disturbances. Condition (DE-1) is mainly divided into the following cases: (DE-

1-1) the detection part is under an undetected failure condition, (DE-1-2) the detection 

part is under inspection, and (DE-1-3) the detection part is under maintenance or repair. 

Condition (DE-2) can be evaluated as the performance of the detection part, i.e., the ratio 

of its correct detection to false one. The relation between system failure causes and their 

symptoms also has much effect on it. If the detection part adopts a normal range of the 

monitored process variable as the detection criterion, the detection failure probability 

corresponding to (DE-2) can be evaluated as the probability that the monitored value 

under the abnormal condition is in the normal range. This probability is a kind of failed-

dangerous failure probability of the detection part. In evaluating the reliability or 

performance of the protective system, the failed-safe failure (or false-alarm) must be also 

considered. However, since a failed-safe failure causes an unnecessary maintenance/ 

repair action without fatal damage, this kind of failure is not considered for simplicity. In 

case of human operator actions, detection failure conditions (DE-1) and (DE-2) 

correspond to his absence from the plant and his perception errors in noticing the system 

alarm, respectively. 

3.2 Diagnosis Failure  

The diagnosis failure occurs in the same way as the detection failure: (DI-1) the diagnosis 

part is unavailable, or (DI-2) the diagnosis part fails to identify an appropriate protective 
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action. Condition (DI-1) can be evaluated in the same way as detection condition (DE-1). 

Condition (DI-2) corresponds to a diagnosis error in operators’ cognitive action, or 

diagnosis system failure due to the noise of input signals and diagnosis logic errors. 

3.3 Execution Failure  

An execution failure occurs if (EX-1) the execution part (or actuator) is unavailable or 

(EX-2) the execution part cannot satisfy its specified performance requirement such as the 

duty time. Condition (EX-1) can be evaluated in the same way as conditions (DE-1) and 

(DE-2). Condition (EX-2) is evaluated as the active failure probability of the actuator 

under the plant failure condition. The difference in the environmental conditions between 

stand-by and active states must be also considered in the evaluation of (EX-2). In case of a 

human operator, condition (EX-2) corresponds to the error of a specified action such as 

omission and commission errors under the time pressure. 

3.4 Unavailability Condition 

A plant failure occurring at the unavailable state of protective systems leads to a system 

accident.  Generally, the unavailable state of a component occurs if (UA-1) the component 

fails and its fault cannot be detected, (UA-2) the component is under its inspection, or 

(UA-3) the component is under its repair/maintenance. The inspection and 

repair/maintenance actions have much effect on the availability, because the protective 

system is not available during these periods. Thus, the unavailability evaluation must 

consider the following points: (1) whether a component fault can be detected or not, (2) 

how often its inspection and maintenance actions are performed, and (3) how long its 

inspection, maintenance and repair take.  

Detection of a fault depends on the monitoring capability and the frequency of 

inspections. If a protective system has its own diagnosis system, its failure can be 

instantaneously detected and repaired. Otherwise, the failure of a protective system can be 

detected only at the time of the periodic inspection or the overhaul maintenance. The 

difference between the inspection and the repair/maintenance lies in the system condition 

after their completion. After the repair or maintenance, the system can resume as good as 

new. On the other hand, the system state after the inspection depends on its result. If the 

system is judged as failed, the system is under repair. Otherwise, the system maintains the 

status quo.  

In case of a human operator action, his unavailability means his absence from the plant 

or the working state. This condition can be evaluated from the operator task schedule 

during his operating period. Operators’ physical and mental conditions also affect their 

availability. 

3.5 On-Demand Failure  

Since on-demand failure conditions of a protective system are logical OR combination of 

failure conditions of detection, diagnosis, and execution parts, they are largely divided 

into two types: unavailability and active failure. 

On-demand failure of hardware components is divided into their unavailability and 

their failure under operation. However, since the period when they are in their stand-by 

state is much longer than their operating period on demand, the cumulative failure 

probability for the former period, or unavailability has more effect on on-demand failure 

probability. So, on-demand failure probability can be conventionally evaluated as the 

unavailability at the demand time [4]. 
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Similar to the basic functions of protective systems, the basic functions of operator 

actions are largely divided into three types: the detection to notice the symptoms of a plant 

failure, the diagnosis to identify their cause and select an appropriate protective action, 

and the execution of the selected protective action. Corresponding to each basic function, 

a different type of operator errors must be considered as on-demand failure of a specified 

operator task. Operator error probability can be evaluated in the details using human 

reliability methods such as THERP [6] and HEART [7]. 

4.  On-Demand Failure Probability of Component with Periodic Inspection  

This chapter considers the effect of a periodic inspection of a component on on-demand 

failure probability of a protective system. If the inspection result of a component shows no 

sign of failure, the component can continue working with the status quo. Otherwise, it is 

repaired and resumes as good as new. Whether the plant continues working or not while 

the component is under repair has much effect on the plant safety depending on the 

component importance. Here, since the unavailability of protective system due to repair 

has much effect on the system safety, assume that the plant is halted during the repair of a 

component in the protective system. 

4.1 Assumptions  

(A1) The entire system composed of a plant and protective systems is as good as new at 

time 0 when it begins to operate. 

(A2) The entire system is maintained every T
OM 

operating hours. After the overhaul 

maintenance, the entire system resumes as good as new. 

(A3) The entire system is repaired as good as new if a system accident is prevented 

without fatal damage. 

(A4) The plant and components fail statistically independently. 

(A5) Some component in a protective system is inspected periodically to confirm its 

normal condition. The inspection time is fixed for each component. If the inspection result 

shows some fault, the component is repaired with the entire system halted and resumes as 

good as new with other components maintaining their status quo. Otherwise, it maintains 

the status quo, i.e., it is as good as before the inspection. 

(A6) All components without periodic inspections are repaired at the overhaul 

maintenance and resume as good as new after it. 

(A7) Each component of a protective system can achieve its role, if it is available. 

Notes: 1. Since (A1) the initial state of the entire system is as good as new, (A2) every 

T
OM

 operating hours the entire system resumes as good as new, and (A3) the entire system 

resumes as good as new after the safe recovery, we can only evaluate the risk caused by 

the first plant failure occurring during the period from the start of its operation to the first 

overhaul maintenance. 

2. Assumption (A4) implies that the unavailability of each component can be evaluated 

independently. 

3. Since (A5): any failed component is repaired with the plant halted, the plant and other 

components do not degrade during its repair period. So the progress of the repair time can 

be neglected for other components' operating hours, in other words, the repair of a 

component can be assumed to be completed instantaneously. 
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4. Since the focus in this paper is to evaluate the effect of unavailability on on-demand 

failure probability, assumption (A7) implies that the effect of active failure probability 

under the required operation period can be neglected. 

4.2 Component Availability with Periodic Inspection 

Define probabilities as follows: 

Ai(t′) probability that a component is normal at time t′ after the completion of i-th 

inspection time given that it is good as new at the initial time (0-th inspection 

means the initial time) 

R(t)  probability that a component is normal without failure at time t after the initial 

time given that it is good as new at the initial time, or reliability function 

FRi probability that a component fails for the first time between (i-1)-th inspection 

and i-th inspection given that it is good as new at the initial time 

Let T denote the inspection interval for a component.  The following equations hold for 

Ai(t′), R(t) and FRi  [8]: 

A0(t′)=R(t′),    for 0 ≤ t' < T                 (6) 

i

i j i-j

j=1

A (t')=R(t'+iT)+ FR A (t'),  for i 1≥∑                       (7) 

jFR =R((j-1)T)-R(jT)                                               (8) 

Note that no specific distribution is assumed for reliability function R(t).  

4.3 On-Demand Failure Probability 

During its inspection, the component availability vanishes, and its inspection time is not 

included in its operating time. Thus, on-demand failure probability at time t′ after i-th 

inspection, Qi(t′), is obtained as: 

i

i

1-A (t'), if 0 t'< T
Q (t')=

1, if T t'< T+τ

≤


≤
                                                  (9) 

where T and τ denote inspection interval and inspection time for the component, 

respectively. Since the inspection time for the component is counted in the overall system 

life, system operating time t and component operating time t′ has the following relations. 

t
i=[ ]

T+τ
                                                                    (10) 

t'=t-i(T+τ)                                                                  (11) 

where [x] denotes the maximal integer that is less than or equal to x. 

5. Illustrative Example 

Obtain an accident occurrence probability that a runaway reaction occurs due to the flow 

control valve failure in the reactor system shown in Figure 3[9]. 
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5.1 System Description 

Figure 3 shows a schematic diagram of a reactor system. Materials A and B are fed in a 

specific proportion into the reactor. In the normal operation, (1) the mass flow of material 

A is kept constant by the flow control loop composed of a flow sensor, flow controller 

FC11, and flow control valve FCV11, and (2) the mass flow of material B is adjusted to 

the input flow of material A by the flow control loop composed of a flow sensor, flow 

controller FC12, and flow control valve FCV12.  

 

Fig. 3: Reactor System 

If the ratio of material B to material A is greater than a specified value, the runaway 

reaction occurs, which causes high temperature and high pressure in the reactor, leading to 

a reactor explosion. To prevent the runaway reaction, three independent protective 

systems are installed in the system: operator recovery action, interlock system, and safety 

relief valve. If the flow sensor of material B detects its increase, then an alarm of FA12 is 

issued so that an operator can notice it and shut down valve FCV12 manually. Further, if 

the ratio of material B to material A increases, a runaway reaction occurs, increasing the 

temperature in the reactor. Then, temperature sensor TSW5 is activated to shut down 

valve XV3 through the relay circuit to close the flow of material B. Even if these two 

protective systems fail unfortunately and the runaway reaction causes the pressure 

increase in the reactor, the safety relief valve finally operates to prevent the reactor 

explosion. Thus, any of these protective systems can prevent the occurrence of an accident 

due to the runaway reaction.  

5.2 Accident Scenarios 

Consider an accident caused by the excessive opening of FCV12. The excessive opening 

of FCV12 causes the input flow of material B to increase. According to the flow meter 

alarm, the operators take a recovery action. If the recovery action is successfully achieved, 

the plant will be operated continuously, causing no damage.  If the operators fail to take 

the recovery action, the runaway reaction occurs and the temperature rises.  The interlock 

system is activated if the excess of temperature is detected by temperature sensor TSW5.  

If the interlock system operates successfully, the plant will be shut down, causing no fatal 

damage.  Otherwise, the pressure in the reactor will build up. Further, if the safety valve 

fails to open, an explosion will occur, causing fatal damage. Figure 2 shows the ET 

expression of the above accident scenarios. Thus, an accident caused by the excessive 
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opening of FCV12 occurs if all three protective systems fail to prevent the runaway 

reaction. 

5.3 Accident Occurrence Conditions 

5.3.1 Initiating Event 

Assume that the excessive opening of FCV12 is caused by any component failure in the 

flow control loop system, for simplicity. Minima cut sets (MCSs) for the initiating event 

are obtained as: 

{Failure of the flow sensor (denoted by X
FS

)},  

{Failure of FC12 (denoted by X
FC12

)}, and  

{Failure of FCV12 (denoted by X
FCV12

)}. 

Here, assume that the simultaneous occurrence of these failures can be negligible. 

5.3.2 Operator Recovery Action 

Operator recover action is composed of the alarm system (the detection part) and the 

operator action to notice the alarm and to execute its corresponding protective action (the 

diagnosis and execution parts).  Since operators’ diagnosis and execution actions are 

closely related, the diagnosis error is assumed to always occur with the execution error. 

Thus, operator recovery action fails if (1) the alarm system fails to make an alarm, (2) 

operators are absent, (3) operators fail to notice the alarm, or (4) operators fail to complete 

the selected action. Further, assume that operators are always present at the control room, 

which can neglect the unavailability of operators. Thus, MCSs for the operator recovery 

action can be obtained as: 

{On-Demand failure of the alarm system (denoted by X
OD

)},  

{Operator failure to detect the alarm (denoted by X
DE

)}, and  

{Operator failure to complete the protective action (denoted by X
AE

)}. 

5.3.3 Interlock System 

The interlock system can be considered as a series structure of temperature sensor TSW5, 

the relay circuit and shut-down valve XV3. Thus, MCSs can be obtained as: 

{On-Demand Failure of TSW5 (denoted by X
TSW5

)},  

{On-Demand Failure of the relay circuit (denoted by X
RC

)}, and  

{On-Demand Failure of XV3 (denoted by X
XV3

)} 

5.3.4 Safety Relief Valve 

The last protective system is composed of only a safety relief valve, which detects higher 

pressure than specified and opens its valve to release the pressure.  The safety relief valve 

by itself plays all the roles of detection, diagnosis, and execution. One MCS is obtained 

as: 

{On-Demand Failure of the safety relief valve (denoted by X
RV

)} 

5.3.5 Accident Occurrence 

Since the accident occurs if all three protective systems fail against the excessive opening 

of FV12, 9 MCSs for the accident occurrence can be obtained as: 



462                                                                  T. Kohda and M. Nakagawa 

( )

FS OD TSW5

FC12 DE RC RV

FCV12 AE XV3

X X X

X X X X

X X X

   
   
   
   
   

                                  (11) 

In the above expression, a combination of any one item in each parenthesis constitutes an 

MCS. Since X
RV

 appears in all MCSs, the safety relief valve is very important in 

preventing the accident. Since no common condition appears in all parentheses in Eq. (11), 

the accident occurrence probability can be evaluated as the product of the occurrence 

probability of the initiating event, and on-demand failure probabilities of three protective 

systems.  

5.4 Accident Occurrence Probability 

This section obtains the accident occurrence probability based on the result of the previous 

section. 

5.4.1 Occurrence Probability of Initiating Event 

Since the flow control system is always working during the operating period, assume that 

FCV12, flow controller FC12, and flow sensor are maintained only at the time of the 

overhaul maintenance. Let Q
EIF

(t) denote the occurrence probability of the excessive input 

flow per unit time at time t. Since the flow control system is considered as a series system 

of flow sensor, flow controller FC12, and FCV12, probability Q
EIF

(t) can be obtained 

from the failure probability of the flow control system as follows: 

EIF FCV12 FC12 FSd
Q (t)= {1-(1-F (t))(1-F (t))(1-F (t))}

dt
                      (12) 

where F
FCV12

(t), F
FC12

(t), and F
FS

(t) denote the cumulative failure probabilities of FCV12, 

flow controller FC12, and flow sensor, respectively. Equation (12) shows that the 

occurrence probability changes as the time passes by. 

5.4.2 On-Demand Failure Probability of Operator Recovery Action 

On-demand failure probability of operator recovery action at time t, Q
ORA

(t), is given as: 

ORA OD OD DE OD DE AE

OD DE AE OD DE

Q (t)=Q (t)+(1-Q (t))Q (t)+(1-Q (t))(1-Q (t))Q (t)

  Q (t)+Q (t)+Q (t),               if Q (t),Q (t)<<1≈
                  (13) 

where     Q
OD

(t)    : on-demand failure probability of the alarm system 

Q
DE

(t) : operators’ detection error probability that they do not notice the alarm  

Q
AE

(t) : operators’ execution error probability that they cannot complete the 

task 

The alarm system is composed of a flow sensor and an alarm annunciator. Since either 

component failure causes the alarm system failure, on-demand failure of the alarm system 

at time t is evaluated as:  

OD UFD UAAQ (t)=1-(1-Q (t))(1-Q (t))                               (14) 

where Q
UFD

(t) : unavailability of flow sensor 
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              Q
UAA

(t) : unavailability of alarm annunciator 

Assume that the flow sensor and the alarm annunciator can be inspected periodically. 

Based on the assumptions about inspection and repair actions, unavailabilities of these 

components at time t′ after the completion of i-th inspection are obtained as: 

FD FD

UFD i

i FD FD FD

1-A (t'), if 0 t'< T
Q (t')=

1, if T t'< T +τ

 ≤


≤
                            (15) 

AA AA

UAA i

i AA AA AA

1-A (t'), if 0 t'< T
Q (t')=

1, if T t'< T +τ

 ≤


≤
                           (16) 

where  UFD

i
Q (t')  : unavailability of the flow sensor at time t′ after i-th inspection 

completion 

FD

i
A (t')  : availability of the flow sensor at time t′ after i-th inspection completion 

T
FD

, τ
FD

  : inspection interval and time for the flow sensor 

UAA

i
Q (t') : unavailability of the alarm annunciator at time t′ after i-th inspection 

completion 

AA

i
A (t')  : availability of the alarm annunciator at time t′ after i-th inspection 

completion 

T
AA

, τ
AA  

: inspection interval and time for the alarm annunciator 

5.4.3 On-Demand Failure Probability of Interlock System 

Since no component of the interlock system can be periodically inspected, all components 

are repaired only at the time of overhaul maintenance of the entire system. Since the 

interlock system is also considered as a series system, on-demand failure probability of 

the interlock system, Q
IL

(t), can be evaluated as: 

IL TSW5 RC XV3 OMQ (t)=1-(1-F (t))(1-F (t))(1-F (t)),  for 0 t <T≤                         (17) 

where F
TSW5

(t), F
RC

(t) and F
XV3

(t) are the cumulative failure probabilities of temperature 

sensor TSW5, the relay circuit, and shut-down valve XV3.  

5.4.4 On-Demand Failure Probability of Safety Relief Valve 

The last protective system is composed of only a safety relief valve, which can be 

maintained only at the time of overhaul maintenance of the entire system. Thus, on-

demand failure probability of the safety relief valve, Q
RV

(t), can be evaluated as its 

cumulative failure probability in the same way as the interlock system:  

RV RV OMQ (t)=F (t),        for   0 t <T≤                                (18) 

where F
RV

(t) is the cumulative failure probability of the safety relief valve. 

5.4.5 Accident Occurrence Probability 

Based on the ET as shown in Figure 2, probability that a system accident occurs at time t 

due to the excessive input flow from FCV12, Q
PSA

(t), can be evaluated as: 
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PSA EIF ORA IL RVQ (t)=Q (t)Q (t)Q (t)Q (t)                                (19) 

Using Eq. (19), the transient behavior as well as the time average probability of the 

accident occurrence over the operating period can be evaluated, which can also identify 

the most critical operating period contributing to the system accident occurrence. The 

effect of inspections can be also evaluated. 

5.5  Numerical Example 

For simplicity, assume that the time of each component failure follows the exponential 

distribution: 

i
i -λ tF (t)=1-e                                          (20) 

where λ
i
 denotes failure rate for component i. Under this assumption, Eqs. (6)-(8) give the 

following equality. 

i
A (t')=R(t'),  for i 0≥                                     (21) 

Assume values of parameters necessary for the evaluation as shown in Table 1 (referred 

from [10]).  

Table 1:  Parameter Values for Numerical Example 

Q
DE

 Q
AE

 T
OM

[hr] T
FD

[hr] τ
FD

[hr] T
AA

[hr] 

0.001 0.3 8640 719.917 0.083 719.917 
      

τ
AA

[hr] λ
FD

[1/hr] λ
AA

[1/hr] λ
RV

[1/hr] λ
TSW5

[1/hr] λ
RC

[1/hr] 

0.083 0.000118 0.00000077 0.00000168 0.000097 0.00000191 
      

λ
XV3

[1/hr] λ
FCV12

[1/hr] λ
FC12

[1/hr] λ
FS

[1/hr]   

0.0000487 0.00000359 0.0000012 0.000118   

Using Eq. (15), the cumulative accident occurrence probability Q during the operation 

period [0, T
OM

] can be obtained as: Q=6.91x10
-4

, and the time average accident 

occurrence rate can be obtained as: 7.99x10
-8

 [1/hr]. Without protective systems, the 

cumulative accident occurrence probability Q′ is obtained using Eq. (8) as: Q′=0.654. 

Comparison of these values shows the effectiveness of three independent protective 

systems is the decrease by 1/1000. Consider a case where T
FD

=T
AA

=T
OM

 and τ
FD

=τ
AA

=0, 

in other words, no inspections and repairs are performed, and the cumulative accident 

occurrence probability Q′′ in this case is obtained as: Q′′= 1.29x10
-3

. Comparison of Q 

with Q′′ shows that the inspections and repairs can decrease the accident occurrence 

probability by half.  

Since inspections are performed every month for the alarm system, the inspection 

divides one-year operating period into 24 different operating conditions. Table 2 shows 

the accident occurrence probability for each interval. The accident occurrence 

probabilities during the period under inspection and the remaining operation period are 

2.59x10
-7

 and 6.90x10
-4

, while the time average accident occurrence rates corresponding 

to them are obtained as 2.60x10
-7 

[1/hr] and 7.99x10
-8 

[1/hr], respectively. The accident 

occurrence rate during the inspection period is three times higher, because an operator 

recovery action cannot be available and so on-demand failure probability of the entire 

protective system increases.  The dynamic behavior of the accident occurrence rate attains 

the biggest with 4.22x10
-7 

[1/hr] just before the overhaul maintenance. Compared with the 
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time average accident occurrence rate over the operation period, 7.99x10
-8

[1/hr], it is five 

times higher. Evaluating the time average accident occurrence rate for each operation 

period between the inspections, the time average rate for the first period is 2.02x10
-9

[1/hr] 

and that for the last period before the overhaul maintenance is 1.38x10
-7 

[1/hr], which is 

seventy times higher. Thus, the dynamical evaluation of accident occurrence probability 

can give more information on the transient behavior of accident occurrence. Note that no 

human errors are assumed for inspection and repair actions in these evaluations.   

Table 2:  Accident Occurrence Probabilities for Operating Intervals 

Operating Interval 

[t1, t2] 

Operating period 

[t1, t1+T]: (P1) 

Inspection period 

[t1+T, t2]: (P2) 

Sum of P1 & P2 

[0, 720] 1.45E-06 1.40E-09 1.45E-06 

[720, 1440] 8.61E-06 4.76E-09 8.61E-06 

[1440, 2160] 1.98E-05 9.11E-09 1.98E-05 

[2160, 2880] 3.28E-05 1.39E-08 3.28E-05 

[2880, 3600] 4.60E-05 1.83E-08 4.61E-05 

[3600, 4320] 5.85E-05 2.25E-08 5.85E-05 

[4320, 5040] 6.96E-05 2.61E-08 6.96E-05 

[5040, 5760] 7.90E-05 2.91E-08 7.90E-05 

[5760, 6480] 8.66E-05 3.14E-08 8.66E-05 

[6480, 7200] 9.24E-05 3.32E-08 9.24E-05 

[7200, 7920] 9.65E-05 3.43E-08 9.66E-05 

[7920, 8640] 9.91E-05 3.50E-08 9.92E-05 

Total probability 0.000690 2.59E-07 0.000691 

6. Conclusions 

This paper presents a dynamic evaluation of the accident occurrence probability for the 

risk analysis of a system with multiple protective systems, which can consider the effect 

of inspections of components on the protective systems. To obtain on-demand failure 

probability of a protective system, the protective system is divided into detection, 

diagnosis, and execution parts. This decomposition makes it easy to identify a protective 

system composed of different kinds of components such as operators and hardware 

systems. By analyzing the dynamic behavior of the accident occurrence probability, the 

planning of inspections and repairs can be facilitated. The analysis of different types of 

inspection procedures and maintenance actions is to the next step of our development. 
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