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Abstract: This paper presents basic decision theory rationale for selecting a particular 

failure probability value from its uncertainty distribution to compare to a defined 

acceptability criterion. Since the success probability, or reliability, is one minus the failure 

probability, the rationale also applies to selecting a particular reliability value to compare 

to a reliability criterion. The uncertainty in the failure probability estimate is described by 

a probability distribution which is termed the uncertainty distribution.  This is consistent 

with the Bayesian statistical approach that is commonly used in probabilistic modeling 

and in quantitative risk assessments,. The uncertainty distribution completely 

characterizes the uncertainty in the estimate, giving all the percentiles, or Bayesian 

confidence bounds, for the estimate. 

Based on decision theory principles, selection of the failure probability value should 

be separate from determination of the acceptable failure probability criterion. Selection of 

the failure probability value considers the losses, or impacts, from underestimating or 

overestimating the actual value of the failure probability. Selection of the acceptable 

failure probability criterion considers the consequences of the occurrence of the event. An 

example application is given for selection of the failure probability value and definition of 

an acceptability criterion for Composite Overwrap Pressure Vessels (COPVs) on the 

Space Shuttle. This paper is useful in showing how basic decision theory paradigms can 

be applied in a practical risk management framework 
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1. Introduction 

Figure 1 shows a representative uncertainty distribution (probability density function) for 

an estimated failure probability. The uncertainty distribution is a standard output of a risk 

assessment or probabilistic assessment and represents a Bayesian uncertainty approach. 

The x-axis in Figure 1 shows the logarithm to base 10 of the failure probability value.  
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Fig. 1:  Uncertainty Distribution for an Estimated Failure Probability 

The y-axis shows the value of the uncertainty distribution (the density function). The 

distribution shown is a lognormal, however, the particular shape is not important here. The 

uncertainty distribution utilizes accepted models and data for the calculations. It is also 

based on using uncertainty distributions for the input data. If there are alternative models 

or assumptions then probabilities can be assigned for their potential applicability. 

Alternatively, sensitivity studies can be performed. These are standard evaluations in risk 

assessments and probabilistic analysis. (See, for example, the NASA PRA Procedures 

Guide [1] and Bayesian references [2, 3]). Various software packages are available to 

carry out these calculations, as described in the references. 

2. Introduction 

Figure 1 shows a representative uncertainty distribution (probability density function) for 

an estimated failure probability. The uncertainty distribution is a standard output of a risk 

assessment or probabilistic assessment and represents a Bayesian uncertainty approach. 

The x-axis in Figure 1 shows the logarithm to base 10 of the failure probability value.  

The y-axis shows the value of the uncertainty distribution (the density function). The 

distribution shown is a log normal, however, the particular shape is not important here. 

The uncertainty distribution utilizes accepted models and data for the calculations. It is 

also based on using uncertainty distributions for the input data. If there are alternative 

models or assumptions then probabilities can be assigned for their potential applicability. 

Alternatively, sensitivity studies can be performed. These are standard evaluations in risk 

assessments and probabilistic analysis. (See, for example, the NASA PRA Procedures 

Guide [1] and Bayesian references [2, 3]). Various software packages are available to 

carry out these calculations, as described in the references. 
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The vertical bars in the figure represent two possible failure probability values that 

could be selected to compare with a criterion. The right bar corresponds to a failure 

probability of 1x10
-3

 and the left bar corresponds to a failure probability of 1x10
-4

. The 

confidence (more accurately, the Bayesian confidence) associated with a particular value 

is the area of the uncertainty distribution to the left of the value. The confidence is the 

probability that the estimated failure probability is less than the selected value. In terms of 

the success probability (or reliability), the confidence is the probability that the estimated 

success probability is greater than the selected value (which is one minus the failure 

probability).  

As observed, the lower the selected failure probability value, the smaller the area to 

the left and the lower the associated confidence. Equivalently, in terms of the reliability, 

the higher the reliability value selected, the lower the confidence associated with the 

reliability value. There is thus a trade-off between the value of the failure probability or 

reliability selected and the associated confidence level.   

3. Selection of a Failure Probability Estimate  

Decision theory provides a systematic framework for considering the losses, or impacts, 

from selecting a specific estimate from its uncertainty distribution. This is done by 

defining a loss function that quantifies the impacts of selecting a specific estimate that is 

different from the true value. (Instead of a loss function, if benefits are the focus then an 

equivalent utility function can  be defined which is the negative of the loss function.)  

To fully apply decision theory, a specific model is required for the loss function. However, 

standard models are available which provide guidelines for selecting a failure probability 

estimate. 

Based on basic decision theory, the risk, or impact, )( pR
�

from selecting a failure 

probability estimate p
�

 from its uncertainty distribution is defined to be [4,5,6]: 

∫= dppfppLpR )(),()(
��

,  (1) 

where 

=),( ppL
�

 the specific loss when the selected value is p
�

 (2) 

and the true probability value is p , 

and  

=)( pf  the uncertainty distribution (density function) (3) 

         for the failure probability value.  

The form of the loss function ),( ppL
�

is chosen to represent the size of losses when 

the estimated failure probability is higher or lower than the actual value. The loss function 

thus measures the loss from overestimating or underestimating the actual value. It does not 

measure the consequences of the failure event if the event occurs. 

 The loss distribution can be quite general and can be multi-dimensional to consider 

different types of losses. If the loss function is multi-dimensional then the risk is a vector. 

The risk )( pR
�

is shown as a function of the selected failure probability p
�

since it 

depends on the selection. The risk integrates the loss over all possible values of the 
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estimated failure probability as defined by the uncertainty distribution )( pf . The risk 

)( pR
�

 thereby accounts for all possible values for the failure probability. 

According to basic decision theory principles, the optimal value optp
�

 which should be 

selected for the estimated failure probability is the one that minimizes the risk:  

     ∫= dppfppLpR
p

opt )(),(min)(
��

�

. (4) 

The optimal value optp
�

 accounts for all the possible values for the actual failure 

probability through the uncertainty distribution and minimizes the loss  associated with 

the selected value. There is a sound decision theoretical basis for this approach as the 

references describe. Standard loss functions are considered in the references to provide 

guidelines on the model to select for the failure probability to compare to a criterion.  

4. The Standard Squared Loss Function 

A quadratic, or squared, function is the form most often used for ),( ppL
�

.  This choice 

of loss function also gives results that are consistent with those most often used in risk 

management applications, as will be described. The squared loss function is defined as:  

 

    
2)(),( ppKppL
��

−=  ; symmetric, quadratic loss for (5)  

        an estimate  p
�

 

In the above equation, p  is the true value and p
�

is the selected, estimated value. 

K can be any scaling constant This quadratic form represents equal size losses in either 

underestimating or overestimating the true value of the failure probability. The losses grow 

quadratically as the underestimation or overestimation increases.  The quadratic form 

penalizes large departures of the selected value from the true value.  

When the loss function is quadratic then the optimal selected value that minimizes the 

risk is the mean value of the uncertainty distribution: 

   

optp
�

= the mean value of the uncertainty distribution for  (6) 

      a quadratic loss function form. 

This result can be shown by minimizing Equation (4). The optimal value does not 

depend on any scaling constant, but only on the squared form of the loss function. The 

rationale for using the squared loss function and the mean value is that underestimation or 

overestimation of the true failure probability is equally undesirable. Overestimation of the 

true failure probability can cause overly conservative actions to be taken that can include 

not undertaking a action under the false impression that the failure probability is too high. 

Underestimation of the true failure probability can result in an action erroneously taken 

with the false impression that the failure probability is lower than it actually is.  

The quadratic form for the loss function has been sometimes criticized as being too 

sensitive, i.e., giving losses too large, for large departures of the selected value from the 

true value. However, for risk and safety applications, it is important to account for the 

significantly increasing nature of the losses as the selected failure probability value 

increasingly departs from the true failure probability value 
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In a variety of risk management applications, the mean value is the value standardly 

used to compare with a criterion. The U.S. Nuclear Regulatory Commission (USNRC) 

uses the mean value of estimated failure probabilities and accident probabilities to 

compare with its safety criteria [7, 8 ]. The USNRC has used the mean value for almost 20 

years to assess the compliance of nuclear power plants in satisfying criterion on the 

probability of core damage and the probability of causing early and latent cancers to the 

public from a possible nuclear accident. The experience of the USNRC has shown that the 

mean value sufficiently accounts for uncertainties in comparing to a criterion even when 

the uncertainties are large, as they are for low probability, high consequence events. 

The American Society of Mechanical Engineers (ASME) also recommends using the 

mean value of estimated failure and accident probabilities to compare with criteria [9, 10]. 

Furthermore, the mean value of the estimated failure probability or accident probability is 

standardly used in Probabilistic Risk Assessments (PRAs), both in the US and 

internationally, to compare with criteria [11, 12]. These applications have shown the mean 

value to be an effective estimate to compare to a criterion.   

There are several other standard loss functions that have been studied in decision 

applications. Two that lead to other sometimes used estimates are: 

ppKppL
��

−=),(  ; the absolute loss function (7) 

and 

)(),( 0 ppKppL
��

−=  ; pp <
�

;the asymmetric loss function (8) 

     )(1 ppK −=
�

 : pp >
�

. 

Again, p  is the true value and p
�

is the estimated, or selected, value of the failure 

probability. The constants K , 0K , and 1K  are scaling constants. 

For the absolute loss function in Equation (7), the loss increases in proportion to the 

distance the selected value is from the true value. This is in contrast to the squared loss 

function in Equation (5) where the loss increases as the square of the distance, thereby 

more heavily penalizing large departures of the selected value from the true value. The 

absolute loss function is thus more appropriate where there is not as much sensitivity to 

significantly underestimating or overestimating the true value. 

For the asymmetric loss function in Equation (8), the loss from underestimating the 

true value, i.e., pp <
�

, is different from the loss of overestimating the true value, 

pp >
�

. The loss in each case depends on the distance selected value is from the true 

value. However, the distance is scaled separately, with penalty values 0K  and 1K . It is 

only the ratio of the two penalty values that enter into decision-making. 

The optimal, selected values that minimize the risk for the two loss functions are: 

 

optp
�

 = the median value of the uncertainty distribution for (9) 

       the absolute loss function, 

and 
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optp
�

= the 

10

0

KK

K

+

 percentile of the uncertainty distribution.  (10) 

Thus, using these different loss functions give different results for the estimated value 

to select from the uncertainty distribution to compare with a criterion.  

As seen from Equation (10), the optimal selected value, i.e., the percentile,  depends 

on the ratio 0K / 1K  ,or relative value, of the penalties.. As the relative penalty increases 

for underestimating the true value to overestimating it, the higher the percentile ( the 

higher the confidence level) that is to be used for the selected value. However, for risk 

applications, overestimation of the failure probability can also lead to significant losses 

such as causing a mission to be unjustifiably delayed or cancelled.  When the penalties 

are comparable, i.e.,  0K ≅  1K , then the optimal value is the median value.  

In contrast to the median value, the mean value associates heavier penalties in 

significantly overestimating or underestimating the true value which is often the situation 

in failure probability assessments and risk assessments. The additional practical problem 

in using a higher percentile, or higher confidence level, is that the value is very sensitive to 

the tail of the uncertainty distribution. The tail can dramatically change if different shapes 

for the distribution are used. The shapes are generally not well known, particularly in the 

extreme tails. In contrast, the mean value is more robust to the shape of the distribution 

tail. Thus, in comparison to using the mean value to compare with a criterion, using an 

upper percentile or high confidence value for the failure probability is generally not a 

practice in  risk management implementations. It should also be noted that the mean 

value does not correspond to a specific percentile or confidence level but, implicitly 

accounts for uncertainties and confidence levels in minimizing the estimation loss.  

5. The Separate Step of Defining a Failure Probability Criterion 

Defining a failure probability criterion is a separate task from defining the failure 

probability estimate to compare with the criterion. Consideration of the losses in defining a 

criterion is also separate from consideration of the losses in selecting the estimate. As 

described in the previous section, when the decision is made on the estimate to select then 

the losses that are considered are those arising because the selected estimate is not the true 

value. The losses are estimation losses. 

In contrast, the losses in defining a criterion are the losses incurred from occurrence 

of the event. If the consequence of the event is severe, then the criterion should be 

sufficiently low so that the probability of the event occurring is acceptably small. In 

addition to the severity of the consequences, the number of chances for the event, or the 

exposure time, needs to be considered in defining the criterion. To have the same risk 

control, an event that has 10 chances of occurrence should have a criterion that is 1/10 that 

for an event that has one chance of occurrence and that has the same consequences. Thus, 

if 10 launches are planned for a spacecraft in which a catastrophic event can occur, then 

the criterion of an acceptable failure probability criterion should account for the 10 

launches in which the event can occur. 

The definition of the failure criterion thus needs to consider the risk involved from 

the event. This separation of the estimation and criterion steps separates the losses that are 

to be considered in estimation of the failure probability and in the event occurrence. This 
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also separates the rationale for selection of the probability estimate and for selection of the 

failure probability criterion. This is standard practice in risk management.  This is the 

approach taken by the USNRC in defining accident probability and risk criteria (7,8). The 

criteria are selected so as to incur negligible risk to the public from nuclear reactor 

accidents. To compare to the criterion, the selected estimated value, which as stated is the 

mean value, is selected to control the estimation losses. This is furthermore the approach 

used by the ASME and by various other organizations and institutions in defining failure 

probability and risk criteria. The references contain more details. 

6. Example for Failure of Composite Overwrap Pressure Vessels on the Space 

Shuttle 

As an example of the previous material, consider the 24 Composite Overwrap Pressure 

Vessels (COPVs) on the Space Shuttle. If any one of the vessels catastrophically fails then 

there can be loss of life and vehicle, either at the launch pad or in flight. The consequences 

of failure can thus be catastrophic. To define a failure probability criterion, the number of 

chances for the event needs to be also considered. The number of vessels can be 

incorporated by defining an acceptable failure probability criterion for a launch, which 

includes the contribution from all the vessels. The number of launches that are planned or 

that can be made need also to be considered since each represents a separate chance for 

the event.  

The total, or cumulative, failure probability over the number of launches needs to be 

small to control the possibility of a failure occurring.  An example of such a small 

probability is the value of 1/100 for the event occurring over the total number of launches. 

If there are than 10 launches foreseeable then the associated failure probability criterion 

would be 1/100 divided by 10 or 1/1000 per launch. 

The second step is then to determine the estimated failure probability value to 

compare with the criterion. This involves using agreed-upon models, data, and uncertainty 

characterizations. The uncertainty characterizations are used to determine the uncertainty 

distribution for the estimated COPV failure probability per mission from the 24 vessels. 

Based on the estimation loss considerations described in the previous sections, the mean 

value is selected to compare to the criterion. Since the sum of mean values is mean of the 

sum, the mean value for each vessel is estimated and the sum taken . If the sum of the 

means is less than the criterion then the launch failure probability due to COPV failure is 

assessed to be acceptable. If the mean value is above the criterion then action needs to be 

taken to reduce the estimated failure probability. This action can involve removing 

conservatisms in the analysis, making operational changes, or making design changes.  
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