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Abstract: A digital system is multi-functional and it may cause a risk concentration if it is 

installed without any redundancy. In order to reduce this risk of a concentration, multiple 

redundancies are applied for the safety-critical systems. Simplified common cause failure 

(CCF) modeling technique is commonly used for a practical reason when the target system 

consists of many redundant components. This technique enables us to avoid an 

impractically large number of CCF events for a system fault tree. One of its demerits is 

that it may hide important information regarding a system’s status. Condition-based 

human reliability assessment (CBHRA) method which is a practical method to develop a 

more realistic fault-tree model with a consideration of the various conditions endured by a 

human operator uses the system status information for post-processing of minimum cut 

sets. Since the CBHRA post-processing should be performed based on the status 

information of the sensors and the signal-processing equipment and noting that the 

simplified CCF modeling technique may cause the loss of some information, in order to 

perform a more realistic analysis, we have to overcome this possible information loss. In 

this study, we also present a case study of a fault tree modeling which adopted both the 

CBHRA method and the simplified alpha factor method.  
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1. Introduction 

For the past several decades, probabilistic safety assessment (PSA) techniques have been 

used to assess the relative effects of contributing events on a system-level safety or 

reliability since they provide a unifying means of assessing physical faults, recovery 

processes, contributing effects, human actions, and other events. The fault tree is the most 

popular tool for the PSA of safety-critical plants. Its logical and simple structure makes it 

easy for analysis staffs and system design engineers to develop a model and understand its 

result. In the fault tree model, the common cause failures (CCF) of redundant components 

are treated as the basic events which correspond to all the possible combinations of each 

component. 
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Higher level of redundancy causes a difficulty in a CCF analysis because it results in an 

impractically large number of CCF events in the fault tree model. Simplified CCF modelling 

technique is useful in this case. This technique enables us to avoid this impracticality in a 

system fault tree since it merges the CCF events into a single CCF event. A previous study [1] 

has shown that SAF method is quite realistic but simple when we consider the system success 

criteria carefully. One of its demerits is that it may hide important information regarding the 

system status. That is, since it merges information from the CCF events, we cannot trace which 

components fail or succeed.  

For a convenient explanation, we will use a case study. The digital plant protection 

system (DPPS) of Korean Optimized Pressurized Reactor 1000 (OPR1000) could be a typical 

example which would require a simplified CCF modelling technique but needs system status 

information for post processing of cutsets from the fault tree. 

In safety-critical systems such as in nuclear power plants, a safety-feature actuation is 

fully automated. In an emergency situation, the human operator could also play the role of a 

backup for the automated systems. Thanks to the multi-tasking feature of digital systems, the 

safety-critical signal generation systems could also supply the relevant alarms or key 

information to the human operator. In the OPR1000, several different functions such as an 

alarm generation, trip signal generation, and a safety-function-actuation signal generation for 

all the trip parameters are simultaneously performed by the DPPS. With a consideration of 

these relationships, the reasons for a specific safety function failure can be expressed as shown 

in Fig. 1.  FAILURE OF SAFETY FUNCTIONACTUATOR FAILURE SIGNAL FAILURE
HUMAN OPERATORMANUAL SIGNAL FAILURE AUTOMATIC SIGNAL GENERATION FAILUREINSTRUMENTATION SENSOR FAILUREALARM GENERATION FAILUREDISPLAY/ ACTUATION DEVICE FAILURE

SIGNAL GENERATION FAILURE SIGNAL BLOCKED BY OPERATOR
 

Fig. 1: The Schematic of the Concept of the Safety Function Failure Mechanism 

Therefore, in the event that the DPPS fails, an operator will not receive alarms related to 

the reactor trip and the automatic safety-feature actuation. In order to accommodate this issue, 

the authors have proposed the condition-based human reliability assessment (CBHRA) method 
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which is a practical method to develop a more realistic fault-tree model with a consideration of 

various conditions endured by a human operator [2].  

On the other hand, the safety critical systems adopt a multiple-redundancy design in order 

to reduce the risk of a single component failure. The level of a redundant design of the digital 

systems is usually higher than those of the conventional mechanical systems. In OPR1000, 

there are four signal processing channels for the safety parameters and each channel consists of 

two or four microprocessor modules for the same function. This high-redundancy design raises 

the importance of a CCF analysis.  

As mentioned above, for the many redundancy components, a simplified CCF modelling 

technique is usually applied. In this study, the simplified alpha-factor (SAF) method is applied 

to the digital signal-processing system’s CCF analysis.  

The CBHRA post processing should be performed based on the status information of the 

sensors and the signal-processing equipment. The status information could be obtained by 

analyzing the minimal cut sets (MCS) of a fault tree. Since the CCF event is one of the most 

important information sources, it should be treated carefully. The SAF method effectively 

reduces the number of CCF events, but it may cause the loss of some information. In this 

study, we present a case study of fault tree modeling which adopted both the CBHRA method 

and the SAF method for verifying their applicability. 

2. Condition-based HRA Method 

An unsafe action (UA) of human operator is affected by error-forcing context (EFC) including 

the unavailability of information sources. For sensors (S) and automatic systems (A), in 

consideration that the failure of automatic system implies the failur of safety signal generation 

and the loss of alarms, the signal generation failure probability (F) is calculated as: 

∑∑=

i j

jjiji SPSAPSAUAPF )()|(),|(     (1)  

A fault tree is one of the favored methods by the PSA personnel. Based on the fault tree 

method, in order to take into account the human error probability (HEP) issue with conditional 

events in a more effective manner, we propose the following CBHRA steps: 

(1) Conducting an investigation into possible EFCs  

(2) Selecting important EFCs 

(3) Developing a set of conditions in consideration of selected EFCs 

(4) Estimating the HEP for each condition  

(5) Constructing a fault tree which includes one human error (HE) event for each manual 

action 

(6) Obtaining MCS by solving the fault tree 

(7) Post-processing of MCSs 

From the viewpoint of the HE event, after step (6), we can categorize the MCSs into 

several sets. The number of MCS sets equals to that of the human error events used in step (5). 

In a set of MCSs, step (7) implies a substitution of the HE event with the EFC-group-specified 

HE event in consideration of the other events in each MCS. For example, the event of ‘the 

manual reactor trip failure (MRTF)’ should be substituted by one of the possible EFC-group-

specified HE events: ‘MRTF given EFC group 1’, ‘MRTF given EFC group 2’… or ‘MRTF 

given EFC group n’. 
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The quantification of a HEP dominates the quality of a probabilistic safety assessment 

(PSA) which plays a very important role in proving the safety of a system or a plant [3],[4]. In 

the conventional PSA model of the OPR1000 which consists of numerous event trees and fault 

trees, the failure of a signal generation is modeled in the fault trees with a few basic events. In 

order to construct a more realistic signal-generation failure model, we have to consider more 

complicated conditions in a more realistic manner. The condition which affects the operator’s 

performance should be carefully considered [5]. 

The detailed description of the CBHRA method and its application cases can be found in 

[2] . The result of the reference shows that in the case of single-parameter safety function, the 

adoption of the CBHRA method is very important because there is no dominant EFC-group-

specified HE event. If there exists a dominant EFC-group-specified HE event, the use of the 

conventional single-event HRA method could be effective. 

3. Simplified Alpha-factor Method  

The first step for applying the SAF method is an analysis of the target system for determining 

the function failure cases. That is, the success criteria of the system should be derived from the 

target system’s function and configuration. Based on this analysis, we can calculate the 

probability of single CCF event which represents the CCF events resulting in the system 

failure [6],[7]. 

For the convenience of explanation, an example system of the four-channel DPPS of the 

OPR1000 is considered. The signals from the four channels are auctioneered by selective-two-

out-of-four voting as shown in Fig. 2. The system must open the circuit to interrupt the 

electricity supply when a demand signal arrived. That is, the failure of interrupting the 

electricity supply from the top to the bottom implies the failure of the system function. If we 

consider the modules or components in each channel, the system failure criteria become more 

complicated. In the case of the OPR1000 DPPS, in a channel, there are four redundant signal-

processing paths whose results are auctioneered two-out-of-four logic. Again, inside each 

signal-processing path, there are four redundant inputs from comparison processors.  

Since this example is too complicated to be explained in this article, we will explain the 

CCF of instrumentation channels only in this article for a simple explanation. 

 Instrumentation Channela c bd
 

Fig. 2: The Conceptual Drawing for the System Success/Failure Criteria 

The combinatorial failures of {a, c}, {b d}, {a, b, c}, {a, b, d}, {a, c, d}, {b ,c, d}, or {a, 

b, c, d} cause the failure of a given function. Based on this analysis, we can calculate the 

probability of single CCF event (QCCF) which represents the CCF events resulting in the 

system failure by the following equations: 
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 is the probability of a CCF of k out of m components under non-staggered test 
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Table 1 shows a typical example of the calculation sheet of a four-instrumentation-

channel system when 
m

kα  is assumed to be the generic values in reference [8]. 

Table 1: The Calculation Sheet of a Four-Instrumentation-Channel System 

No. of CCF 

channels (k) mCk 
No. of system 

failure CCF  (Fk) 

pk  

(=Fk/mCk) 
Qk / Qt 

1 4 0 0.000 - 

2 6 2 0.333 0.0129 

3 4 4 1.000 0.0092 

4 1 1 1.000 0.0678 

CCF coefficient (QCCF / Qt) 0.1305 

4. A Case Study: Concurrent Application of CBHRA and SAF Method 

In this section we will describe a case study for a concurrent application of the CBHRA 

method and the SAF method to the DPPS fault-tree model of the OPR1000. We considered 

two EFCs: the unavailability of alarms and the unavailability of indications. For the single-

parameter safety function in the case of the four-channel system, we can develop the set of 

conditions in step (2) as shown in Table 2. It is notable that if the success criteria of system are 

changed or more EFCs are considered, the set in the table should be modified.  

The gray-colored cells in Table 2 correspond to the error of omission which is beyond the 

scope of this study. In other words, the existence of a MCS implies that the MCS does not 

belong to <Condition 1 or 1*>. We consider <Condition 2> and <Condition 3> only. In 

<Condition 2>, the indication is available, but in <Condition 3>, it is unavailable. 

Since the probabilities of the combinations of independent events are relatively smaller 

than that of a CCF event, the top-ranked MCSs usually contain CCF event which dominate the 

risk from a system. It means that for the condition categorization of a MCS the careful 

treatment is required.  

For simplicity, in Table 2, assume that the alarm is available when two or more alarms 

out of four are available. Then the availability of the indication is the only variable. That is, the 

MCS which contains the CCF event of instrumentation channels should be analyzed. 

Table 2: The Conditions of a Human Error in the Case of the 4-Channel-Single-

Parameter Functions (O: available, X: unavailable) 
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Status of the automated  

Status of                    

System  

instrumentation  

Normal Abnormal 

3 or more channels 

available 

Auto. signal: O 

Indication: O 

Alarm: O 

<Condition 1> 

Auto. signal: X 

Indication: O 

Alarm: X 

<Condition 2> 

2 channels available 

Auto. signal: O 

Indication: O/X 

Alarm: O 

< Condition 1*> 

Auto. signal: X 

Indication: O/X 

Alarm: X 

<Condition 2/3> 

1 channel available 

Auto. signal: X 

Indication: O/X 

Alarm: X 

<Condition 2/3> 

Auto. signal: X 

Indication: O/X 

Alarm: X 

<Condition 2/3> 

No channel available 

Auto. signal: X 

Indication: X 

Alarm: X 

<Condition 3> 

Auto. signal: X 

Indication: X 

Alarm: X 

<Condition 3> 

Case (1): Indication is considered as available when three or more instrumentation 

channels are available. The CCF does not affect on the categorization. The CCF event implies 

the failure of more than two instrumentation channels.  

Case (2): Indication is considered as available when two or more instrumentation 

channels are available. In the CCF event, the probability of CCFs {a,c} and {b,d} is included. 

In the CBHRA post-processing (step (7)), their portion should be considered as <Condition 

2>. The other portion of the CCF probability (corresponds to the failures of {a,b,c}, {a,b,d}, 

{a,c,d}, {b,c,d}, or {a,b,c,d}) should be considered as <Condition 3>. That is, the CCF event 

of instrumentation channels should be substituted by one of two different events: <CCF-

Condition2> or <CCF-Condition3>.  

The probabilities of each event could be obtained by using a simple calculation based on 

the equations (2) and (3):  
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It is notable that we don’t have to consider the failures of {a,b}, {a,d}, {b,c} and {c,d} 

because they do not result in the automatic signal generation failure and they correspond to 

<Condition 1*>.  

Case (3): Indication is considered as available when one or more instrumentation 

channels are available. The CCFs of {a,c}, {b,d}, {a,b,c}, {a,b,d}, {a,c,d} and {b,c,d} means 

one or more channels are available. Their portion should be considered as <Condition 2>. The 
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other portion of the CCF probability ({a,b,c,d} only) should be considered as <Condition 3>. 

The probabilities can be easily obtained as in the case (2) based on the equations (2) and (3). 

∑
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In the OPR1000, there are seven engineered-safety-feature (ESF) actuation signals which 

are the most important signals considered in the safety assessment. Given a specific initiating 

event, each target signal could be generated by single or multiple trip parameters, and each 

parameter is instrumented by four redundant sensors. Among the target safety signals, the 

auxiliary feed water actuation signal (AFAS) is generated based on the instrumented value of a 

single parameter.  

Based on the fault tree models developed in previous studies, we developed an AFAS 

fault tree model which consists of 146 basic events and 206 logical gates. For the hardware 

equipment failure probabilities, we used the experienced data and the data provided by the 

vendors. Using KIRAP which is a fault-tree analysis software package produced by the Korea 

Atomic Energy Research Institute, we analyzed the developed risk models.  

The results of Cases (1), (2) and (3) are graphically illustrated in Fig. 3. We used the 

same condition in [2] except for the indication failure criteria and the treatment of the CCF of 

instrumentation channels. The data in Table 1 was also used. 

 1.47E-03 1.38E-03 1.24E-031.10E-031.20E-031.30E-031.40E-031.50E-03
Case 1 Case 2 Case 3AFAS Failure Probability

    .
 

Fig. 3: Comparison of Case Study Results 

The results show that a concurrent application of the simplified CCF modelling technique 

and the CBHRA method to the fault-tree model of this case study could successfully 

accommodate the various environments of a human operator in a practical manner.  

5. Conclusions 

A digital system is multi-functional and it may cause a risk concentration if it is installed 

without any redundancy. In order to reduce this risk concentration multiple redundancies are 

applied for the safety-critical systems. For these kinds of systems, the accuracy of fault tree 
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analysis results depends on the treatment of the CCF and the complicated relationship among 

sensor signals, processing systems and human operators.  

In this study, we addressed a topic whether the simplified CCF modeling technique and 

the CBHRA method could be used concurrently. Authors’ precedent paper proposed the 

CBHRA method which is a practical technique to develop a more realistic fault-tree model 

with a consideration of the various conditions endured by a human operator. The simplified 

CCF modeling has a merit in a reduction of the number of CCF events in a system fault tree, 

but it also has a demerit in that it may cause a loss of system status information which is 

important in cutset analysis phase.  

In this paper we have proposed a systematic procedure for accommodating both 

methodologies in a fault-tree model. In the post-processing phase of the CBHRA method, we 

could successfully reflect the effect of a simplified CCF modeling method. We also presented 

a case study for a concurrent application of the SAF and the CBHRA method. The effects of 

various conditions were clearly demonstrated in the results.   
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