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Abstract: The (s,t) expected-hop-count (EHC) in a wireless communication network (WCN), 

modeled as a graph with probabilistic node failures, is the expected number of operational nodes 

that a message must traverse from a node s to reach its destination node t. A typical solution for 

the problem uses factoring theorem to compute the EHC of WCN.  Instead, this paper proposes a 

2-step approach that utilizes the sum-of-disjoint-product (SDP) technique.  First, we provide an 

efficient technique to generate all (s,t) simple paths considering only the nodes of the WCN. We 

also propose an efficient algorithm to enumerate all (s,t) simple paths of an interval-graph. 

Second, we propose using the SDP technique over the paths to compute the reliability and EHC. 

We show (conjecture) that our SDP-based technique solves the reliability measures in polynomial 

time (pseudo-polynomial) for WCN containing all disjoint-paths (forming an interval-graph). 

Simulations on several WCN under various conditions show that the SDP-based technique 

computes the reliability and EHC in several orders of magnitude faster than the existing 

factoring-based algorithm.  The paper also discusses some application of the reliability measures.  

 
Keywords: Expected hop count, Sum-of-disjoint-products, Network delay, (s,t) reliability, 

Wireless communication network. 

 

1.    Introduction 
 

A wireless communication network (WCN) comprises a set of nodes, each of which is capable 

of transmitting to or receiving from other nodes. The nodes in a WCN can be a computer, an end 

user terminal, a concentrator, a mobile station, or a repeater. When 2 nodes in WCN are not 

within transmission range, the intermediate nodes are used to relay the messages between the 

nodes.  Delay guarantee is one of the most important and widely used quality-of-service (QoS) 

metric of a WCN, and several path routing algorithms [1]-[6] have been proposed such that a 

transmitted message can reach its destination within the required delay constraint. Also, the hop 

count (total number of links or nodes) captures network cost and its minimization provides 

criteria used for computing efficient source-terminal (s,t) paths [3].  When one or more nodes in
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 an (s,t) path fail, the message may be routed through an alternative path. The new route may 

lead to longer hop counts which affect the QoS of delay sensitive applications, and therefore 

computing the expected hop count (EHC) is important for designing an optimal WCN topology 

with hop count constraints or for analyzing the optimality of existing network topologies.  
      

With failure prone nodes, the (s,t) reliability of the network also becomes an important 

measure to gauge the goodness of a WCN.  The reliability indicates the probability that there is 

at least one path between the node pairs. Reference [7] uses a probabilistic graph G to represent 

a WCN, and describes two algorithms: Alg1 and Alg2, to compute the (s,t) reliability TR(G) and 

the EHC of a WCN with probabilistic node failures. Alg1 is based on complete-state 

enumeration, while Alg2 avoids generating all network states by utilizing breadth-first-search to 

recursively obtain all (s,t) shortest paths and the factoring theorem [8] to make each newly 

generated state disjoint from the previous states. The technique is recursively expressed as 

         TR(G) = pi TR(G| node i is functional) + (1-pi) TR(G| node i is not operational),               (1)  

where pi is the probability that node i in G is functional. Reference [7] also provides a 

polynomial time approach (Alg3) to compute the reliability and EHC of the network. Another 

polynomial time algorithm (Alg4) in [7] is also proposed for computing the reliability measures 

of a WCN that can be represented as an interval-graph [9]. However, when the WCN has all but 

one or a few disjoint paths, we cannot use Alg3 to compute its reliability measure, and Alg2 

performs worst for this case. Similarly, when the network forms an “almost interval-graph” 

(discussed in Section 4.1), Alg4 is inappropriate to use.  
 

This paper proposes a 2-step approach to compute TR(G) and EHC.  First, all (s,t) simple 

paths (considering only the nodes) of the WCN are generated and sorted in increasing cardinality 

(hence shortest path first) order. We introduce two algorithms to enumerate the (s,t) paths: one 

for general networks, one for interval graphs. Second, we propose using an MVI-based SDP 

technique to generate the mutually disjoint terms (mdt) for the paths. Our simulations on general 

networks showed that the SDP technique is several orders of magnitude faster than the factoring 

technique in [7]. In addition, we show that our technique solves the reliability metrics of WCN 

that contains all (s,t) disjoint-paths in time polynomial in the order of the number of its nodes.  

We also propose an efficient algorithm to generate all (s,t) simple paths of an interval-graph 

network. The algorithm generates the paths in increasing cardinality order. From the sorted 

paths, an SDP technique [10] generates one mdt for each path, and we conjecture that it will 

solve the TR(G) and EHC of an interval-graph in time polynomial in the order of simple paths.  
   

The layout of the paper is as follows. Section 2 provides assumptions and notations. Section 

3 describes paths generators for arbitrary networks and interval-graphs. The section also presents 

our SDP-based technique in computing EHC. Section 4 provides simulation results that show the 

efficiency of our technique compared to Alg2 [7].  In the section we also discuss some 

applications of the reliability measures. Finally, Section 5 concludes the paper. 
 

2.  Background 
 

In the undirected graph model G(V,E) of a WCN, each node in V represents a site or repeater in 

the network, and each link in E denotes a communication service.  Two nodes are connected if 

the nodes are within the communication range of each other. Assume that G(V,E) is free from 
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self loops and directed cycles. A node is said to be up (down) if it is operational (failed). Links 

(E) are assumed to be always up. An up (down) node is denoted by a Boolean expression vj ( v
j
). 

A Boolean expression v
1
v

4
+ v

3
v

4
, for example, represents an operational condition when nodes 

v1 and/or v3 fail, as long as node v4 is up. This representation is called single-variable inversion 

(SVI) [11]. The expression can also be represented concisely as v
1
v

3
v

4
, where the inversion of 

multiple variables is allowed. This latter representation is called multi-variable inversion (MVI) 

[11]. Because multiple SVI expressions can often be combined into one MVI notation, the 

representation can significantly reduce the total number of terms in the final expression. Let pj 

(qj=1-pj) be the operational (failure) probability of a node vj, and assume node failures are 

statistically independent. An (s,t) simple (node) path i, Pi, from a source node s to a terminal 

node t is formed by the set of up nodes such that no nodes are traversed more than once. In other 

words, Pi = (v0, v1, …, vk-1, vk), where v0=s, vk=t, and each 2 sequenced nodes in the path are 

connected by a link e ∈ E. An (s,t) path Pi is redundant with respect to an (s,t) simple path Pj if 

Pi contains all nodes in Pj. The simple path set P
s ,t

is a set of non-redundant (s,t) simple paths.  
 

3.   An SDP Approach to Computing the Reliability and EHC of WCN 

3.1 An Efficient Simple Path Generator 
 

Path generators in the literature [8] consider an (s,t) simple path as a sequence of links that 

connect the node pair. Considering perfect links and imperfect nodes, our technique requires 

each simple path as a sequence of traversed nodes. We can use any existing link-based path 

generator [8] to obtain an (s,t) simple (link) path set, which can be converted into its equivalent 

(s,t) simple (node) path set. However, the approach incurs path redundancy tests. Consider the 

network in Fig. 1 and its two non-redundant simple (link) paths ((s,a),(a,b),(b,d),(d,t)) and 

((s,a),(a,b),(b,d),(d,e),(e,j),(j,t)). Converting the paths considering nodes, we obtain paths 

(s,a,b,d,t), and (s,a,b,d,e,j,t), respectively, where the second path is redundant.   
 

In Appendix A, we propose an efficient recursive function, NPG (), that enumerates all non-

redundant simple (node) paths of an undirected graph G(V,E). When a non-redundant path is 

found, Step 1 outputs the path and terminates the recursion.  We use a breadth-first-search 

technique in Step 2 of the function to find a (last,t) simple path SP, where last denotes the 

farthest node in the current path from s and X denotes the set of nodes previously considered. 

Node v in Step 3 can be selected as the first node in SP. Step 4 (Step 5) considers paths that 

include (exclude) node v. Note that NPG() does not generate any redundant simple (node) paths, 

and therefore no path redundancy checks are required.   
 

 
Fig. 1:  A 12 Nodes, 15 Links WCN 
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The time complexity of NPG () can be derived as follows. Steps 1 through 3 requires O(|V|), 

while Steps 4 and 5 recursively reduce the problem space by 1. Therefore, running time of 

NPG() can be represented by recurrence relation: T(|V|) = 2T(|V|-1) + O(|V|).  Solving the relation 

gives the running time of the function exponential with |V|, which is expected since the number 

of minpaths in a general network is exponential in |V|.  
 

 

 

3.2   Sum of Disjoint product (SDP) Techniques 
3.2.1   Concepts 
 

Consider an (s,t) path set P
s ,t

={P1,P2, … ,Pm-1,Pm} of a network G, and let Ei represent an event 

that all nodes in a simple path Pi operate. The expression for P
s ,t

 is given by [11] 

            TR (G)=Pr ( E
1
) + Pr ( E

2
E

1
) + Pr ( E

3
E

1
E

2
) + … + Pr ( E

m
E

1
E

2
...E

m−1
),                       (2) 

where E
i
denotes the complement (down) of event E

i
, and Pr (.) is the probability function. An 

i
th

 term E
i
E

1
E

2
...E

i−1
 denotes the events that all nodes in simple path P

i
 operate and each simple 

path P
1
, P

2
, …, P

i−1
 contains at least one failed node.  If E

1
, E

2
, …, E

i−1
, E

i
 are mutually 

independent events, then the probability of the i
th

 term E
i
E

1
E

2
...E

i−1
 is 

                                              
  

Pr(E
i
E

1
E

2
LE

i−1
) = p

k
k∈Pi

∏ ⋅ (1 − p
k
) ⋅ ... ⋅ (1 − p

k
)

k∈Pi−1

∏
k∈P1

∏ ,              (3)  

where pk is the reliability of node k. Equation (3) computes the reliability contribution of a 

simple path P
i
of a parallel structure or that of a WCN that contains a set of disjoint paths P

1
, P

2
, 

…, P
i−1

, P
i
. However, in general, the simple paths share some common nodes, and hence the 

events E
1
, E

2
, …, E

i−1
, E

i
are not mutually disjoint. For this case, the probability of an i

th
 term 

E
i
E

1
E

2
...E

i−1
is evaluated using a conditional probability and standard Boolean operations as: 

                                     Pr(E
i
) ⋅ Pr((E

1
| E

i
) ⋅ (E

2
| E

i
E

1
) ⋅ ... ⋅ (E

i−1
| E

i
E

1
E

2
...E

i−2
))                    (4)       

A term E
j

| E
i
,E

1
,E

2
,...,E

j−1
in Equation (4) represents a conditional event for a simple path 

P
j
down given all P

i
,P

1
,P

2
,...,P

j−1
up (operational). The probability of the first event Pr(E

i
)can 

be directly computed, since node failures are assumed to be statistically independent. However, 

the term Pr((E
1

| E
i
) ⋅ (E

2
| E

i
E

1
) ⋅ ... ⋅ (E

i−1
| E

i
E

1
E

2
...E

i−2
)) requires further consideration since the 

events E
1
, E

2
, …, E

i−1
, E

i
are not mutually disjoint. This necessitates the events to be made 

mutually disjoint before we generate the equivalent probability expression.  Evaluating the 

disjoint events is a complex problem in the field of system reliability because the reliability 

problem is NP-hard [8]. Any SDP algorithm can be used to generate the mutually disjoint 

expression for Equation (4). Reference [11] provides a survey of efficient SDP techniques. 
 

3.2.2  Computing (s,t) Reliability and EHC 
 

Let P(l) be the probability that the source node s is connected to the terminal node t with a 

shortest path of length 1≤l≤n-1. Without loss of generality, we assume that the source node s is 
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always up, while the terminal node t may fail with certain probability. The expected hop count 

(EHC) between a source node s and a terminal node t in a WCN is computed as [7], [12]: 

                                                                     
EHC =

lP(l)
l=1

l=n−1

∑

P(l)
l=1

l=n−1

∑

                                                             (5) 

Equation (5) assumes that the routing protocol in the network always finds the available (s,t) 

shortest path [5]. When path is unavailable (e.g., because of failure node) the router finds the 

next possible shortest path with the same or longer hop count. The problem of computing EHC 

has been shown #P-hard [7]. In Appendix A we propose an efficient SDP approach, EHC_SDP, 

to compute the reliability measures. The algorithm utilizes function NPG() to generate the (s,t) 

simple path set of a WCN.  Step 2 of the algorithm sorts the paths in cardinality order to model 

the aforementioned routing protocol (i.e., shortest path first). It is also suited well for an SDP 

technique because the algorithm runs more efficiently when the input paths are sorted in 

increasing cardinality order [13]. In Step 3, an SDP technique computes P(l) from each path in 

Ps,t that has cardinality l, for 1≤l≤n-1.  Finally, Step 4 uses Equation (5) to compute the EHC.   
 

To illustrate EHC_SDP, consider the WCN in Fig. 1. Steps 1 and 2 generate an increasing 

cardinality ordered simple path set Ps,t={(s,a,b,d,t), (s,a,c,e,d,t), (s,a,c,e,j,t), (s,f,c,e,d,t), 

(s,f,c,e,j,t), (s,f,g,h,i,j,t)}, which in turn, is used by an MVI-based SDP technique [10] in Step 3 

to generate six mdt: P(4)=sabdt, P(5)=sacedt b+ sacejt d + sfcedt a+ sfcejt a d , and P(6)=sfghi 

jt abd ce. Notice that the factoring algorithm in [7] produces 12 mdt. Converting the six mdt into 

its reliability expression and considering ps=1, P(4)=pa pb pd pt,  P(5)=pa pc pe pd pt qb+pa pc pe pj 

pt qd+pf pc pe pd pt qa+pf pc pe pj pt qa qd , and P(6)=pf pg ph pi pj pt (1- pa pb pd) (1- pc pe).  

Assuming equal operational node reliability of 0.9, TR(G)=P(4)+P(5)+P(6)=0.65610 

+0.18305+0.02736=0.86651.  Using (5), EHC=(4P(4) + 5P(5) + 6P(6))/TR(G) = 4.2744 hops.  

Notice that the minimum (maximum) hop count is 4 (6), and 4 ≤ EHC ≤ 6.  
 

Our SDP approach is more efficient than the factoring technique [7] because it (i) produces 

less number of mdt, (ii) generates the mdt faster, and (iii) computes the TR(G) and EHC of WCN 

with all disjoint paths (WCN that forms an interval-graph) in polynomial time in the order of its 

nodes (simple paths). Our method produces less mdt as it uses MVI notation [11], in contrast to 

the SVI in Alg2 [7].  
 

3.2.3 Constrained WCN Topologies and SDP Technique 
A. WCN with Multiple Disjoint Paths 
 

Consider a WCN where the source node s is connected to the destination node t through multiple 

disjoint paths.  Note that reference [5] proposes the use of multiple disjoint paths to provide high 

network resistance to link/node failures in MANET. For this case, the reliability expression of 

each term in Equation (2) can be computed following Equation (3). An MVI SDP technique [10] 

computes Equation (3) in | P
j

|
j=1

i

∑  steps, where |Pj| is the number of nodes in a path Pj, and thus 

for a network with D paths Equation (2) is computed in | P
j

j=1

i

∑
i=1

D

∑ | . For Pj ≈ |V|/D, Equation (2) is 
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computed in O(|V|
2
).  Thus, the complexity of our SDP approach to compute the reliability 

measures of WCN with multiple disjoint paths is O(|V|
2
).  

 

B. Interval-graph WCN 
 

An undirected graph G is an interval-graph if its nodes can be put into one-to-one 

correspondence with a set of intervals of a linearly ordered set such that two nodes are connected 

by a link in G if and only if their corresponding intervals have nonempty intersections [9]. An 

interval-graph can be used to model a WCN topology where the intersection of the range of 

transmission can be represented by its intersecting intervals [7]. Fig. 2 shows an interval-graph 

and its interval representation. An interval-graph G(V,E,C,σ) has a perfect elimination sequence 

σ=(v1,v2, …,vn) of nodes in V and a sequence of maximal cliques C=(C1,C2, …,Cκ) of G such 

that maximal cliques containing one node occur consecutively [7]. For a WCN, s= v1, and t=vn, 

and the interval-graph in Fig. 2 has σ=(s,a,b,c,d,e,t), and C=({s,a,b}, {a,b,c}, {b,c,d}, {c,d,e}, 

{d,e,t}); both σ and C can be generated in linear time [9]. Notice that the cliques that contain 

node c are listed in consecutive order in C. Let us define τ=( ˆ v 
1
, ˆ v 

2
, …, ˆ v 

n
), where ˆ v 

i
∈{1,2, 

…,κ} denotes the largest clique number in C for vi such that vi ∈ C ˆ v i
. Node c in Fig. 2(a) 

appears in cliques C2, C3, and C4, and therefore ˆ v 
4

= ˆ c = max{2,3,4}=4. Similarly, the largest 

clique numbers for nodes s, a, b, d, e, and t are 1, 2, 3, 5, 5, and 5, and τ=(1,2,3,4,5,5,5).  
 

In Appendix A we propose a depth-first-search approach, NPG_IG(), that utilizes the 

preprocessed cliques in an interval graph to generate the (s,t) simple path set. The paths are 

enumerated in an increasing cardinality order, and paths with the same cardinality are sorted in 

decreasing lexicographic order following the node sequence in σ. We sort the nodes in each Ci in 

decreasing ˆ v 
α
values. Nodes with the same ˆ v 

α
values are sorted in decreasing lexicographic order.  

For a last visited node vi∈Cα we select a node vj∈Cα which has the maximum ˆ v 
j
. As an 

example, from node s, we select node b because ˆ b = 3 > ˆ a (= 2) . Then, the next hop node from 

node b is selected from the nodes in C3=(d,c,b) with the maximum clique number (i.e., node d 

with ˆ d =5), and since node d is connected to t, a path (s,b,d,t) is obtained. Backtracking to C3, 

node c is selected, and from C4 node e, which is connected to node j is selected, and therefore a 

path (s,b, c,e,t) is obtained. To prevent generating a cycle, a node that has been selected (as part 

of the generated path) should not be considered in any node selection process for the path.  

Backtracking to C4, node d is not selected since the previous generated path includes sub-path d 

to t. Repeating the steps, the path-tree of the interval graph in Fig. 2(a) is obtained as shown in 

Fig. 2(c), which represents Ps,t = {(s,b,d,t), (s,b,c,e,t),  (s,a,c,e,t},  {s,a,c,d,t)}.  
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            (a) Network                            (b) Interval   (c) Path tree  

Fig. 2: A 7 Node, 11 Link Interval-graph 
 

The time complexity of NPG_IG () can be derived as follows. Step 1) requires O(1). Let the 

average size of a clique be d, and κ be the total number of cliques in C. The worst case running 

time of T(κ) of function NPG_IG () can be described as T(κ) = d *T(κ-1) + O(1), and thus the 

running time of the function is exponential in the number of cliques κ.   
 

An MVI-based SDP technique [10] generates the mdt from Ps,t of Fig. 2(a) as: s b d t, s b c e t 

d , s a c e t b , s a c d t e b .  Notice that each of the simple paths is converted into exactly one 

mdt. In a simulation of one thousand randomly generated interval-graphs (70 nodes network with 

node degree between 2 to 5), our technique generates one equivalent mdt for each of the ordered 

simple paths enumerated by NPG_IG () because for each path Pi Equation (4) already represents 

disjoint events. For this case an SDP technique [10] requires O(|V|) step, while each term of 

Equation (2) is computable in  O(|V|
2
). The simulation results lead us to the following conjecture.  

Conjecture:  The (s,t) reliability and EHC of an interval-graph G(V,E,C,σ) can be computed by 

an SDP-based technique in polynomial time in the order of its simple paths.  
 

4.   Results and Discussions 

4.1 Simulation Environment and Models 
 

We have implemented Alg2 [7] and EHC_SDP in C/C++, and evaluated them on an Athlon MP 

1.6 GHz with 2GB memory, running the Linux 2.6.14. With the exception of the interval-graph 

and “almost interval-graph” topologies (100 nodes, maximal clique size between 2–10), all 

topologies in Table 1 are configured with 50 nodes.  We used Brite [15] to randomly generate 

100 bi-directional links to form an arbitrary topology. The disjoint topology is constructed by 

joining the ends of 8 8-node paths to form a 50-node WCN. An “almost disjoint” topology is 

derived by configuring cross links between disjoint paths; for Table 1, we used 1 cross link 

between 2 arbitrary chosen paths. An “almost interval-graph” is derived by arbitrarily selecting a 

node α from cliquei and placing it in cliquei+β where α does not exist between cliquei+1 to 

cliquei+(β-1). For example, an “almost interval” graph for an interval-graph with maximal cliques 

({a,b,c}, {c,d,e}, {e,f,g}) is created by including node b in the last maximal clique set. We 

construct our WCN by initially using a uniform random variable to scatter the nodes over a 

1000m X 1000m grid. The final graph can be derived by constraining the transmit/receive 

communication radius to 250m, similar to an 802.11 network configuration operating on a single 

channel with omni-directional antennae. 
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Table 1: Factoring-based vs SDP Technique Performance Comparisons 

Alg2 [7] EHC_SDP Topology #paths 

mdt CPU time mdt CPU time 

1 Arbitrary 759 86478 18.79 4066 1.36 

2 Disjoint 8 335923 66.6 8 0.004 

3 Almost Disjoint 8 335923 66.0 8 0.005 

4 Interval 1536 2048 3.27 1536 1.48 

5 Almost Interval 1344 3328 5.55 1344 1.57 

6 Wireless 1188 3708 1.41 1284 0.91  
 

4.2  Alg2 [7] and EHC_SDP - Performance Comparison 
 

For each topology, we used Alg2 and EHC_SDP to compute its TR(G) and EHC. Note, for Step 

3 of our approach, we used CAREL[10]. The two algorithms generated exactly the same TR(G)  

and EHC, which empirically demonstrates the correctness our approach.  As shown in Table 1, 

for the arbitrary topology WCN, Alg2 (EHC_SDP) generated 86478 (4066) mdt in 18.79 (1.364) 

CPU seconds on average, and thus our approach is an order of magnitude faster than Alg2. 

Notice that our algorithm generates significantly less number of mdt, which is important when 

performing evaluations on WCN to improve EHC or reliability (discussed in Section 4.4). Our 

EHC_SDP is particularly faster than Alg2 with disjoint or “almost” disjoint topologies. Alg2 

(EHC_SDP) generated 6
n

n=0

n=8−1

∑ = 335923 (8) mdt in 66.6 (0.004) seconds, which shows the 

efficiency of our approach over Alg2. Note that MVI (SVI)-based SDP performs best (worst) on 

a parallel system or a network with disjoint paths. The reliability measures of disjoint path 

topologies can also be efficiently calculated using Alg3 in [7]. However, the algorithm cannot be 

used on topologies in which not all paths are disjoint. As evidently shown, EHC_SDP operates 

at several orders of magnitude faster than Alg2 for “almost “disjoint topologies. 
 

Unlike Alg2, EHC_SDP using NPG_IG() always produces the same number of mdt as 

simple paths in an interval-graph. The authors in [7] also propose Alg4 based on dynamic 

programming to compute (s,t) reliability of interval-graphs in polynomial time. However, the 

algorithm cannot be used on topologies that are almost interval. In fairness, we have also 

measured the performance of EHC_SDP without NPG_IG() which resulted in 1536 mdt (same 

as NPG_IG()) with a runtime performance of 1.90 seconds, which still is faster than Alg2. 
 

4.3  Node Failure Rate vs. (s, t) Reliability and EHC 
 

In this section we demonstrate the relationship between node failure rates and the (s,t) reliability 

and EHC. Without loss of generality, we only consider the randomly generated WCN as 

described in Section 4.1. Fig. 3(a) and 3(b) show the correlation between the varying success 

rate probabilities of the nodes and the network’s reliability and EHC, respectively.   
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Fig. 3:  Failure Rates vs. Reliability Measures in Wireless Topology   
 

As shown in Fig. 3(a), TR(G)  increases with the increasing pi. However, as shown in Fig. 

3(b), EHC does not necessarily improve with increasing pi, which should be taken into account if 

hop count is a critical factor. Note that, in Fig 3(b), the EHC reaches its maximum value for 

pi=0.4, and the better EHC values as for pi<0.4 does not suggest better QoS if packet loss (i.e. 

loss rate = 1 – TR(G)) has to be taken into account (Fig. 3(a)). In essence, the EHC values on left 

side of the maximum EHC can be interpreted as a network experiencing lower hop counts but 

very high packet losses.  On the other hand, increasing pi beyond the maxima point, improves 

EHC and packet delivery rate at the same time, and hence always gives better network QoS.  

Note that multimedia traffic typically requires a balance between delay and loss. We will 

demonstrate in Section 4.4 through our reliability measures that optimising a network for low 

delays may not necessarily lead to an optimised network for low loss and vice versa. 
 

4.4  Network Design and Improvement   
 

Suppose a network engineer wishes to design a topology for a WCN with 14 wireless repeaters 

between a monitoring station and a sensor. In addition, suppose the distance between the 

monitoring station and the sensor requires 5 hops. One way to configure the communication 

array is to arrange the nodes in an interval-graph configuration with the maximal clique set 

({s,a,b,c,d}, {c,d,e,f}, {e,f,g,h}, {g,h,i,j}, {i,j,k,l,t}). Another way is to configure a disjoint graph 

topology so that there are 3 disjoint paths between monitoring station and sensor: {(s,a,b,c,d,t), 

(s,e,f,g,h,t), (s,i,j,k,l,t)}.  The EHC in the above configuration is always 5 because Equation (5) 

does not take lost packets into account. However, as shown in Fig. 4, the interval-graph topology 

tends to be more reliable than the disjoint topology. This example illustrates the use of our 

technique to help design a network for better reliability and EHC.  
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Fig. 4: The (s,t) Reliability between Monitoring 

Station and Sensor 

Fig. 5: Example Topology 
 

 

In another application, consider a common activity in network planning that determines the 

set of components to upgrade to improve QoS. For illustrative purposes, consider the simple 

topology in Fig. 5, where each node has a 0.5 success rate of packet delivery. Suppose a network 

engineer wants to upgrade the nodes so that an additional 0.2 success rate can be distributed 

across them. The problem can be easily formulated as an optimisation problem. By applying 

EHC_SDP and Equation (5), we can derive the optimisation criteria (objective function – OF) 

depicted in Fig. 6. By running the script in Fig. 6, MATLAB has recommended upgrading the 

reliability of nodes a and b each to 0.6. It would also be possible to derive the objective function 

from Alg2. However, the topology in Fig. 5 would result in more mdt  (3 instead of 2), resulting 

in a more complex OF. This example illustrates another advantage of generating fewer mdt using 

MVI-based SDP (see Table 1). Similar problems, such as i) constraining the afore-mentioned 

problem so that the network engineer can only upgrade 1 node or ii) determining the most 

vulnerable node (the node which causes the largest decrease in reliability or increase in delay if 

removed) could be computed faster with fewer mdt. 
 

minimize    f (x) =
3 × P(a) × P (b) × P(t)( )+ 4 × 1 − P(a) × P(b)( )( )× P(c) × P(d) × P(e) × P(t)( )

P(a) × P(b) × P(t)( )+ 1 − P(a) × P(b)( )( )× P(c) × P(d) × P(e) × P(t)( )
subject to :  P(a) + P(b) + P(c) + P(d ) + P(e) + P(t) ≤ 3.2

0.5 ≤ P(a) ≤ 1,0.5 ≤ P(b) ≤ 1,0.5 ≤ P(c) ≤ 1,0.5 ≤ P(d) ≤ 1,0.5 ≤ P(e) ≤ 1,0.5 ≤ P(t) ≤ 1

 

MATLAB Script 
fun1 = @(X) ((3*(X(1)*X(2)*X(6)))+(4*((1-(X(1)*X(2)))*X(3)*X(4)*X(5)*X(6)))) 

/((X(1)*X(2)*X(6))+((1-(X(1)*X(2)))*X(3)*X(4)*X(5)*X(6))); A = [ 1 1 1 1 1 1  ]; b = [ 3.2 ]; 

lb = [ 0.5 0.5 0.5 0.5 0.5 0.5  ]; ub = [ 1 1 1 1 1 1  ]; x0 = [ 0.5 ;0.5 ;0.5 ;0.5 ;0.5 ; 0.5 ]; 

[x,fval] = fmincon(fun1,x0,A,b,[],[],lb,ub); 

Fig. 6: Objective function and its MATLAB Script for WCN in Fig. 5 
 

Table 2: MATLAB Simulations – Objective Function (OF) Length and Execution Time  
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Alg2[7] EHC_SDP Topology 

OF length CPU time OF length CPU time 

1 Arbitrary 40061201 NA 1697507 57.38 

2 Disjoint NA NA 3089 0.25 

3 Almost Disjoint NA NA 3089 0.25 

4 Interval 876547 29.71 648195 21.07 

5 Almost Interval 1498883 45.19 566595 19.74 

6 Wireless 1405923 25.88 442563 8.32  
 

Table 2 provides a breakdown of the length of the OF strings for lowest EHC produced by 

both algorithms and the time required by MATLAB [14] to find a solution on the topologies 

shown in Table 1. Entries marked NA denote that either the OF was too large to be represented 

in MATLAB (OF length) or that MATLAB took too long to execute (CPU time in seconds). As 

shown in Table 2, all simulations with the OF derived from EHC_SDP completed successfully. 

As the arbitrary topology resulted in a 40MB string produced by Alg2, it was impractical to load 

the function in MATLAB. Similarly, due to the large number of mdt produced by Alg2 for 

disjoint and almost disjoint topologies (see Table 1), it was impractical to generate the 

MATLAB representation of the OF. As for the simulations that were successfully executed using 

the OF derived from Alg2, they resulted in significantly larger OF lengths and higher execution 

times to find solutions as compared to those from EHC_SDP.  
 

In relation to the previous example, as loss rate can be interpreted as 1 – TR(G), using 

EHC_SDP we can derive the following OF: 

    
maximize   f ( x) = P (a) × P (b) × P ( t )( ) + 1 − P(a) × P (b)( )( )× P(c) × P (d ) × P (e) × P ( t )( ) 

By applying the afore-mentioned OF with the same constraints defined in Fig. 6, MATLAB has 

recommended upgrading the reliability of node t to 0.7, instead of upgrading nodes a and b. 

Table 3 shows the differences in TR(G) and EHC when different OFs are applied. 
 

 

 

Table 3: The (s,t) Reliability and EHC measurements 

Optimization Criteria TR(G) EHC 

Before Upgrading 0.172 3.273 

Minimize Delay (a=0.6, b=0.6) 0.22 3.18 

Maximize Reliability (t=0.7) 0.241 3.273 
 

 

5.   Conclusions 
 

We have proposed an SDP-based approach, EHC_SDP, to compute the (s,t) reliability and EHC 

of WCN with random node failures. Our technique is more efficient than the existing factoring-

based approach [7]. In terms of speed, our SDP-based (factoring-based [7]) technique performs 

best (worst) on disjoint paths or nearly disjoint paths graph. Since the (s,t) reliability and EHC 

can also be solved using the Boolean Decision Diagram (BDD) approach [16], it would be 

interesting to investigate the computational performances of BDD-based method vis-à-vis our 

SDP-based technique. We have used MATLAB to aid in designing a new network and 
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improving existing WCN topologies for higher reliability or improved EHC.  We noticed that 

MATLAB ran significantly faster when its objective function is formed from the more concise 

mdt generated by our technique. Our probabilistic graph model can be extended to include per 

node delay, in contrast to the hop count model used in this paper. 
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Appendix A 
 
Input: A graph G(V, E); Initialize P={s}, last=s, X={s} 

NPG (P, last, X) 

1) if (last, t) ∈ E then 

print path (P ∪ {t}); exit 
2) if there is no path from last to t through nodes in V-X then exit. 

3) find a node v ∈ V-X that meets these two conditions:  

a) (last, v) ∈ E  

b) the node does not create a cycle in subgraph (P ∪ {v})  

if there is no such node v then exit 

4) NPG (P ∪ {v,} v, X ∪ {v}) 

NPG (P, last, X ∪ {v}) 
 

Algorithm EHC_SDP 
1)  Generate (s,t) simple pathset Ps,t = {P1, P2, …, Pm}  //function NPG() 

2)  Sort paths in Ps,t in increasing cardinality order 

3)  Use an SDP technique to compute P(l) from Ps,t for 1≤l≤n-1, and TR(G ) = P( l)
l=1

l=n−1

∑   

4)  Compute expected hop count //Equation (5). 
 

Input: G(V, E, C, σ), where σ=(v1, v2, …, vn), C=(C1, C2, …, Cc), τ=(, ˆ v 
1

ˆ v 
2
, …, ˆ v 

n
); last=s; c_no=1; P={s}; X={}. 

NPG_IG (last, P, c_no, X) 
1) R � Cc_no – X 

2) for (i=1 to |R|)  do  

     if (vi, t) ∈ E then 

          print a simple path (P ∪ vi ∪ t) 

     else  

X � X ∪ vi  

if ˆ v 
i
>  c_no then 

NPG_IG (vi, P ∪ vi, ˆ v 
i
, X) 

. 
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