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Abstract: This article shows how a software development environment can be qualified 
according to the CENELEC railway application standards and to what extent the standards 
are adequate for such a task. The requirements for a software development platform are 
identified. But a software development environment also includes procedures, so the 
software quality assurance plan is also considered. Adherence to procedures and adequate 
qualification of involved personnel should also be demonstrated, but this is not specific 
for a software development environment, so it can be done separately. The method can be 
adapted to other application areas where similar standards are applicable. 
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1. Introduction 

Standard industrial control systems are typically used for safety critical applications and 
often have to be qualified in accordance with requirements given in IEC 61508 [1]. 
IEC 61508 is a generic standard for the functional safety of electrical/ 
electronic/programmable electronic (E/E/PE) safety-related systems. Right at the start, in 
Part 1, §1.1, it states that "a major objective of this standard is to facilitate the 

development of application sector international standards by the technical committees 

responsible for the application sector". In §1.2(j) it claims that it "provides general 

requirements for E/E/PE safety-related systems where no application sector standards 

exist". For railway applications, the European Committee for Electrotechnical 
Standardization, CENELEC, has produced a number of standards that address the 
functional safety of railway applications. To the extent that electrical, electronic or 
programmable electronic systems are involved, the CENELEC standards can be regarded 
as the "application sector standards" referred to in IEC 61508. This is the case for the 
family of standards EN 50126 "The specification and demonstration of Reliability, 

Availability, Maintainability and Safety (RAMS)" [2], EN 50128 "Software for railway 

control and protection systems" [3] and EN 50129 "Safety related electronic systems for 

signalling" [4]. It should be noted that the CENELEC standards have been resp. soon will 
be adopted as IEC standards 62278, 62279 and 62425 respectively. 

The objective of this article is to show how a software development environment can 
be qualified using the CENELEC standards as a sector specific implementation of IEC 
61508, and to what extent the standards are adequate for such a task. Sector specific
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implementations of IEC 61508 will of course deviate from that standard in their details, 
but IEC 61508 Part 1, §4.1, stipulates that "to conform to this standard it shall be 

demonstrated that the requirements have been satisfied to the required criteria..." In most 
cases, the sector specific standards simply claim compliance with IEC 61508, usually by 
making it a normative reference, but there is no well defined process for actually 
demonstrating compliance of a derived standard with IEC 61508. So what do we do if 
inconsistencies or contradictions are discovered? The simplest solution is to decide which 
standard shall have preference in case of conflict. This is not usually stated explicitly, but 
general practice is to give the application specific standard priority because it is better 
focused to the needs and problems of that particular application. However, it would be 
better to actually demonstrate consistency between IEC 61508 and application specific 
"derivatives". Not only would this facilitate removing inconsistencies (and the expensive 
discussions they generate), it would also contribute to the "high level of consistency ... 

both within application sectors and across application sectors" that IEC 61508 aims at. 
For railway applications, Nordland [5] has shown that the CENELEC standards 
EN 50126, EN 50128 and EN 50129 together represent the sector specific equivalent of 
IEC 61508, although they do have considerable room for improvement in this respect. 

Thus, qualifying a software development environment according to the CENELEC 
standards can be considered as equivalent to a qualification according to IEC 61508. 
Indeed, the software related contents of both IEC 61508 and EN 50128 are based very 
much on the same source, viz. work done by EWICS in the eighties [6]! 

2. The CENELEC Standards 

Of the above-mentioned railway application standards, EN 50126 is the top-level 
document that covers the overall process for the total railway system. It provides baseline 
information on the subject of RAMS and RAMS engineering, linking RAMS to Quality of 
Service. It identifies the elements of railway RAMS and "defines a process to support the 
identification of factors which influence the RAMS of railway systems". It then describes 
"the means to achieve RAMS requirements" and the concepts of risk, safety integrity and 
the fail-safe concept. 

It then goes on to define a management process based on a system life cycle that has a 
total of 14 phases, from Concept to De-commissioning and Disposal, with detailed 
descriptions of the objectives, inputs, requirements, deliverables and verification of each 
phase. Finally, it has annexes giving an outline of a RAMS specification, an example of a 
RAMS programme, examples of railway parameters, examples of risk acceptance 
principles and a guideline for responsibilities within the RAMS process. All of the 
annexes are "informative", i.e. they are not of a normative character, so compliance with 
them does not have to be demonstrated. 

EN 50129 requires that a safety case shall be submitted by a manufacturer and 
defines "conditions that shall be satisfied in order that a safety-related electronic railway 

system/subsystem/equipment can be accepted...", requiring a "structured safety 

justification document, known as the Safety Case". In the safety case, evidence of quality 
management, evidence of safety management and evidence of functional and technical 
safety shall be documented. Safety cases shall be assessed by an independent third party 
before the safety authorities should approve commissioning the system. The standard 
differentiates between “generic products”, “generic applications” and “specific 

applications”, requiring safety cases for each of them. 
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The underlying idea is actually fairly simple. It is assumed that railway applications 
are complex systems that consist of a number of less complex sub-systems that are 
configured to interact in a way that will fulfil the specified requirements. The sub-systems 
consist of even simpler "sub-sub-systems" that are configured to interact appropriately, 
and so the structure goes down until we reach a bottom level with "simple" products that 
cannot sensibly be subdivided further (i.e. we're not necessarily down to nuts and bolts). 
We start by "proving" that the simple products are safe, regardless of the configurations in 
which we use them. We then show that the configurations will be safe, provided we use 
safe products or configurations of products. And finally, we show that a specific 
configuration of explicitly identified products (or configurations of products) must be 
safe, because the (configurations of) products that it uses are safe, the underlying (system) 
configuration is safe and the way the products were incorporated into the system is safe. 

In this context, the Generic Product Safety Case (GPSC) will present the safety case 
for a product, regardless of how it is used, so that it can be deployed in a variety of 
different safety related applications. The Generic Application Safety Case (GASC) will 
present the safety case for an application (configuration of products) without specifying 
the actual products to be used as components. It will simply refer to the generic properties 
that the products should have. 

Finally, the Specific Application Safety Case (SASC) presents the safety properties of 
a particular combination of products in a given application. It will, of course, draw on the 
underlying GPSCs and GASC, but in particular, the details of planning and operation will 
be relevant here. In fact, EN 50129 prescribes “separate Safety approval ... for the 

application design of the system and for its physical implementation... ”, so there must be 
two SASCs: 

- A “SASC - Design” that presents "the safety evidence for the theoretical design of the 

specific application". 
- A “SASC - Physical implementation” that presents the safety evidence for “e.g. 

manufacture, installation, test, and facilities for operation and maintenance”. 

A more detailed discussion can be found in Nordland [7]. 

EN 50128 is the standard that handles the software specific aspects that are relevant 
for the two previously mentioned standards. It states that it "concentrates on the methods 

which need to be used in order to provide software which meets the demands for safety 

integrity which are placed upon it by these wider considerations". It specifies 
requirements for the entire lifecycle of software development, not just for the software 
systems themselves. 

The standard describes software safety integrity levels (SILs) and identifies 
requirements for personnel and their responsibilities, lifecycle issues and documentation. 
It gives detailed descriptions of objectives, input documents, output documents and 
requirements for software requirements specification, architecture, design and 
implementation, verification and testing as well as software/hardware integration, 
software validation, quality assurance and maintenance. It also addresses the concept of 
software configured by application data (e.g. "table driven software"). In annex A, which 
is normative, it provides criteria for the selection of techniques and measures, depending 
on the software safety integrity level. In Annex B, which is informative, it gives 
descriptions and bibliography of most of the techniques identified in annex A. 
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The underlying philosophy is that one cannot quantify the quality of software in the 
way that can be done for hardware. For hardware, failure rates and reliability figures can 
be produced, based on failure reporting or detailed analyses. These figures will be 
determined by amongst other things wear and tear on the one side, and corrective or 
preventive maintenance on the other side, but they usually only consider the effects of 
degrading in a phase where a constant failure rate can be assumed. 

For software it is assumed that it is not subject to degrading, i.e. its behaviour will not 
deteriorate as a result of continued or repeated use. Ideally, software should never be able 
to fail! But this of course assumes that it is error free from the outset, and since software 
developers are human, they can make mistakes that introduce errors. This will happen not 
only when they develop software systems, but also when they try to fix the errors that are 
discovered later ("software maintenance"). So it is necessary to apply stringent 
requirements to the processes and tools that are used in developing and maintaining 
software in order to minimise the likelihood of such mistakes. 

2.1 SIL – Safety Integrity Levels 

The CENELEC standards and IEC 61508 both use the concept of Safety Integrity Levels 
(“SIL”) to qualify just how stringent the requirements will be. SILs are defined in terms of 
hazardous failure rates, and there is a widespread misconception that this means the 
hazardous failure rates of the equipment that is achieving safety. This is usually wrong: 
SILs depend on the failure rates of a function, not of a piece of equipment that is part of 
the implementation of that function. In order to understand this, let us start with the 
concept of safety integrity: 

One of the fundamental laws of nature is Murphy's Law; if anything can go wrong, it 
will. So when we design a technological system to perform a particular, desired function, 
we have to include additional functions to compensate for Murphy. Take for example a 
transportation system. Its function is to move goods and/or people from one place to 
another. But because of Murphy, we need additional functions to prevent the system from 
damaging or destroying the goods, or from harming or killing the people. These are the 
safety functions. 

Now there are various ways of implementing safety functions. We can use 
administrative procedures, design properties, monitoring and control systems etc. For 
example, there must be two people to push the button and trigger off a nuclear attack, and 
they both have to go through a ritualised check list to make sure that they really are 
authorised to press that button. This ritual is an example of an administrative 
implementation of a safety function. 

As an example of a design based implementation of a safety function, stamping 
machines can usually only be operated with two hands, so the operator cannot get his own 
hand crushed on the job. And a simple grid can keep other peoples' hands away. 

And then we have those complex control systems that for example nuclear and 
chemical plants use. All these different measures for implementing a safety function can, 
and often are, used simultaneously. Together they constitute a safety system. 

There are cases where individual measures alone are not sufficient to implement a 
safety function, a combination is necessary. This is typically the case in complex control 
systems, where individual elements of the system are necessary but not sufficient for a 
safety function. For example, a pressure monitoring system will not be sufficient to 
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prevent a boiler from exploding, but it can be used to trigger a relief valve when the 
pressure exceeds a certain limit. So implementation of the safety function "prevent 
explosion" requires three measures: installation of a pressure monitor, installation of a 
relief valve and a communication between the pressure monitor and the relief valve. In 
this simple case, failure of one of the three implementation measures would result in total 
loss of the safety function. By using two relief valves, we would retain the safety function 
if one of the valves fails. 

Now safety systems are also subject to Murphy's Law, so we have to reckon with 
some of the implementation measures for a given function failing to work. This may not 
necessarily result in total loss of the safety function, because the loss of one 
implementation measure may be compensated by another (e.g. the second valve in the 
example above). In other words, the safety function may continue to work (possibly more 
weakly) in spite of partial loss of its implementation. This ability of a safety function to 
continue to be effective in spite of deterioration or loss of its implementation measures is 
Safety Integrity. 

From the above we can see that there will be different degrees of safety integrity, 
depending on how many measures we have, how effective they are, how vulnerable they 
are etc. Which degree of safety integrity we want will depend on what kind of risk the 
safety system is tackling and how willing we are to accept that risk. 

Take for example a motor car. One of its safety functions is the braking function. The 
purpose of the braking function is to reduce the car's speed so that we will not crash into 
walls, skid off the roads or mow down pedestrians. This function is implemented by a 
braking system, speed limits and limitations on the power of the engine. 

Another safety function is the "containment" function, whose purpose is to prevent us 
from falling out of the car while it is moving. It is implemented by the doors, safety belts, 
and the shape of the seats. 

Now if you were given the choice of driving through mountainous countryside with 
lots of serpentines in a car without brakes or one without doors, which one would you 
choose? From experience you know that you don't usually get flung against the doors 
every time a car drives round a bend, so you will assume that the chances of falling out of 
the car without doors in a serpentine are smaller than the chances of flying off the road 
with the brakeless car. So you'll choose the former. 

Now what you've just done is demand a higher level of integrity for the braking 
function, because you feel the risk that it tackles is greater than the risk that the 
containment function tackles. This, however, is equivalent to saying that you are less 
willing to accept the risk of braking failure. In other words, the safety integrity level you 
demand is determined by your willingness to accept the risk involved. 

The standards, both IEC 61508 and EN 50129, define four safety integrity levels, 
starting with SIL 1 (low) and going up to SIL 4 (high). SIL 1 functions will not be 
expected to remain effective as long as SIL 4 functions when things begin to break down. 
For completeness, a function with no safety requirements is classified as SIL 0. The 
standards associate a range of tolerable hazard rates (“THR”) with each SIL class, on the 
grounds that failure of a safety function need not always result in a hazard. So the 
tolerable hazard rate rather than the failure rate of the function determines the safety 
integrity level. Ultimately it’s up to the authorities to decide what they deem tolerable for 



Odd Nordland and Mary Ann Lundteigen 

 

 

80 

a given system, and then the SIL classification can be made. A more detailed discussion 
can be found in Nordland [8]. 

Determining the tolerable hazard rates for a railway signalling system is not a trivial 
task. But recent work (Løkberg and Skogstad [9]) confirms that the customary allocation 
of SIL 4 to a railway signalling system is not unreasonable. 

It must be stressed that SILs apply to safety functions, not to individual components 
or systems. However, it is customary to use dedicated systems to perform safety functions 
and then talk about e.g. a “SIL 4 system”. This however means that the requirements to an 
individual component of a “SIL 4 system” can be lower, so long as the overall safety 
integrity level of the function is achieved. 

3. Railway Signalling Systems 

Railway signalling systems control the signal lights and track switches between stations 
and within the station areas. Traditionally, signalling systems have been based on 
hardwired control logic in combination with physical field interlocks. Today, most 
hardwired logic has been replaced by software. This means that specific safety related 
requirements are posed not only on the hardware and software that is used, but also on the 
tools and methods for producing that hardware and software. Nevertheless, it should be 
borne in mind that the high SIL requirements on a product will not necessarily mean that 
similarly high demands will be made on the tools. Nobody would demand that a hammer 
used in building a bridge must have a steel shaft, just because the bridge has to be strong! 
But there will be demands on the quality of workmanship, and a good workman will 
hardly accept bad tools. 

4. Qualification of the Software Development Environment 

SINTEF was responsible for developing the technical safety reports for the generic 
application and a specific application as part of the corresponding safety cases for a 
railway signalling system. (The remaining parts of the safety cases were produced by the 
supplier. For more details see Nordland, Lundteigen and Bjertnes [10].) 

In addition, SINTEF was commissioned to qualify the software development 
platform, which was to be used in the project, against relevant requirements in EN 50128 
and EN 50129. This task is described in more detail here. 

SINTEF had performed an evaluation of a predecessor system (Benes and Onshus 
[11]) some years earlier. That analysis was performed before the relevant CENELEC 
standards had been adopted, so the requirements that the analysis was based on had been 
defined by SINTEF in a separate assessment. Those requirements were fairly specific for 
the system that was analysed, and adapting them to the new system did not appear to be a 
sensible alternative: the CENELEC standards had been adopted in the meantime, and they 
have considerably more comprehensive requirements for a software development 
environment than those that SINTEF had defined. 

EN 50129, table E.7, contains five recommendations for design and development of 
systems/subsystems/equipment, depending on the safety integrity level. Four of them are 
applicable to a software development environment, the fifth one is not. They are listed in 
the table below. "HR" means "Highly Recommended", "R" means "Recommended". 
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Table 1: Techniques/Measures from EN 50129 

Technique/Mea

sure 

SIL 1 SIL 2 SIL 3 SIL 4 

1. Structured 
design 

HR: design hierarchically 
broken down 

HR: design hierarchically broken 
down and fully traceable back to 
requirements specification including 
references between specification, 
design, circuit diagrams and 
application documentation 

2.
 Modular
isation 

R: modules 
of limited 
size, each 
module 
isolated 

HR: 
modules of 
limited size, 
each module 
isolated 

HR: use of fully validated, easily 
comprehensible modules of limited 
size, each module functionally 
isolated 

3. Formal or 
semiformal 
methods 

- R: computer-aided 

4. Computer 
aided design 
tools 

- R: computer 
support for 
complex 
designs 

R: use of tools which are proven in 
use or validated, general computer-
aided development 

5.Environmental 
studies 
(EMC, 
vibration 
etc.) 

R R HR HR 

EN 50128 specifies requirements for software design and implementation in its 
chapter 10,  gives detailed criteria depending on the software's SIL for the choice of 
techniques and measures in the tables A.12, A.13, A.15, A.17, A.18 and A.20 in its 
(normative) annex A and classifies them as “Mandatory”, “Highly Recommended”, 
“Recommended” or “Not Recommended” per SIL. Note that “Not Recommended” means 
that the standard not only recommends what one should do, it also contains 
recommendations for what one should not do! 

The standards do not give any explanation of what the difference between e.g. 
“Highly Recommended” and "Recommended" actually entails. It is left up to an assessor to 
interpret the various categorisations, and the widespread interpretation is that 
“Mandatory” techniques must, of course, be applied; if “Highly Recommended” 
techniques are not used, some justification should be given; for “Recommended” 
techniques neither use nor non-use need to be explicitly justified and “Not Recommended” 
techniques will certainly require substantial justification if they are used anyway. But 
there are also techniques and measures for which no statement is made, neither 
recommendation nor non-recommendation. For such techniques or measures it can be 
assumed that they are acceptable, but it is not clear how effective they are so some 
justification will probably be required. It is interesting to note that fuzzy logic (technique 
18 below) is such a case, i.e. it is not forbidden even for SIL 4! 

The techniques and measures are summarised in the following table 2: 
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Table 2: Techniques/Measures from EN 50128 

Technique/Measure SIL 1 SIL 2 SIL 3 SIL 

4 

1 Formal methods ... R R HR HR 
2 Semi-formal methods HR HR HR HR 
 2.1 Logic/Function Block Diagrams R R HR HR 
 2.2 Sequence Diagrams R R HR HR 
 2.3 Data Flow Diagrams R R R R 
 2.4 Finite State Machines/State Transition Diagrams R R HR HR 
 2.5 Time Petri Nets R R HR HR 
 2.6 Decision/Truth Tables R R HR HR 

3 Structured methodology HR HR HR HR 
4 Modular approach M M M M 
 4.1 Module Size Limited HR HR HR HR 
 4.2 Information Hiding/Encapsulation HR HR HR HR 
 4.3 Parameter Number Limit R R R R 
 4.4 One Entry/One Exit Point in Subroutines and Functions HR HR HR HR 
 4.5 Fully Defined Interface HR HR M M 

5 Design and coding standards HR HR M M 
 5.1 Coding Standard Exists HR HR HR HR 
 5.2 Coding Style Guide HR HR HR HR 
 5.3 No Dynamic Objects R R HR HR 
 5.4 No Dynamic Variables R R HR HR 
 5.5 Limited Use of Pointers R R R R 
 5.6 Limited Use of Recursion R R HR HR 
 5.7 No Unconditional Jumps HR HR HR HR 

6 Analysable programs HR HR HR HR 
7 Strongly Typed Programming Languages HR HR HR HR 
8 Structured Programming HR HR HR HR 
9 Programming language HR HR HR HR 
 9.1 ADA HR HR R R 
 9.1a Subset of ADA HR HR HR HR 

 9.2 MODULA-2 HR HR R R 
 9.2a Subset of MODULA-2 HR HR HR HR 

 9.3 PASCAL HR HR R R 
 9.3a Subset of PASCAL HR HR HR HR 

 9.4 Fortran 77 R R R R 
 9.4a Subset of Fortran 77 HR HR HR HR 

 9.5 C or C++ (unrestricted) - - NR NR 
 9.6 Subsets of C or C++ with coding standards R R R R 
 9.7 PL/M R R NR NR 
 9.7a Subset of PL/M with coding standards R R R R 

 9.8 BASIC NR NR NR NR 
 9.9 Assembler R R - - 
 9.9a Subset of Assembler with coding standards R R R R 

 9.10 Ladder Diagrams R R R R 
 9.11 Functional Blocks R R R R 
 9.12 Statement List R R R R 

10 Language subset - - HR HR 
11. Validated Translator HR HR HR HR 
12 Translator proven in use HR HR HR HR 
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Technique/Measure SIL 1 SIL 2 SIL 3 SIL 

4 

13 Library of Trusted/Verified Modules and 
Components 

R R R R 

14 Functional/Black Box Testing HR HR M M 
 14.1 Test Case Execution from Cause Consequence Diagram - - R R 
 14.2 Prototyping/Animation - - R R 
 14.3 Boundary Value Analysis HR HR HR HR 
 14.4 Equivalence Classes and Input Partition Testing HR HR HR HR 
 14.5 Process Simulation R R R R 

15 Performance Testing HR HR HR HR 
 15.1 Avalanche/Stress Testing R R HR HR 
 15.2 Response Timing and Memory Constraints HR HR HR HR 
 15.3 Performance Requirements HR HR HR HR 

16 Interface Testing HR HR HR HR 
17 Data Recording and Analysis HR HR M M 

18 Fuzzy Logic - - - - 
19 Object Oriented Programming R R R R 

On top of it all, EN 50128 also states “At software safety integrity level 3 and 4, the 

approved set of techniques shall include one of the techniques 1, 2 or 3 together with one 

of the techniques 11 or 12. The remaining techniques shall still be treated according to 

their recommendations”. None of those techniques is “mandatory”, since it is clearly 
legitimate to exclude some of them, but they are, of course, all “highly recommended”. 

For the purposes of qualifying the software development environment, it was decided 
to first determine which subset of requirements the environment actually fulfils, and then 
determine if it could be regarded as “suitable”. 

4.1 The Software Development Platform 

The software development platform is an integrated Windows 2000 Professional 
application for configuring and controlling industrial PLC based controller systems. These 
included a hardware platform for configuring a variety of processors, communication 
systems, power supply units etc., a compact digital control system and a modular system 
with interfaces to a variety of communication systems and protocols. The software 
development platform supports all five languages that are mentioned in IEC 61131-3 [12], 
namely Ladder Diagrams (LD), Instruction Lists (IL), Structured Text (ST), Functional 
Block Diagrams (FBD) and Sequential Function Charts (SFC). It uses a library of well 
proven predefined data types, objects, function blocks and modules. 

The manufacturer submitted complete documentation for the software development 
platform. The documentation contained not only user instructions for the various 
components of the software development platform, but also technical descriptions of the 
hardware components, their interfaces and instructions on how to program them, as well 
as recommendations for structuring a project and applying the development tools in an 
effective way. 

The software development platform did not, of course, fulfil all the requirements in 
EN 50128, but it provided active support for very many of them. The problem remained 
that since the software development platform allows the user a large degree of flexibility, 
the platform itself cannot force the user to follow specific recommended practices. Indeed, 
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an obstinate user could circumvent all the assistance the platform offers and still produce 
so-called "spaghetti code", even though this would be a fairly challenging undertaking! 

It should be noted that the software development platform includes extensive 
capabilities for testing (i.e. verifying) the software. However, a software development 
environment is more than just a platform. It also includes procedures to be followed 
during the software development, also before the platform can be used (e.g. during 
specification of the software). Therefore additional information about the procedures to be 
followed was required. This was contained in the applicable Software Quality Assurance 
Plan. 

4.2 The Software Quality Assurance Plan 

IEC 61508 splits safety integrity into two parts; hardware safety integrity and systematic 
safety integrity. The Software Quality Assurance Plan is a means of avoiding systematic 
faults and therefore increasing systematic safety integrity. Hardware safety integrity is 
defined in IEC 61508 as the part of safety integrity related to random hardware failures, 
while systematic safety integrity is the part related to systematic faults or failures. 
According to IEC 61508, random hardware failures are failures caused by degradation, 
while systematic failures are failures that can be related to a certain cause that may only 
be eliminated by modification of the design, manufacturing process, operational 
procedures or documentation. As previously discussed, software is not subject to 
degradation so only systematic faults are considered. Specification faults, software 
programming faults, design faults and procedural faults are typical examples of systematic 
faults related to software development. 

Systematic faults may contribute significantly to the unreliability of the safety system 
if preventive measures are not implemented. Systematic faults that may influence the 
safety integrity of a safety function are: 

• Incomplete identification of hazards and process demands 
• Incomplete Safety Requirements Specification 
• Incomplete or incorrect Software Safety Requirements Specification 
• Improper development platform 
• Improper Software Quality Assurance Plan 
• Improper follow up of the Software Quality Assurance Plan 
• Insufficient verification and validation of software 
• Insufficient personnel competence 

Fig. 1 shows how the systematic faults relate to some of the lifecycle phases.  The 
most severe systematic fault with respect to loss of systematic safety integrity is probably 
an incomplete safety requirements specification. The safety requirements specification 
consists of necessary safety functions and their required contribution to risk reduction. 
The safety functions have been identified based on an assessment of potential hazards, 
process demands and tolerable risk levels. The safety requirement specification may suffer 
from systematic faults due to an incomplete understanding of the hazards and the potential 
outcome upon process demands. 

A Software Quality Assurance Plan is intended to identify or describe work processes 
that prevent systematic faults in the phases of software safety requirements specification 
and software implementation. Proper use of the software development plan is an 



Safety Qualification of a Software Development Environment 

 

85 

important element, but also the competence of personnel and proper execution of 
verification and validation are crucial. 

The Software Quality Assurance Plan describes the life cycle for software in the 
project. It identifies requirements for application programs that are to be developed, both 
for generic and specific applications, and describes the structure and verification of such 
programs using formal methods. For each phase of the life cycle as defined in the 
CENELEC standards, it identifies the methods and techniques (from EN 50128) to be 
used for specification, architectural design, verification and testing, integration, 
assessment and maintenance of both safety-related and non safety-related software. 

 

Fig. 1: Lifecycle Phases Where Systematic Faults May Be Introduced 

Since many of these activities are independent of whether the software development 
platform is used or not, only those parts of the software quality assurance plan that were 
relevant for design and development were considered. This restriction was made, because 
it was only the software development environment that was being qualified, not the final 
software that was to be produced with it. 

The plan referenced the techniques and measures from EN 50128, explicitly stating 
whether or not they should be applied and in all cases explaining why. Thus it was fairly 
easy to determine which of the requirements for a software development environment 
actually would be fulfilled. Without those explicit references, it would have been 
necessary to extract the corresponding information from the text and possibly also detailed 
descriptions of the processes. That would have been quite a formidable task. 

4.3 People 

A complete software development environment not only contains tools and procedures, 
there are also people involved. Obviously, the software developers must be suitably 
qualified for their respective tasks, but there are also other, more subtle requirements 
involved. 

Having a set of rules and procedures to follow is no guarantee that they actually will 
be followed. Indeed, software engineers (“programmers”) still tend to regard themselves 
as artists creating something beautiful, and won’t let those “administrative morons” 
interfere with their art by imposing a lot of absolutely bureaucratic rules. So a safety 
culture is needed to counteract that attitude. The software engineers must understand that 
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the rules and procedures are in fact necessary and contribute to safety, and they must even 
start complaining if they feel there is something missing! 

On the other hand, the “administrative morons” must also understand the purpose and 
importance of the rules they have to impose. A safety culture must not be limited to the 
(software) engineers; management must be aware of the need for an effective safety 
culture and actively support the quality and safety assurance staff. 

However, these human factors are not specific to a software development 
environment; they apply to all aspects of producing safety related systems. They will 
therefore normally be covered by an overall safety assessment. Assessing these human 
factors was explicitly excluded from SINTEF’s task, so it was assumed that it had been or 
would be done by the safety assessor. 

Nevertheless, it should always be done somewhere. If a software development 
environment is to be qualified as a "stand-alone" system that can be used for a variety of 
different safety related projects, then the qualification of the personnel that is involved 
must be explicitly demonstrated. This will typically be done through an audit with special 
focus on qualifications and adherence to or enforcement of quality assurance routines. 

The difficulty here is that the standards do not say very much about competence. IEC 
61508 part 1 has some generic requirements in its annex B, but that annex is only 
informative. While there are specific qualification requirements for many varieties of 
engineering, there are no agreed standards for qualification of safety engineers, let alone 
for software safety engineers. There is some work going on in this field (notably by the 
Education and Training subgroup of EWICS TC7, see [13]), but we are a long way from 
anything resembling an agreed standard. So here again it is up to the assessor to make his 
own personal judgement. 

4.4 Results 

The combination of the software development platform and the applicable Software 
Quality Assurance Plan could be shown to fulfil all the mandatory requirements for SIL 3 
and 4, as well as the requirements 1, 2, 3 and 12 from EN 50128. Three of the four 
applicable requirements from EN 50129 are covered by sets of more specific requirements 
from EN 50128 and those corresponding requirements from EN 50128 were also 
fulfilled.: “Structured design” is covered by techniques 3, 6 and 8 in  
 
Table 1; “Modularisation” is covered by techniques 4 and 6 in  
 
Table 1 and “Formal or semiformal methods” is covered by techniques 1 and 2 in  
 
Table 1. The fourth applicable requirement from EN 50129, namely “Computer aided 

design tools”, is implicitly contained in several of the techniques in  
 
Table 1, amongst them 5, 7, 13 and 14. Indeed, nearly all the highly recommended 
requirements for SIL 3 and 4 were fulfilled. Those highly recommended requirements that 
were not fulfilled were deemed unnecessary, because they were simply alternative ways 
of doing an already covered task. 

The software development platform does not support formal methods, but the 
Software Quality Assurance Plan prescribed their use to verify the specifications. Semi-
formal methods include the use of function block diagrams and sequence diagrams, both 
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of which are supported by the software development platform. The systems to be 
developed were structured through the specification process, so a structured methodology 
was implicit from the outset. 

The ominous requirement 12 from EN 50128 is “Translator proven in use”. 
(Requirement 11 is “Validated translator”, which is clearly an alternative and not a 
supplement to requirement 12.) The software development platform uses a set of well 
defined and well tested library routines, and has been used in many non-safety related 
applications over a long period of time. Any errors in the translation from e.g. ladder 
diagrams to machine code would have been detected and rectified long before the system 
was used for safety related applications, so the requirement for a “translator proven in 

use” was clearly fulfilled. 

Thus it was possible to confirm that the development platform together with the 
software quality assurance plan fulfils the requirements that EN 50129 and EN 50128 
specify for tools to be used for producing SIL 3 or SIL 4 systems. Evidence of an 
adequate safety culture was covered by the work of the safety assessor, so the railway 
authorities accepted the software development environment as suitable for producing 
software for railway signalling systems. 

5. Conclusions 

The CENELEC standards can be used as a foundation for qualifying a software 
development environment as a contribution to systematic safety integrity. The task 
described in this paper is a single stone in a big mosaic. A software development 
environment consists of tools, procedures and people! Effective tools can help avoid most 
of the usual mistakes, and many of the unusual ones. Having a set of sensible procedures 
to follow will reinforce the effect, but rules can be broken, so a continuous enforcing of 
adherence to the procedures is also necessary. This will depend on factors such as safety 
culture, management awareness and personnel qualifications. 

The method for qualifying the software development environment is not specific to 
the railway application standards and could equally well be applied to other areas of 
industrial control. This will however require a degree of adaptation to the applicable 
standards. If there are sector specific standards, they should be conformant with 
IEC 61508 and the corresponding requirements for a software development environment 
can then be identified. If the sector specific standards aren’t compliant with IEC 61508, or 
if there are no sector specific standards, then IEC 61508 can be used. It contains 
requirements for a software development environment that are very much the same as 
those in the CENELEC standards, so the method described here can still be applied. 

One of the general shortcomings of IEC 61508 and its derivatives is that they restrict 
themselves to safety instrumentation. They exclude those sides of implementing safety 
that are based on e.g. static design properties (such as wall thickness) or administrative 
procedures. There is also no guidance on how to assess the qualification of personnel, so 
showing compliance with those standards alone is not sufficient. Qualifying a software 
development environment for safety related applications involves showing that the tools 
and procedures fulfil the applicable requirements from the relevant standards, but also 
demonstrating that the requirements for the people who are involved are also fulfilled. 

There are no agreed standards covering the qualification of safety engineers, although 
work has been started. The “people factor” was outside the scope of SINTEF’s task, so the 
result of SINTEF’s work includes a reservation: adherence to the procedures and 
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deployment of suitably competent personnel must be demonstrated, and then the whole 
software development environment can be deemed adequate.  Demonstrating that 
procedures are followed and that personnel are suitably qualified is not specific for a 
software development environment and can – and most often will – be done as a separate, 
generic task. Only when that task has also been done can one claim to have a fully 
qualified software development environment. 

It was pointed out in section 4 that SINTEF’s task was restricted to qualifying a 
software development environment, not the software systems that would be produced with 
it. To what extent such software systems themselves will satisfy the requirements for a 
given safety integrity level depends on more factors than just on how the software 
development environment was used. Simply following the standards is never a guarantee 
that the result will be safe, although it certainly increases the likelihood! Using a qualified 
software development environment is a necessary, but not a sufficient step in creating safe 
software systems. 
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