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Abstract: The paper is focused on the programmatic description of a powerful procedure
for Safety Management intended for new technical installations and complex processes. It
shows elements of three different proposed documents describing this procedure and high-
lights advanced methods useful to perform the concurrent activities necessary. The inter-
relation between the meaning of safety and risk is touched as well as specific tools for
probabilistic risk quantification. Finally, related standards and a large spectrum of refer-
ences are given. Thus, the paper does not present R&D work in the field, it should stimu-
late understanding and the application of a sound procedure for safety management and
the related decision making for all types of technical products, plants, installations and
processes.
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1. Introduction

The man made technology has considerably changed our world. Technology promotes in-
creasing freedom, more wealth and peace. But it demands to treat the environment, re-
sources and the safety aspect very carefully in order to shape the technology and the fu-
ture welfare of the human beings. We know it well that the technology is not free from
risks and absolute safety is not at all possible. Daily, we experience accidents involving
loss human lives and property all over the world. Everyday, we hear of accidents involv-
ing road traffic, air traffic, mining industry, process industries, space programmes, nuclear
establishments and even at home, we have a large number of incidents and accidents. The
ongoing endeavour of all individuals working in the area of the safety engineering helps
us to reduce the number of the accidents relative to the number of the considered units or
the capacity over a period of time. This is statistically validated for most of the industries
(see example in Fig.1).

Considering the history of accidents and the investments in safety engineering in vari-
ous industries, we can observe the paradox that investments made are usually reactive,
just after an accident occurs and not proactive, or preventive to avoid accidents and dam-
ages as best as we possibly can. This is valid in case of Piper Alpha (offshore industry),
the Challenger and Space Shuttle disaster (space industry), Bhopal and Seveso catastrophe
(process industry), Harrisburg and Chernobyl accident (nuclear industry), Flixborough
and Eschede train disaster (railway industry) etc.



Peter Kafka316

Safety, defined as the freedom of unacceptable risk, is per definition a vague term to
build and to operate a technical entity in a satisfying way. Much more adequate is the term
risk, because it is given by two clear defined components: the consequences of an unde-
sired event and the probability of its occurrence [1-7].

Fig.1: Traffic and Accident Trend versus Years [8]

However, the term safety is in public opinion a positive aspect, but the word risk is a
negative one. This human’s attitude is the drawback for safety engineers to establish
worldwide adequate risk management activities to turn investments to a safer world for
tomorrow.

Traditional engineer’s education teaches up to date risk management only in a modest
scope. The regular engineer will be trained to realize the "function" of a product, an instal-
lation or a process. The safety engineer, vice versa, must think about it how this function
can fail and therefore which safety measures are required and adequate to install for fail-
ure prevention.

To learn this way of thinking, we need normally "training on the job" and conferences
like this one. Only based on that conditions safety engineers can widen their know-how
and can keep pace with the ever more complex technical world.

Realising the problem of the general term “Safety” in the context of this paper, the is-
sue “Safety Management” is understood as a more specific endeavour described usually as
“Risk Management”.

A large volume of literature is published related to “Risk Management”. Financial
risk, project risk, health risk, technical risk, and last but not least, gambling risk are evalu-
ated and treated to great extent. It is worth to say that in the context of this paper the tech-
nical risk lies in the focus.

Considering publications related to technical risk management one can observe that
the ideal, classical and prospective management process for new entities (this term is used
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for products, installations, plants, transport systems, processes) consisting of four main
steps:

 Risk goal setting,
 Transformation of the risk goal into the considered entity,
 Proof of the compliance of the risk of the real entity with the goal setting,
 Controlling the risk of the real entity throughout the life cycle is widely missing,

and therefore activities to overcome this limitation should be steered.

Obviously, much work is performed related to existing entities to assess and control
the inherent risk. However, this retrospective process is not in the context of this paper.

2. Learning from the Past

Risk Management should be a living mission at each technical installation or complex
process. Therefore, it is continuously required to ask, “What can go wrong?” and to adopt
adequate safety measures to cope with the identified undesired events. Also the gaze over
the own entity-fence could be very beneficial to recognise causes and consequences of
event scenarios occurred at similar entities somewhere.

Such information represents the lessons learned from the past which enables to look
predictive into the future.

Many organisations have installed data collection or diagnose systems and are storing
the data in data banks from abnormal events, incidents, near misses, precursors and acci-
dents for evaluation and further utilisation [9], [10].

However, it is not sufficient to collect verbal information only. Also specific data
should be collected (e.g. the size of a considered population) that enables to generate sta-
tistical information (e.g. hazard rates or failure rates) for risk quantification.

The information technology available today makes this knowledge accessible to all
individuals interested in it. Decisions can so actually be supported in the arena of risk
management by the evidence at the “real world”. Information pooling in the heads of a
privileged caste is not appropriate in the vital field of safety engineering.

It is a shame that many organizations classify risk information as their own property
and conclude that the publication of risk information is damaging their position at the
market place. As experienced, it is much more serious, if the public requests risk informa-
tion and this demand would not be satisfied. Thus, an entire industry branch can be stran-
gulated or collapse as a result of such a public relation policy.

Important lessons learned show that significant incidents within industrial products
are normally event sequences across the intermeshed system and function structure. To-
day’s products (e.g. motorcars, power/process plants) are complex and many functions are
interconnected via electronic bus systems using perhaps specific sensors for different elec-
tronic controller units to generate the output for all the actuators. Thus, a given initiating
event may start a propagation of events into various system functions. A cause - conse-
quence sequence can be the serious result. To identify and analyse such complex scenarios
is today’s challenge for reliability engineers.

Remarkable is also that legal aspects (e.g. product liability) influences more and more
industrial sectors (e.g. transport systems, like vehicles, trains, ships) to perform risk as-
sessment for their products. However, the widely used Failure Mode and Effect Analysis
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(FMEA) can not satisfy the modelling requirements for risk assessment. In other words,
the FMEA is required but not sufficient.

3. Proactive for a Safe Future

Risk is an inherent characteristic of all technical installations and processes. It has a
dominant impact upon safe operation and economically effectiveness. It is, therefore, im-
portant that adequate risk management achieves satisfactory level of risk.

However, there exists a worldwide discussion about the “satisfactory level” of risk re-
spective the question: “How safe is safe enough?” Nevertheless, for various industries in
some countries (or internationally) global safety goals are established (e.g., [11-14]).

In short, there exist three main philosophies for establishment of safety respective risk
goals. Firstly, a new technology or product must be - at least – on the same safety level as
an existing product (e.g. the French GAMAB principle), secondly, the contribution of the
new technology to the overall risk level given in human life should be not larger than a
given fraction as established (e.g. MEM concept, U.S. NRC policy [13]), and thirdly, the
required risk level should be as low as reasonably practicable (U.K., ALARP principle)
considering a balance between risk and investment [46].

To ensure that this level of risk is achieved, realistic requirements shall be set and an
agreed risk management process follows. This process shall reflect continuous and evolu-
tionary approach to the achievement of safety, with the management of the safety activi-
ties being an integral part of project activity, from the design phase throughout all phases
of the life cycle of the entity [15-25].

The term risk should not be confused with project management risk (i.e. risk to costs
and timescale) and financial risk in a gambling process. However, it should be noted that
proper and timely application of risk management will reduce also the project risk for en-
tities requiring a safety license prior to go in operation.

Risk management can be subdivided into the following valuable documents and the
respective managerial and technical activities required throughout the life cycle of an en-
tity:

Document 1: The Global Risk Strategy
Document 2: The Risk Management Program
Document 3: The Risk Management Plan

These three documents are describing in the course of risk management the main
goals, the required activities and the results gained. They have to be worked out by differ-
ent parties within the establishment and can be characterised as documents followed by
actions “starting from global aspects going towards detailed elements”. (Remark: Some
Standards are calling Doc 2 and Doc 3 together as “Program Plan” (e.g. [18])).

As it declares, document 1 has to be established and inaugurated by the top manage-
ment of the establishment using all their competence and power. It can be generic that
means the strategy would be binding for a given type (series) of entities. Document 2 has
to be established and implemented mainly by the project group for a given entity, and
document 3 has to be established and the concurrent actions executed by the reliability
and safety experts organised at the different working teams.
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Document 1 has to be available at least in the beginning of life cycle (e.g. design
phase); document 2 and 3 will be a living one with competition over life cycle, dependent
from the increasing information concerning the entity.

Thus, in other simple words, the three documents describe “what is why and how to
do” and which are the results of the concurrent actions. In this sense the documents dem-
onstrate the qualification and the willingness of the establishment next to third parties to
be an organisation of excellence related to the essential topic “safety”.

In the following Table 1 for each of the three documents the main elements and the
concurrent actions across the expert teams are shown.

Table 1: Skeleton of Risk Management Documents and Concurrent Activities

Document Main Prescriptive Elements Concurrent Actions
Global

Risk

Strategy

Which global risk strategy is given to the estab-
lishment?

How is the global risk goal fixed?
How will the inauguration process run?

 Establishing of the global risk
goal

 Inauguration of the risk strategy
within the establishment

Risk

Management
Program

Which activities are planned to fulfil the global
risk strategy

How is the global risk goal appointed to the
various local risk targets?

Which risk information has to be provided?
Which resources are required and spent for

achieving the risk goal?
Which methods and tools should be used in the

course of the risk management?

 Doing the apportionment of lo-
cal risk targets on the various
system levels of the entity

 Providing all the required re-
sources

 Managing the interrelation be-
tween main contractor and sub-
contractors

Risk

Management

Plan

How is the transformation of the local risk tar-
gets into the design and construction of the en-
tity treated?

How is the proof of all the local targets and the
global goal executed?

How is the operational / field experience used?
Which data are required and used?
Which methods are definitely used?
How is the interaction between system operation

and maintenance?
Which maintenance actions are required?
How will the risk be monitored throughout the

life cycle

 Providing the design rules to the
relevant designers

 Doing data acquisition
 Doing sub tasks like Human Er-

ror Analysis, Common Cause
Failure Analysis, Software and
Structural Reliability Analysis

 Doing the evaluation of the local
risk values by adequate system
modelling e.g. by fault trees

 Doing the proof of the global
risk goal by adequate system
modelling e.g. via a PSA model

 Summarize risk information re-
sults

 Install and use an adequate com-
puterised risk monitoring system

It should be reminded good risk management requires always two important activi-
ties:

 to write down why and how is safety treated within the establishment, and
 to execute the required actions to satisfy these aims and to document the results.
In the doing list one of the most important action is the risk (reliability) allocation

process. Using a top-down approach, it is required to break down the global risk goal into
the various local risk targets at the different levels of the entity (see Fig. 2)
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Fig. 2: Basic Principle of Risk Target Allocation and Risk Goal Proof

As a practical assumption it can be performed linearly because in a complex system
not any analytical solution is possible (caused by the multi-parameter problem). If the sys-
tem is realised and all the information about e.g. the failure rates is available the check
back for compliance with the global risk goal is possible and required. This is a bottom-up
process. The basic principle for these explained top-down and bottom-up process is shown
in Fig. 2.

In practice, these two processes normally require iterations to overcome the problem
that the first assumption for risk target allocation was perhaps inadequate.

It is well known that the amount of information available regarding the entity is
growing over the life cycle. Consequently, various actions and tasks required in the course
of risk management have to be updated over time. In other words most of the actions have
to be repeated during the different steps of the life cycle dependent from the facts and data
required for the analysis respective available from entity’s life cycle status.

A classical example is the availability of component specification for failure rate ap-
pointment. At the beginning of life cycle the “type” of component is available only (e.g. a
pump, valve, or a vessel). Afterwards, the settled component specification with all its
characteristics (size, power, material, etc.) requires perhaps a re-selection of the most ap-
propriate failure rate.

The following Fig. 3 should illuminate this progressing updating process versus life
cycle of the entity.
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The essence of the ideal risk management process is to perform within each state of
the life cycle of an entity the three basic tasks:

 Goal setting
 Embedding / transformation of the goal into the entity
 Proof of the compliance between goal and reality

Fig. 3: Progressing Risk Management Process Tasks versus Life Cycle of an Entity

Obviously, this process can be performed in the design phase not so detailed and ac-
curate because the systems information is sparse. Later on, if the information related to the
entity is increasing the results of the process will be more matured.

4. Using What We Have

Nowadays, a well prepared tool box is available to work out all the systems analyses, the
data base acquisition and the risk estimation including all the associated actions, like hu-
man error prediction, common cause failure analysis (CCF), the evaluation of software
impact, the analysis of structural reliability, the consideration of external events (e.g.
Domino effects), and the estimation of the managerial aspect within the organisation [12],
[11], [26-29].

Looking around we can realise that the knowledge and use of this tool box across in-
dustries and countries are enormously different. Some industries in some countries are
very well prepared and active to use it as best for the risk management. And vice versa,
some industries in some countries are just in the beginning of utilisation of risk manage-
ment specifically for licensing procedures (e.g. process industry in France, Germany and
Austria).

Especially the position and attitude related to risk quantification on the basis of the
probability theory varies widely. In some countries it is regulated by the governmental
bodies (e.g. in The Netherlands, in Switzerland, in USA, in Great Britain [30], [31], [26],
[32], [13]). In some other countries the legal position is very inhomogeneous related to the
different industrial sectors.

Personally, I would say, for a soundly based safety assessment of a given technical
entity or a complex process and for the realisation of safe operation of such an entity, we
require modern risk management based on probabilistic risk quantification. There is not
any other option on the horizon. We experience many good examples which support this
statement (e.g., [30-33], [47], [48]).

Progressing Tasks in all LC states:
1) Goal Setting, 2) Embedding, 3) Proof

Design Construction Operation Reuse
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Observably, to estimate and to assess the safety level by checking of the deterministic
design rules and standards without any risk quantification is very helpful but it is not suf-
ficient related to the state of knowledge and the problems questioned.

It should be stressed that probabilistic risk quantification is not an alternative ap-
proach to the traditional deterministic approach; the probabilistic one is an extension of
the deterministic approach. This is explained by the facts that more essentials are consid-
ered (e.g. design, construction and operational facts, human factors, environmental and
managerial aspects) and more information is created and displayed for the decision mak-
ing process (i.e. the standard conformity plus the risk figures).

In the following one valuable analysis tool will be described in more detail. It is a
combined approach, called Probabilistic Safety / Risk Assessment (PSA / PRA), normally
adopting Failure Mode and Effect Analysis (FMEA), Fault Tree Analysis (FTA) and the
Event Tree Analysis (ETA). With the help of these main analysis tools we are able to
model realistically large entities and processes to answer three main questions:

 What can go wrong?
 Which are the consequences?, and
 What are the frequencies to occur these consequences?

If these questions are answered adequately, we know the elements describing risk,
namely, the consequences and the frequencies. It should be stressed, the question 1) is
significant because risk is composed by many possibilities of undesired events and there-
fore incompleteness in answering question 1) is always an underestimation of risk.

The PSA type of risk quantification originates from Nuclear Technology, and it is
there broadly used in a very advanced version [33-37], [27]. Some industries in some
countries (e.g., offshore industry in Norway and U.K., the process industry in The Nether-
lands) call a very similar but simpler type of risk quantification “QRA” (quantitative risk
assessment; see e.g. [38]).

This type of analysis usually starts with the assumption of an initiating event, like a
pipe break, a fire, or an explosion. However, within a QRA, normally, it will not be ana-
lysed by systems analysis all the causes which trigger such an initiating event. The main
interest is to estimate the consequences of the assumed initiating event, the harm to hu-
mans and environment, and to assess their frequencies. Analysing an entity in this way,
the identification of the most effective safety measures to avoid initiation events is very
limited.

The following Fig. 4 displays the basic principle of the PSA analysis structure and
shows the interrelation of the combined analysis tools, ETA, FTA, and FMEA.

Starting from an Initiating Event (IE) all the scenarios are identified in form of an
event tree which can lead to undesired consequences, and for the IE, all the causes are
identified via a fault tree which can lead to the IE. The event tree is “switched” (Yes or
No) via a fault tree which defines the probability for the Yes or the No (function/failure)
path. All the basic events for the fault trees are identified via an FMEA.

Large PSA models can consist of approximately 15 event trees and each of about 15
large fault trees. Thus, an entire model can ends up on about 5.000 interrelated function
elements (basic events).
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Initiating

Event
Causes Consequences

Fig. 4: Basic Principle of PSA Analysis Logic

This type of combined method can be labelled (very simplified) as a “Bow Tie” ap-
proach (see Fig. 5).

Fig. 5: Simplified “Bow Tie” Approach

Evidently, such system models can not be built and quantified without the means of
PC programs. Today’s commercial programs, like Relex®, Item®, RiskSpectrum®,
Cafta®, Safire®, FaultTree®, etc., are able to handle many event trees, a large number of
fault trees, and finally, a few thousands of function elements (basic events), and to execute
all the probabilistic risk quantifications.

Advanced programs are modularised which helps to perform different types of analy-
ses based on the same set of basic data input representing the layout of the entity. Thus, an
FMEA, an ETA, an FTA and perhaps a Markov analysis can be executed by clicking on
the various modules. Obviously, the specific system data needed for a given module have
to be inserted into the program by the user case by case.
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Some of the programs are positively tested in a benchmark project (e.g. by an EC initia-
tive) and therefore the user can trust on the programmed formulas and the program syntax.

It is well known that the toolbox for risk management contains the PSA technique as
well as some other recognized methodologies to analyse safety cases and / or to support
specific risk management issues.

Sure, the deterministic calculation of the physical behaviour of the system and the es-
timation of the undesired consequences caused by e.g. a loss of cooling, a pipe break,
leak, fire, explosion, etc. need also matured computer programs and experienced users.

The following list highlights alphabetically some additional tools relevant for the dis-
cussed sector (see also [39-45].

 Block Diagram Method
 Failure Mode and Effect (and Criticality) Analysis (FME(C)A)
 GO Methodology
 Graph Methods, like Petri Nets and Markov Chains
 Hazard and Operability Study (HAZOP)
 Human Factor Analysis / Task Analysis
 Preliminary Hazard Analysis (PHA)
 Sneak Analysis
 Structural Reliability Assessment
 Zonal Analysis

For all these methodologies various PC programs are available. But a warning is
given that the basic principles and user-friendliness realised in form of the programs,
should be checked carefully before using it for the vital analyses in the course of risk
management. To assess the safety level of an entity using a “black box” should be
avoided.

Obviously, most of the listed tools are developed to perform an analysis for a specific
question. Thus, the general discussion, which tool is the most appropriate for risk man-
agement of an entity is meaningless; the open question defines the utilisation of the vari-
ous tools for a given case!

Looking across industries, which tools are mainly used for specific questions, one can
observe an interesting situation. On the one hand the real system functions are highly in-
termeshed, and on the other hand, the used tools are often not adequate to model this func-
tional network. This is valid e.g. for the FMEA/FMECA and the FTA, if they are applied
in the traditional fashion.

The nuclear and nowadays the space industry have acknowledged these weaknesses
firstly and therefore they have developed and successfully applied the “combined meth-
ods”, e.g. the PSA/PRA (see mainly in [27], [38], [48]).

As mentioned above, the functional network in modern products (e.g. motorcars,
trains, aircrafts) results from the design weakness that the various system functions are
normally not separated hierarchically but interconnected more or less randomly (e.g.
cost/space effective). Therefore, the entire system is very sensitive for failure propagation.
And for this type of system behaviour the combined method PSA, consisting of FMEA,
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fault trees and event trees, are more adequate to integrate such a behaviour as to model the
system with more or less “independent” FMEA’s and fault trees.

Obviously, if the system behaviour is integrated in one large model one can study and
analyse much better failure propagations and the failure importance.

To some extent the traditional organisation of function units in companies is hinder-
ing to build integrated system models because a strong team work across function units is
mandatory for PSA analysts.

5. Pinpointing Issues at the End

 To design a safe entity and to operate it safely is of vital interest today [49];

 Not any entity can be 100 % safe; risk is inherent in all entities;

 Safety respective Risk Management is the proactive challenge to realise a tolerable
risk level and to control that risk level during the life cycle of the entity;

 A tolerable risk level should be fixed in advance as a requirement for the design of
the entity;

 The given risk level of the realised entity should be quantified by probabilistic risk
assessment and the compliance with the tolerable risk level has to be engineered by
adequate safety measures;

 The given risk level has to be controlled throughout the life cycle by operational
measures and adequate maintenance activities;

 This comprehensive process visualises proactive the main risk contributors and
therefore offers the road map for the most effective engineering effort and risk
management actions;

 The probabilistic risk assessment is not in competition to the deterministic ap-
proach; it is a powerful extension of the traditional way of thinking and doing;

 The utilisation of quantitative risk assessment is permanently growing across indus-
tries; however, in some related standards (e.g., [44]) the essential issues for quanti-
tative risk management are treated very vaguely;

 Industries, like Automotive, Railway, and Process Industry are very active today to
extent the traditional safety approach (based on e.g. established norms, FMEA’s,
HAZOP’s) by a quantitative risk management. But the experts working in the tradi-
tional fields often hinder the transformation of the advanced approach into practical
working processes.

 Many industries are too restrictive to spend adequate recourses for risk manage-
ment and they underestimate the possibility to experience an incident in the own in-
stallation and the related costs for loss of image and loss of production lines;

 Examples show that costs for warranty and recalls are tremendous (e.g. in motorcar
industry). Thus, recourses spent proactive for identification of risk problems in the
design stage would be an effective investment to minimise these costs;

 Methods and tools for a modern risk management are available; disappointing if the
required resources are not spent by the industry;
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 Today’s system/function networks realised in most of the products requires a turn
form the application of single “independent” analysis tools toward to “integrated”
modelling methods;

 The data / analyses paradoxes which says: “no data available no analysis achiev-
able - no analysis required no data collection starts” has to be broken down step by
step;

 Raw data normally available in all the industries. The bottle-neck is the evaluation
of this bulk of raw data with respect to reliability characteristics like failure rates,
repair rates, repair times, etc.;

 Safety cases are very different across industries. Therefore, procedures for the re-
lated PSAs and QRAs cannot be picked up from “cookbooks”. The experts should
have “safety instinct” and should be honoured as the “modellers of the real world”;

 Education at universities for safety engineering is very limited and therefore ex-
perts in the field are rare, but training on the job would overcome this situation;

 Co-operations between experts working in the field are of great benefit for know-
how transfer and peer reviews of risk management efforts, and last but not least, for
individual satisfaction throughout the daily business;

 A very useful extension of this type of paper would be the collection and discussion
of real ongoing examples of safety/risk management in different industrial sectors
to steer cross fertilisation and to identify weaknesses somewhere. Such type of
study would support today’s industry significantly because there is a serious trend
to consider only methods and activities applied in their own industrial segment.
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