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Abstract: This paper describes the use of a Bayesian network to assess the achieved reliability
of a software package as part of software reliability assurance. For better discrimination, the
Bayesian network that is developed has as its performance node the software unreliability
achieved, i.e., the probability that the software will fail to carry out a critical function or
critical task. The Bayesian Network that is developed is useful for monitoring and tracking the
software reliability that is being achieved, not after the software has been developed, but as
the software package is being developed. This allows the project to be effectively modified to
improve the software. The output failure probability prediction can also be used in
Probabilistic Risk Assessments (PRAs).

Bayesian networks are well established as monitoring and predictive models and
software packages are available for implementations. The application of Bayesian networks to
software reliability represents a renewed approach at NASA to quantify software reliability as
part of software reliability assurance. What is also new is the formulation of the approach in
such a way as to be useful for safety and assurance engineers. The focus here is therefore on
the construction of the network and its inputs that can subsequently be evaluated using any
available software. The Bayesian network developed here utilizes project characteristics,
software and quality control metrics, and software performance tests. Both qualitative and
quantitative information are used. Generic information is initially used and then refined to
update the monitoring of the progress of the project. Test data is used to not only refine the
performance assessment but to identify potential, further tests needed. The final results that
were obtained were verified with other assessments and experience.
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1. Introduction

Four basic types of information can be identified that can be used to construct an
indicator of the projected reliability, or equivalently, the projected failure probability of a
piece of software being developed - 1. Prior Information, 2. Project attributes, 3. Metrics, and
4. Performance data [1-3]. These basic types of information can also be termed basic factors
that influence the quality of the software product and that can serve as inputs for an indicator
of the software’s achieved failure probability and achieved reliability.
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The first factor involves initial information used to estimate the prior probabilities for the
different possible levels of the software failure probability indicator. As is standard in
Bayesian predictions, the prior distribution gives the initial, estimated probabilities for
different possible levels of the achieved failure probability of the software that is being
developed. These different levels can be qualitative, such as “High”, “Medium”, and “Low”.
They can also be quantitative such as numeric values or ranges. If a commercial software
package is used to construct and evaluate the Bayesian network, then the prior probabilities
that are assigned are generally either discrete probabilities or are represented by a normal
distribution. The prior probabilities of different achieved levels are based on general features
of the software and on past experience with this type of software and the organization.

The second factor, project attributes, includes characteristics of the project under which
the software package is being developed. To be useful as predictors of a software reliability
indicator, the project attributes should have bearing on the reliability, and alternatively the
failure probability, of the software that is being produced. Such project attributes include the
design specification’s attributes, the attributes of the personnel involved, attributes of the
software development process, and attributes of the quality control process.

The third factor involves metrics of the software characteristics and project performance.
These metrics can include metrics of code complexity, such as number of lines of code and
structure complexity, metrics of reusability, object-oriented metrics, and metrics on checking
procedures used. The metrics can also include those collected on the progress of the project,
such as metrics showing adherence to plans, schedules, and costs. See also references [3-5].

Finally, as the software package is tested and operated, software performance data, which
is the fourth factor, is used to further update and revise the indicator of the achieved software
failure probability. Performance data can include data on defects identified and data on
software faults observed versus number of tests and run time. In assessing performance data,
the coverage and applicability of the test or operation needs to be included.

2. Bayesian Networks to Predict Software Failure Probability

A Bayesian network can be constructed to graphically show the roles of these various
factors in monitoring and predicting the achieved failure probability of a software package [6-
12]. These references also describe computer packages that can be used to evaluate the
Bayesian network. The focus here is on the construction of the Bayesian network, or Bayesian
net, for practical applications. The Bayesian network provides a framework for integrating
different information sources to monitor and project the software failure probability achieved.
The Bayesian network is graphically similar to other networks used in engineering
assessments. It is termed a “Bayesian” network in that a Bayesian probability methodology is
used to estimate and update the probabilities of the nodes of the network. A Bayesian network
for software applications is shown in Fig. 1.

The top node consists of the prior assessment for the software failure probability level
that will be achieved. The node at the left consists of the project attributes and software
attributes that are used to assess the software failure probability level that is achieved. The
node at the right represents observed software and project metrics that are used to assess the
software failure probability level achieved. Finally, the bottom node represents performance
data from software tests and operations that are used to assess the software failure probability
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level. Directions of the arrows represent flows of the evidence. The arrow to the software
failure node from the prior information indicates that the prior information is used to initially
estimate the software failure probability level that will be achieved. Arrows from the software
failure node to receiving audit nodes indicate that these nodes are used as audit and diagnostic
nodes to revise the software failure probability assessments.

Software Reliaibility
Software Failure

Probability

Prior
Inform ation

MetricsAttributes

Perform ance

Fig. 1: A Basic Bayesian Network for Monitoring Software Failure Probability

The above network is a basic, skeletal framework, where each node can represent
multiple variables for the given factor. For example, the attributes node can consist of the
following more detailed factors:

 Quality of design specifications
 Quality of personnel involved
 Quality of the software development process
 Quality of the software architecture
 Quality of the quality control program.

The Bayesian network below is a more detailed network that was constructed for assessing the
achieved software reliability in a particular software development project. Bayesian networks
can be arbitrarily complex. However, there is always a tradeoff between the complexity of the
network and its usability by a safety and assurance engineer. For this application, the Bayesian
network constructed below was found to be adequate for effectively monitoring and assessing
the software reliability that was achieved.

In the network of Fig. 2, there are three project-associated attributes, the software design
specifications, the personnel involved in development of the software, and the quality control
program instituted in producing the software. As shown on the right, there are two software-
associated metrics, the code complexity that includes reusability, and audit findings, which
includes specific audits and inspections performed on the program and software as part of the
software assurance program. As identified by the middle bottom node in the above figure, test
data is finally collected as part of the performance monitoring. Defined levels for the nodes,
prior estimates for the possible software failure probability levels, and assigned conditional
probabilities that were used in the application are shown in the Table 1. The rationale for these
is described in the following:
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Fig. 2: A Network for a Software Failure Probability Monitor
Table 1: Levels and Assigned Probabilities for the Application

S o f t w a r e F a i l u r e
P r o b a b i l i t y H ig h M e d iu m - H ig h M e d iu m - L o w L o w

P r i o r 0 . 1 0 . 3 0 . 3 0 . 3

D e s i g n S p e c s
W e l l - d e f in e d 0 . 1 0 . 2 0 . 6 0 . 8
S o m e g a p s 0 . 1 0 . 3 0 . 3 0 . 1

V a g u e 0 . 8 0 . 5 0 . 1 0 . 1

P e r s o n n e l
E x p e r i e n c e d 0 . 1 0 . 2 0 . 6 0 . 8

S o m e e x p e r i e n c e 0 . 1 0 . 3 0 . 3 0 . 1
L i t t le e x p e r i e n c e 0 . 8 0 . 5 0 . 1 0 . 1

Q u a l i t y C o n t r o l
C o m p r e h e n s i v e 0 . 1 0 . 2 0 . 6 0 . 8

M o d e r a t e 0 . 1 0 . 3 0 . 3 0 . 1
M in im a l 0 . 8 0 . 5 0 . 1 0 . 1

C o d e C o m p l e x i t y
H ig h 0 . 7 0 . 5 0 . 5 0 . 3
L o w 0 . 3 0 . 5 0 . 5 0 . 7

A u d i t F i n d i n g s
H ig h m a r k s 0 . 1 0 . 2 0 . 5 0 . 7

M e d iu m m a r k s 0 . 2 0 . 3 0 . 3 0 . 2
L o w m a r k s 0 . 7 0 . 5 0 . 2 0 . 1

T e s t D a t a
L o w f a i l u r e r a t e 0 . 1 0 . 1 0 . 6 0 . 8

M o d e r a t e f a i lu r e r a t e 0 . 1 0 . 6 0 . 3 0 . 1
H i g h f a i l u r e r a t e 0 . 8 0 . 3 0 . 1 0 . 1

The possible software failure probability levels also were related to numerical ranges for
possible future calibration and validation for potential use in future reliability and risk
assessments. These ranges are shown in Table 2.

Table 2: Numerical Ranges Corresponding to the Failure Probability Levels

The conditional probabilities in Table 1 are in the associated column for a given software
failure probability level. For example, for Design Specs, if the achieved level of the software

Software Failure
Probability Level High Medium-High Medium-Low Low

Numerical Range 0.1 to 1 0.01 to 0.1 0.001 to 0.01 0.0001 to 0.001
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failure probability is High then it is assessed to be likely (80%) that the design was Vague.
There is also a residual probability (10%) that the design had Gaps or was even Well-defined.
When the resulting failure probability is Low then it is assessed to be likely (80%) that the
design was Well-Defined. There is a residual probability (10%) that the design had Gaps or
was Vague. Again, the probabilities are conditional on a given level being achieved.

The conditional probabilities that are given in the Table 1 represent what were viewed as
being non-committal assignments that still show a correlation between a given software failure
probability achieved and a given factor level that will be observed corresponding to the failure
probability achieved. . When the resulting software failure probability level is high then there
is a higher probability that there will be a poor (e.g., low) factor rating. However, to account
for uncertainty, there is still a residual probability assigned that the factor rating could be
moderate or high. When the achieved software failure probability level is low then there is a
higher probability that there will be a good (e.g. high) factor rating. Again, there is a residual
probability assessed that the rating could be medium or poor.

The Bayesian network can be used to evaluate the sensitivities of assigning different
conditional probabilities and different level values. Uncertainty ranges and distributions can
also be assigned to the assessed values, and the uncertainties can be propagated to determine
the resulting uncertainties in the resulting levels of the failure probability indicator. After
several test runs with audit results that would be obtained from possible achieved failure
probabilities, the engineers using the Bayesian network were satisfied with the assessed values
for the conditional probabilities. It was deemed important to carry out these test runs of the
assessed conditional probabilities and to make adjustments where necessary before actual
applications.

As was previously indicated, the Bayesian network provides a framework for integrating
monitoring information and auditing information. As evidence is gained on observations of the
levels of the auditing factors, the estimate of the probabilities of the software failure
probability indicator being at a particular level are updated and refined. These probabilities
can be interpreted as representing the confidence in a particular level being achieved. An
advantage of using a Bayesian net is that the software failure probability indicator is
dynamically updated in a real time fashion as evidence is gathered. This allows the software
failure probability performance indicator to be tracked in real time as auditing information is
gained. The updating can furthermore be done when individual evidence is collected on when
a set of information is obtained. This allows the findings to be fed back to the project to allow
changes to be implemented. Table 3 shows how the software failure probability was updated
as information and evidence was gathered on the project for this application.

Table 3: Monitoring of the Software Failure Probability Achieved
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S o f t w a r e F a i lu r e
P r o b a b i l i t y H ig h M e d iu m -H ig h M e d iu m -L o w L o w

P r io r 0 .1 0 .3 0 .3 0 .3

D e s ig n S p e c s
W e ll - d e f in e d 0 . 0 2 0 .1 2 0 . 3 7 0 . 4 9

P e r s o n n e l
E x p e r ie n c e d 3 .E - 0 3 0 . 0 4 0 . 3 5 0 . 6 1

Q u a l i t y C o n t r o l
C o m p r e h e n s iv e 5 .E - 0 4 0 .0 1 0 . 2 9 0 . 7 1

C o d e C o m p le x i t y
H ig h 9 .E - 0 4 0 . 0 2 0 . 4 0 . 5 8

A u d i t F in d in g s
H ig h m a r k s 1 .E - 0 4 5 .E - 0 3 0 .3 3 0 .6 7

T e s t D a t a
L o w f a il u r e r a te 2 .E - 0 5 7 .E - 0 4 0 . 2 7 0 . 7 3

The first row in the above table again gives the prior estimate of the probability of being
at a particular level before any audit evidence was gathered. Each subsequent row gives the
update of the software failure probability estimate for each level with evidence obtained for a
particular factor audited, having already obtained evidence on the previous factors. Thus,
when the first audit evidence is obtained that the design specs are Well-Defined, the failure
probability estimate is updated to 0.02 of being at a high level, 0.12 of being medium-high,
0.37 of being medium-low, and 0.49 of being low. These update values are determined using
standard Bayesian network calculations. As further audit evidence is gained on the other audit
factors, the failure probability estimate is further updated. In the table above, for this
particular project all factors were rated at their best level, except code complexity, which was
rated as a high complexity. This factor of complexity causes the probabilities to somewhat
increase for the software having high and medium-high failure probability levels and to
decrease for medium-low and low failure probability levels. When the test data indicate a low
failure rate for the software then the probabilities decrease for high and medium-high failure
probability performance levels indicating reliable software.

The last row of the table shows that very low probabilities were obtained for high and
medium-high failure probability levels (the first two columns) even though the initial, prior
assignments were not very low. This shows the responsiveness of the Bayesian network to
integrate individual pieces of evidence from observations and audits to arrive at the best-
synthesized estimate for the software failure probability level achieved by the project. The
very low probabilities for high and medium-high failure probabilities are necessary if the
software is to carry out critical tasks. Furthermore, one point estimate is not produced for the
software failure probability indicator. Instead, a probability distribution is produced giving
probabilities of different failure probability levels being achieved. This probability
distribution gives the set of levels having the highest probability and portrays the uncertainties
in the assessments. The results that were obtained from the Bayesian network were consistent
with other audit information and assessments but importantly focused and sharpened the
conclusions. The Bayesian network also showed the contribution and importance of each audit
finding, providing feedback for future audits.

The previous table was based on audit evidence gathered that determined that the audit
factor levels were generally at their highest level. This corresponded to the excellence of the
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work performed in this project . Because the code complexity was rated to be of a high
complexity it was the exception that did not have a high rating. It is interesting to compare the
results if the audit ratings had been at lower levels. The Table 4 illustrates the results when the
design specs are rated as being Vague and the personnel are rated as having only Some
Experience, i.e. limited experience. The other factors are still rated at their highest levels.
Again the code complexity was rated High.

Table 4: Results with Vague Design Specs and Personnel Having Only Limited
Experience

Software Failure
Probability High Medium -H igh Medium -Low Low

Prior 0.1 0.3 0.3 0.3

Design Specs
Vague 0.28 0.52 0.1 0.1

Perso nnel
Som e Experience 0.12 0.69 0.14 0.05

Quality Control
Com prehensive 0.05 0.51 0.3 0.14

Code Complexity
High 0.07 0.53 0.32 0.08

Audit Findings
High mark s 0.02 0.32 0.48 0.18

Test Data
Low fa ilure ra te 4.E-03 0.07 0.62 0.31

As observed, when the initial evidence is that the design specs are Vague then the
assessment is of a poorer quality product to be produced. The probability of achieving a high
or medium-high failure probability level increases significantly over the prior estimates.
Concurrently, the probability (and confidence) for achieving a medium-low or low failure
probability level decreases. When further evidence is obtained that the personnel has only
some experience, the probability (confidence) of achieving a high or medium-high failure
probability remains about the same with the probability shifted to the medium-high level
instead of the high level. Thus having some experience somewhat compensates for vague
design specs but the compensation is limited because of the limited experience. Having a
comprehensive quality control audit rating and a low failure rate demonstrated from the test
data serves to greatly offset the initial design vagueness and the limited personnel experience.
The probabilities of having a high or medium-high failure probability level have consequently
significantly decreased. The probabilities, however, are not as low for the high or medium-
high failure probability levels as compared to the Table 3 where there were well-defined specs
and experienced personnel. The probabilities in the above table therefore may not be
acceptable in an audit assessment.

One effective way of compensating for initial deficiencies is to carry out comprehensive
testing of the software. The tests that were performed only tested parts of the software and
were rated as only giving moderate performance checks. This was identified by assigning only
moderate conditional probabilities for the performance of the test in Table 1. The Table 5
gives the conditional probabilities assigned for a more comprehensive test of the software.
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Table 5: Assessed Conditional Probabilities for a Comprehensive Test of the
Software

Software Failure
Probability High Medium-High Medium-Low Low

Prior 0.1 0.3 0.3 0.3

Test Data
Low failure rate 0.005 0.005 0.99 0.99

Moderate failure rate 0.005 0.005 0.005 0.005
High failure rate 0.99 0.99 0.005 0.005

The Table 6 shows the results of the previous example, Table 4, with this new test of the
software when the software passes the test with a demonstration of a low failure rate. All the
previous audit evidence is the same in the previous audit with only the more comprehensive
test of the software replacing the previous software test. As observed, the probabilities for
high and medium-high levels for the software failure probability have now dramatically
decreased greatly increasing the confidence of a not having a deficient software package.

Table 6: Results with the Comprehensive Test Substituted in Table 4
S o f t w a r e F a i lu r e

P r o b a b i l i t y H ig h M e d iu m -H ig h M e d iu m -L o w L o w

T e s t D a t a
L o w fa i lu r e r a te 2 .E - 0 4 2 .E - 0 3 0 .7 3 0 .2 7

Because the more comprehensive test was assessed to not differentiate between medium-
low and low failure probability levels (having the same conditional probabilities) there is still
a somewhat higher probability that the software failure probability is at the medium-low as
opposed to the low levels. An even more discriminating and powerful verification test would
further decrease the probability of medium low and increase the probability of a low failure
probability level.

3. Procedure for Using the Bayesian Net for Software Reliability Assurance Projects

A procedure guide has been constructed describing the application of Bayesian nets for
assessing software reliability as part of software reliability assurance. The procedure guide
contains the previously described application as an illustration of the process to be followed
and the results to be obtained. Aimed at the safety and assurance engineer, the basic steps in
the procedure guide are given below in a concise format:

1. Identify the factors that can affect the software failure probability. Knowledgeable
personnel can be solicited for these factors along with references such as those provided. The
basic framework provided in the previous illustrated application can be used as a basis.

2. Define the levels of the factors for rating or measurement. Where there is little
information, the levels can be qualitative which can be made more specific or more
quantitative when more detailed information is available. The model thus evolves in being
more quantitative as more knowledge becomes available.

3. Define levels for the software failure probability. Qualitative levels can be defined
which can be interpreted as representing general ranges of failure probability values.
Quantitative ranges can be associated with these qualitative levels for application in
quantitative risk assessments.

4. Assign prior probabilities for the software failure probability levels based on past
history and expert judgment. Unless there is rationale or data for doing otherwise, it is
generally expedient to assign non-committal type prior probabilities to allow the evidence to
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speak in updating the probabilities. The non-committal probabilities assigned in the previous
illustrated application can be used as a guide.

5. Assign conditional probabilities for the likelihoods of the factor levels when the
software failure probability is at a given level. It is generally expedient to assign moderate
probabilities to reflect moderate relationships. Where there is experience data or where there
is specific rationale, then the conditional probabilities can be calibrated with this information.

6. Before actual application, exercise the model, and test the assignments, by inputting
different values for the evidence and determine the resulting updates. Carry out enough
evaluations to understand the sensitivities and interactions in the model. Where there are past
assessments and findings, apply the model to these to determine the consistency with past
assessments.

7. Based on the test results, modify the factors, levels, or probabilities if needed. Repeat
the test runs if necessary. As described in the previous application, determine the operational
characteristics of the model for given combinations of ratings.

8. Apply the model to the specific problem by gathering evidence and updating the
estimate using the evidence. Carry out sensitivity studies or uncertainty analyses where
needed.

4. Conclusions

The results from the Bayesian net on this project application were consistent with other
assessments made using different tools. They importantly served to provide additional, useful
information.. For example, there is still a reasonable probability (27%) that the software
failure probability indicator is Medium-Low instead of the desired Low. This is due to the fact
that the software testing criteria did not clearly differentiate between these two categories but
instead focused on the failure probability not being Medium-High or High, i.e., did not have
the required power. The response from the involved personnel was very positive on the
usefulness of the Bayesian net tool. Comparison with other assessments of the software
reliability indicated general agreement with the Bayesian network predictions. Using the
ranges in Table 2, the prediction of the numerical software failure probability distribution was
also in agreement with assessments made by risk analysts. Additional work is planned to
expand the Bayesian network approach as an auditing and prediction tool for use in software
reliability assurance and in risk management.
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