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Abstract: In this paper, we present a general survivability quantification approach that is 
applicable to a wide range of system architectures, applications, failure/recovery 
behaviors, and metrics. We show how this approach can be applied to derive survivability 
measures based on the current definition and extend it to other measures that are not 
covered by any current definition but can provide helpful information for better 
understanding of system steady state and transient behavior under various adverse 
conditions. An example of a telecommunications switching system is given for the 
purpose of illustration. Markov models are developed and solved for the example to show 
the use of the proposed quantification approach via analytical modeling. 
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1. Introduction 

The interest in system survivability under a variety of faults has been on the rise in recent 
years. The capability of a system to continue to provide service under adverse conditions 
is broadly defined as survivability. Typical faults under consideration by vendors and 
service providers include hardware failures, software bugs, malicious attacks, human 
operation/maintenance errors, and natural disasters. These faults are inevitable in large-
scale network based information systems providing military/civilian services to 
governments, universities, and industry. The ever increasing impact of the service 
unavailability on public safety, commercial trustworthiness, and national security makes 
the assessment of the network reliability, availability, and performance under undesirable 
events a critical task in system design, implementation, validation, and testing. 

The survivability analysis was discussed as early as in 1970s in the context of the 
military command, control, and communication (C3) systems [9]. Later in [16], a similar 
probabilistic evaluation method was applied to disaster-based optical networks and a 
closed form solution was derived for a special case of a centralized ring topology. In the 
area of network design, various algorithms have been proposed to add the survivability 
constraint into the underlying optimization problem [3, 22]. Survivability is considered in 
the sense that redundant components or physically diverse routes are provided in a 
network so that the system can tolerate single point failures.  
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In recent years, a variety of survivable network techniques and architectures have been 
proposed and developed for better protection and restoration capability. For Synchronous 
Digital Hierarchy (SDH) networks, the architecture has evolved from the 1+1 and 1:N 
Automatic Protection Switching (APS) point-to-point protection to a more robust two or four 
fiber ring architecture. The restoration capability provided by Digital Cross Connect (DXC) is 
also an attractive alternative but has not yet been standardized [21]. For Asynchronous 
Transfer Mode (ATM) networks, similar APS mechanism has been adopted. In addition, since 
the Virtual Path/Virtual Circuit layer provides a higher level of control and flexibility, Self-
Healing Network (SHN) and Failure-Resistant Virtual Path (FRVP) allow the tradeoff 
between the restoration time and resource utilization efficiency [13]. For long distance 
telephone networks, survivability has been paid growing attention and investment [12, 28, 29].  

Nowadays, the awareness of survivability has gained much more attention due to several 
factors. First, the impact of communication failure could be so severe that service providers 
have realized that a backup plan is indispensable. A well-known example is the unforeseen 
failure of the Galaxy IV communication satellite in 1998, which had millions of pager users 
and several national radio stations lose their services. Second, the Federal Communications 
Commission requires wireline carriers to report outages that even only affect a few thousands 
of customers. This regulation has led to intense competition between different carriers and 
vendors to raise service assurance and maintain positive public image. Third, the events of 
September 11 exposed the vulnerability of telecommunications services and shifted budget of 
the government to enhance survivability of telecommunications networks. Consequently, the 
subject of survivability has spread to every phase of development including architectural 
design, software/hardware implementation, system administration, and maintenance. 

Despite the fast development of survivable systems, the definition, metrics, and 
quantification methods of survivability are anything but clear. Different frameworks have 
been proposed and applied under different scenarios [8, 14, 16, 33]. Due to the variety of 
features the term survivability is used to connote, a general and precise definition for the 
quantitative assessment of survivability may not be feasible. Instead, we propose a unified 
survivability quantification approach that is applicable to a wide range of system architectures, 
applications, failure/attack types, and metrics. This approach can be used to derive 
quantitative measures proposed by current survivability definitions, as well as to provide 
insights into the system behavior. Specifically, the transient system behavior immediately 
after the occurrence of a failure can be analyzed under our proposed approach. Early work 
related to our approach can be found in [4, 32]. 

The organization of this paper is as follows. Section 2 discusses both qualitative and 
quantitative survivability. Section 3 presents an example showing how survivability analysis 
of a telecommunication switching system can be carried out based on the current definition 
and what new survivability measures can be derived and quantified. Section 4 proposes a 5-
step procedure for general survivability quantification and Section 5 concludes the paper. 
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2. Survivability Definitions 

2.1   Qualitative Definitions 

Many survivability definitions have been given in different standard organizations, industrial 
institutes, and academic communities under different contexts. Most of them are qualitative 
rather than quantitative. For example, the American Institute of Aeronautics and Astronautics 
(AIAA) defines survivability of aircraft as the “the capability of an aircraft to avoid or 
withstand hostile environments, including both man-made and naturally occurring 
environments, such as lightning strikes, mid-air collisions, and crashes” [25]. The National 
Communication System Technology & Standards Division has created a definition of 
survivability for telecommunications systems [7] as “the property of a system, subsystem, 
equipment, process, or procedure that provides a defined degree of assurance that the named 
entity will continue to function during and after a natural or man-made disturbance; e.g., 
nuclear burst”. Deutsch et al. [5] proposed a survivability definition for software system as 
“The degree to which essential functions are still available even though some part of the 
system is down”. Neumann [24] used the term survivability for computer systems and 
networks as “the ability of a system to satisfy and to continue to satisfy critical requirements 
in the face of adverse conditions.” Ellison et al. of Software Engineering Institute (SEI) [8] 
defined survivability of critical information systems as “the capability of a system to fulfill its 
mission, in a timely manner, in the presence of attacks, failures, or accidents.” 

Although each of the above definitions gives a good conceptual description of 
survivability in a specific context, none of them is clear and precise enough for developers or 
customers to create measurable survivability requirements and carry out quantitative 
evaluation. The phrases in these definitions such as “the ability of ”, “the capability of ”, “the 
degree of ”, “mission”, “essential”, etc. can hardly have the same meaning and lead to 
consistent results in different systems. This problem can only be resolved by a quantitative 
definition of survivability. 

2.2   Quantitative Definitions 

A few survivability definitions are mathematically precise enough to be rigorously quantified 
(see Knight [14], Liew [16], and T1A1 [26]). The following one comes close to what is 
essentially conveyed by all the qualitative definitions presented in previous research. 
Definition: Suppose a measure of interest M has the value m0 just before a failure occurs. The 
survivability behavior can be depicted by the following attributes: ma is the value of M just 
after the failure occurs; mu is the maximum difference between the value of M and ma  after the 
failure; mr is the restored value of M after some time tr; and tR is the time for the system to 
restore the value of m0. 

This definition was proposed by the T1A1.2 network survivability performance-working 
group [26]. By this definition, survivability depicts the time-varying system behavior after a 
failure occurs. In Section 3, we will show how to derive and evaluate quantitative measures 
based on this definition via an illustrative example. Before that, we first discuss the 
connections and differences between survivability, security, and dependability. 
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2.3   Survivability, Security, and Dependability 

The terms of survivability, security, and dependability are often confusingly used in the 
literature. From the viewpoint of Ellison et al. [8], security can be defined as the combination 
of availability, confidentiality, and integrity and focuses on “recognition of attacks” and 
“resistance of attacks”. The concept of survivability is broader than security and focuses on 
the “adaptation and evolution to attacks”. 

Table 1: Laprie’s View on Dependability and Survivability [1] 

Concept Dependability Survivability 

Goal 

1) Ability to deliver service that can 
justifiably be trusted 
2) Ability of a system to avoid failures 
that are more frequent or more severe, 
and outage durations that are longer, 
than is acceptable to the user(s) 

   Capability of a system to fulfill its mission 
in a timely manner 

Threats 
present 

1) Design faults (e.g., software flaws, 
hardware errata, malicious logics) 
2) Physical faults (e.g., production 
defects, physical deterioration) 
3) Interaction faults (e.g., physical 
interference, input mistakes, attacks, 
including viruses, worms, and 
intrusions) 

1) Attacks (e.g., intrusions, probes, denials of 
service) 
2) Failures (internally generated events due 
to, e.g., software design errors, hardware 
degradation, human errors, corrupted data) 
3) Accidents (externally generated events 
such as disasters) 

Laprie et al. [1] compared survivability with dependability from the viewpoints of goals 
and threats present as summarized in Table 1. Knight et al. [14, 15] considered survivability as 
a property of dependability (an attribute of dependability in Laprie’s terminology), which has 
other properties such as reliability, availability, safety, etc. 

We can conclude from the above that dependability primarily concerns itself with 
hardware (physical), design and interaction faults, security primarily concerns itself with 
attacks while survivability deals with both these types of failures besides natural disasters. 
Further, survivability is concerned with system transient behavior (performance) just after the 
occurrence of a failure (attack or natural disaster) until the system stabilizes (gets repaired or 
recovered). 

3. An Illustrative Example 
We take an example of a telecommunications switching system with n trunks. We first present 
traditional performance and availability models and their solutions. Then, we carry out 
survivability analysis based on the definition given in Section 2.2. 

3.1   Performance Model 

Consider a telecommunication switching system consisting of n trunks (or channels) with an 
infinite caller population. A call will be lost (referred to as blocking) when it finds all n trunks 
are busy upon its arrival. The call arrival process is assumed Poisson with rate λ. We assume 
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call holding times are exponentially distributed with rate µ. Without considering link failures, 
the pure performance model is a homogeneous Continuous Time Markov Chain (CTMC) as 
shown in Figure 1, where j ongoing calls are present in state j [30]. 

0 1 2 n-1 n

λ

μ

λ λ λ λ

2μ 3μ (n-1)μ nμ  
Fig. 1: The Pure Performance Markov Model 

The steady state probability vector of the above Markov chain πP can be computed by 
solving the balance equations πPQ = 0 and πPe = 1 where Q is the generator matrix. A closed 
form solution is provided in [30] as 
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Consequently, the steady state call blocking probability Pbk is given by substituting j = n 
in the above equation as 
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which is called the Erlang B formula. Extensions to the above model are known to relax 
many of the assumptions made here (see for instance [2, 6]). 

The transient probability vector πP(t) can be computed by solving a system of differential 
equations Qtt

dt
d PP )()( ππ =  with the initial condition . Similarly, the transient 

blocking probability is . In addition, the expected number of lost calls until time 

t is given by .  
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t

loss )()(
0
∫= λ

3.2   Availability Model 

When trunk failures are considered, we assume the failure and repair times of each trunk are 
exponentially distributed with rates γ and τ, respectively2. We also assume that a single repair 
facility is shared by all trunks in the system. The pure availability model of the system is also 
a homogeneous CTMC as shown in Figure 2, where state i indicates that there are i non-failed 
trunks in the system [30]. 
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τ

γ 2γ γ

τ τ

(n-1)γnγ

τ τ

(n-2)

 
Fig. 2: The Pure Availability Markov Model 

                                                 
2 It is not too difficult to relax many of the assumptions made here (see for example [19]). 
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Solving a similar linear system of equations as in the performance model, the steady state 
probability of the above Markov chain being in state i is given by [30]: 
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If we assume that the system is up as long as at least l trunks are functioning properly, 
then the system steady state availability is given by [30]: 
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The transient probability of being in state i can be obtained by solving the similar 
differential equations as in the previous section. The transient availability is given by: 
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Finally, the expected interval availability can be computed using 
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3.3   Combined Performance and Availability Model 

Combining the performance and availability model, we can construct the composite 
performance–availability model as shown in Figure 3, where state (i, j) indicates that there are 
i non-failed trunks in the system and j of them are carrying ongoing calls [30]. The steady 
state probability of being in state (i, j) is denoted as . The steady state and transient 

blocking probability  and  can be computed as 

C
ji,π

'
bkP )(' tPbk

∑ =
=

n

k
C

kkbkP
0 ,

' ,π           ∑ =
=

n

k
C

kkbk ttP
0 ,

' )()( π                                     (7) 

n,0 n,1 n,2 n,n-1 n,n

λ

n

n-1,0

1,0

0,0

n

(n-1)

n-1,1 n-1,n-1

(n-1)

(n-2)

(n-1)

γ τ

1,1

(n-1)
(n-2)

(n-1)

n

λ λ λ λ

λ λ λ

λ

μ 2μ 3μ μ μ

μ 2μ (n-1)μ

μ

2γ

γ

γ
γ

γ

γ

γ γ

γ

2γ

γ

γ
2γ

γ γ
γ

γ

ττ

τ

τ
τττ

τ

 
Fig. 3: The Composite Markov Model 
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where state (k, k) in this model represents the situation that all the functioning trunks are 
busy or all trunks are down. Moreover, the expected number of lost calls until time t is given 
as . More detail on performability modeling can be found in [10, 11]. ∫=

t

bkloss dxxPtN
0

'' )()( λ

3.4   Survivability Model 

Since the definition of survivability given in Section 2.2 explicitly indicates the time 
dependent characteristics of the system behavior, transient solutions are needed for 
quantification. Suppose we only consider the situation of a single failure, i.e., no additional 
failures will occur before the first one has been dealt with. In the case of the first failure, we 
construct the model in the following way. States indicating no failure or one failure (the first 
two rows in Figure 3) are included and all other irrelevant states are truncated from the 
composite model. Now force all the failure transitions from the first row to the second row 
because we want to study the system behavior given a failure has occurred. These transitions 
are marked with dotted arcs suggesting that instantaneous transitions have taken place. The 
new composite model is shown in Figure 4. 

The initial probability assignment of the states in the truncated composite model 
indicates the probability vector of the system states right after the occurrence of the failure. 
We set  since the failure has already occurred. The value of  is determined by 
two factors. One is the system behavior before the failure, which can be computed from the 
steady state probability  in the pure performance model as shown in Equation (1). The 
other is the failure transitions from the first row to the second row, which govern the 
probability mapping from  to . Since state (n-1, j) can be reached from either state (n, 
j) (with transition rate (n-j)γ) or state (n, j+1) (with transition rate (j+1)γ) upon the firing of 
the corresponding failure transitions. Therefore,  is assigned as follows 
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Fig. 4: The T1A1.2 Markov Model 

Note that the initial probabilities  do not depend on the failure rate γ. Moreover, γ 
does not appear in the T1A1.2 survivability model (see Figure 4). Therefore, the survivability 
measure P

o
jnP ,1−

bk(t) is independent of the failure rate γ. This is important since for attacks and 
natural disasters the rate of occurrence γ may not be very meaningful. 
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For the measure of interest Pbk,  is the blocking probability in normal operation 
with no failure occurrence. The transient blocking probability P

P
nm π=0

bk(t) is 

)()()( ,1,1 tttP nnnnbk ππ += −−
,                                                (9) 

where πn-1,n-1(t) and πn,n(t) are the transient probabilities of state (n-1, n-1) and (n, n) in the 
truncated composite model of Figure 4. 
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Fig. 5: Survivability after 1st Failure 

The steady state and transient measures of the performance, availability, and survivability 
models can be either solved in closed form (e.g., Equation (1)) or through the use of SHARPE 
(Symbolic Hierarchical Automated Reliability and Performance Evaluator), a software 
package developed by researchers at Duke university [27]. To obtain numerical results, 
parameters are set at n = 25, λ = 5s-1, µ = 0.3s-1, γ = 0.002s-1, and τ = 0.1s-1. In Figure 5, 
survivability attributes such as m0, ma, mu, mr, and tR can be obtained from the Pbk(t) curve as 
m0 = 1.337604×10-2,  ma = 1.417861×10-2, mu = 3.216020×10-3, mr = 1.422506×10-2 when tr = 
20s, and tR = 39s with 1% relative error.  

From the above quantification of survivability, we can see that all the measures of interest 
can be derived from the Markov models developed in Section 3. More importantly, 
survivability measures do not depend on the failure rate γ. Since it is usually difficult to have 
agreement on the value of γ, especially in the context of attacks and natural disasters, 
survivability quantification that depends on γ tends to be controversial and unconvincing. Note 
that although the T1A1.2 working group gives the definition we use in Section 2.2, the 
quantification method via analytic modeling has only been discussed recently [17, 18]. 

3.5   More Survivability Measures 

While the definition given in the Section 2.2 has addressed several important aspects of the 
survivability behavior, the quantification study is not necessarily limited to current definitions. 
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More characteristics can be revealed by either new measures of interest or the same measure 
under different circumstances. 

For the same survivability measure Pbk(t), we now study it in a different situation as in 
Section 3.4. Rather than allowing repair right after the failure, suppose we are interested in the 
system behavior before any repair action is taken. Consequently, the truncated composite 
model is shown in Figure 6 where the circles and arcs in grey represent the removed states and 
transitions. The dotted arcs are also forced, as they indicate instantaneous transitions have 
taken place and their rates are used to compute the initial probability assignment  of the 
truncated composite model. For i = n-1,  is computed according to Equation (8). For i < 
n-1,  = 0 for the rest of the states. 
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Fig. 6: The Truncated Composite Model W/O Repair 

The transient blocking probability can be computed as before Pbk(t) = πn-1, n-1(t). The 
numerical result after the 1st failure is shown in Figure 7. As expected, Pbk(t) increases over 
time and reaches a quasi steady state value before repair. 
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Fig. 7: Survivability after 1st Failure W/O Repair 

Another measure that might be of interest is ELF (excess loss due to failures) [32]. 
Although the maximum blocking probability and the relaxation time tR (duration needed for 
Pbk(t) to reach its steady state) after the 1st failure can be easily read from Figure 5, it may be 
desirable to use a single number to reflect the total loss due to failure. One such measure is the 
ELF, which consists of two parts. One part, denoted by Nd, represents the dropping of the 
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ongoing call carried by the failed trunk. From the pure performance model (see Figure 1), the 
probability of carrying an ongoing call on the failed trunk in state j is j/n, which means 

P
jd n

jN π= .                                                                (10) 

The other part, denoted by Nb, represents the extra blocked calls due to a temporary 
higher-than-normal Pbk(t). In other words, Nb is defined as an integral of the difference 
between the transient Pbk(t) and the steady state Pbk over the relaxation time tR. Therefore, Nb 
can be computed as: 

∫ −= Rt

bkbkb dtPtPN
0

))(( λ .                                                   (11) 

Finally, ELF is the sum of Nd and Nb. The numerical results are Nd = 0.6557, Nb = 0.2457, 
and ELF = Nd + Nb = 0.9014. Note that the new survivability measures introduced in this 
section are also independent of the failure rate γ. 

3.6   More Complex Failure/Repair Model 

In this section, we study a more complex failure/repair behavior and its impact on system 
survivability. We consider that a trunk failure can be categorized into two types, single mode 
failure and common mode failure. In the former case, the failure is confined to an individual 
trunk while all other trunks and their carried calls are not affected. In the latter case, the failure 
brings the whole system down such as the failure of a controller shared by all the trunks and 
therefore no trunks are temporarily available for service. 

The detailed failure/repair behavior can be seen in the expanded availability model as 
shown in Figure 8. With probability c (or 1-c), a trunk failure is a single (or common) mode 
failure. After a reconfiguration/reboot action with rate δ (or β), the failure may be recovered 
with probability p (or r) or stay in the system with probability 1-p (or 1-r). The unrecovered 
trunk failure is finally repaired with rate τ. 
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Fig. 8: The Pure Availability Markov Model 

Then, the new composite model is obtained by combining the new availability model with 
the same performance model (see Figure 1) as shown in Figure 9. 

To compute Pbk, Nd, Nb, and ELF, the truncated composite model is constructed as shown 
in Figure 10. States and transitions are marked following the same convention as in previous 
sections. 
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Fig. 9: The Composite Markov Model 
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Fig. 10: The Truncated Composite Markov Model 

The initial probability assignment of the truncated model is as follows: 

cpo
Fn

−= 1                                                               (12) 

c
n

j
n

jnp P
j

P
j

o
S jn

)1( 1, +
+

+
−

= ππ                                 (13) 



Yun Liu and Kishore S. Trivedi 40 

where Equation (13) is almost the same as Equation (8) except for the factor c, which is 
due to the common mode failure. 

The transient blocking probability Pbk(t) can be computed from the truncated composite 
model as follows 

)()()()()( 1,1,1, tttttP nSFnnnnbk nn −−− +++= ππππ .                               (14) 

When the extra parameters are set as c = 0.95, β = 0.1s-1, δ = 0.1s-1, and r = 0.9, the 
numerical result of Pbk(t) is presented in Figure 11. 

Following Equation (11), Nb can be computed in the same way and the numerical result is 
Nb = 0.2231. The calculation of Nd is different from Equation (10) because of the more 
complex failure scenario. Since the common mode failure would drop all the ongoing calls, Nd 
has one more term as follows: 

P
j

P
jd n

jcjcN ππ +−= )1( .                                           (15) 

And the numerical results are Nd = 1.4470 and ELF = Nb + Nd = 1.6701. 
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Fig. 11: Survivability after 1st Failure 

4. A General Procedure for Survivability Quantification 

In this section, we summarize the survivability quantification study by proposing a general 
approach, which can be applied to a wide range of measures needed for understanding various 
aspects of the system survivability behavior. 

In previous sections, it is shown that many measures can be used to describe system 
survivability such as the number of functioning units, the number of connected nodes, the 
maximum traffic capacity, blocking probability, throughput/goodput, and the service 
restoration time, etc. Usually, narrow survivability definitions tend to specify one or a set of 
closely related measures upon which the quantification work is then developed [16, 33]. On 
the other hand, broad survivability definitions cover extensive factors from outage 
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categorization to users’ expectation to satisfy different objectives, but how to quantify these 
measures remains unclear or has to be carried out in a case by case manner. In this paper, we 
propose a general quantification approach without being limited to specific survivability 
definitions. This approach can be applied to a variety of definitions covering different desired 
survivability measures. Furthermore, it can also capture system behaviors that are not included 
in current definitions. 

In general, the quantification of system survivability can be summarized in the following 
5-step procedure: 

Step 1 

Develop the pure availability model in which the resources (hardware and/or software) fail 
and get repaired (or rebooted) [30]. Meyer [23] calls this the structure state process. An up 
state of the availability model may be labelled as i, which may be a vector in general. 
Example: In our illustrative example, it is clear that resource i represents the number of 
functioning trunks. Pure availability models can be seen in Figure 2 and Figure 8. 

Step 2 

Develop a pure performance model with resource availability defined by the up state 
vector i (or structure state i). Obtain the steady state results of the pure performance model, 
which reflect the resource usage and other state information before a failure occurs [30]. 
The performance model could have arrival and service of tasks reflected. 

Example: In our illustrative example, the pure performance model (see Figure 1) is 
constructed according to the traffic and service specification. Steady state probability  
of state j in the pure performance model is computed according to Equation (1). 

P
jπ

Step 3 

Combine the availability and performance models obtained in the first two steps into a 
composite model. Note that standard measures of such composite models can be obtained 
by either directly solving them as in [30] or using a two level hierarchical solution method 
as in [20, 31]. 

Example:  In our example, composite models can be seen in Figure 3 and Figure 9. 

Step 4 

Truncate the composite model obtained in Step 3 based on the survivability measure of 
interest. Different truncated models may be constructed in different circumstances. In 
order to reflect the system resource usage before the failure happens, initial probability 
must be appropriately assigned for the truncated model. The steady state results of the pure 
performance model are needed in this initialization. 

Example: In Figure 4, states (i, j)i<n-1 are truncated from the composite model since these 
states are irrelevant to the measure of interest Pbk(t). In Figure 6, truncation is carried out 
differently, i.e., all the states in the first row are also removed. This is because the measure 
of interest is different, i.e., Pbk(t) without repair. 
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Step 5 

Perform the transient analysis of the truncated composite model developed in Step 4. To 
derive the desired survivability measures, the steady state results of the pure performance 
model  may be needed.  P

jπ
Example:  is needed in the calculation of ELF as shown in Equation (10) and (15). P

jπ
5. Conclusions 
We show a unified framework for the quantification of system survivability and illustrate this 
method in the survivability analysis of a telecommunication switching system with trunk 
failures. The proposed 5-step procedure can be used for different desired metrics to obtain a 
comprehensive understanding of system survivability behavior under adverse conditions. This 
approach can be used to quantitatively compare different proposed survivability architectures, 
as well as to assess products from different vendors. In addition, our approach can be extended 
to non-Markovian systems, which will be investigated in our future research. 
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