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Abstract: This paper proposes an improved algorithm to compute the reliability of a 
communication-network having heterogeneous link capacities. The reliability measure, 
capacity related reliability (CRR), is a generalization of a two-terminal reliability. A 
subset-cut-technique (SCT [7]) obtains CRR in two steps. First, SCT generates non-
redundant subset-cut (SC) of the evaluated network. Second, the technique uses a sum-
of-disjoint product algorithm to compute CRR from the generated SC. The computational 
complexity of SCT depends on the total number of subsets generated, the total number of 
internal (external) redundant SC generated and removed, and the total number of cuts in 
the network that are used to generate SC. The SCT generates too many subsets and 
internal (external)-redundant SC. In this paper, we propose a new subset cut enumeration 
(SCE) technique, which significantly reduces the total number of enumerated subsets and 
the total number of internal-redundant SC. Hence, the non-redundant SC are generated 
more efficiently. Examples are given to illustrate the technique, and the time complexity 
of our SCE is also described. Our method has been implemented in C and results show 
that SCE performs better than SCT.   

Key Words: capacity related reliability, communication network, network flow, network 
reliability, subset enumeration.  

1. Introduction 

Various measures for the reliability index of a communication network are proposed in 
the literature [1]. In one measure, the reliability index of the network is represented by its 
terminal reliability, which is defined as the probability that there exists at least one path 
for a given source-destination (s, t) node pair of the network [2].  It implicitly assumes 
that the link capacities are large enough to sustain the transmission messages (packets) of 
any bandwidth (size). In practice, the link capacity is a function of cost and is limited; 
thus, each link in a network may have different capacity. Further, almost every 
communication system has a certain required capacity of information contents to be 
transmitted and, hence, there can be a minimum bandwidth requirement Wmin from the 
source node to the terminal node of the network in order for the network to be considered 
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to operate successfully. In setting up a video conferencing, as an example, the two 
connecting parties must agree on the minimum bandwidth requirement. Similarly, 
establishing a virtual private network between two remote sites of a company also 
requires such minimum bandwidth [3]. With these additional constraints, we consider 
that the two connecting nodes can communicate successfully only if the network has at 
least the required minimum capacity of Wmin.  The network reliability is, thus, measured 
as the probability that the network has at least a bandwidth of Wmin between the (s, t) node 
pair.  Reference [4] calls such performance index as capacity related reliability (CRR). 
Note that this reliability measure can also be used as the performance index of other 
networks, such as a power distribution network, a transportation network, or a water 
distribution network. 
 Several researchers have proposed techniques to compute the CRR. Some of the 
techniques require (a) only the pathset [5]-[6], (b) only the cutset [7], or (c) both pathset 
and cutset [4], [8]. Methods in [9]-[10] build a branching-tree (with disjoint tree nodes) 
directly without using minimal paths and/or cuts.  References [5]-[6] have proposed a 
two-step approach to obtain CRR. First step uses the pathset information to generate 
composite paths. In the second step, any Boolean algebraic method [11] to obtain 
reliability expression is used to generate the CRR from the composite paths. Rai & Soh 
[4] have proposed a technique to enumerate all success states of the network for the CRR 
problem. In addition, they provide a new method to compute the capacity of a composite 
path by utilizing the max-flow min-cut theorem [12].  However, each capacity 
computation needs all the cuts of the network, and the computation is done for each 
generated composite path; hence, the overall computation is expensive. Recently, Lee & 
Park [8] have proposed a new method that reduces the number of composite paths 
generated from minpaths and, thus, the number of capacity computations. The time 
complexity (to generate the composite paths) of the methods in [4]-[6], [8] is exponential 
in the order of the number of simple paths of the network. Jane & Yuan [9] proposed an 
algorithm to improve the method in [10]. However, their labelling scheme approach is 
more suitable for networks with directed links, and the steps 3-5 of their algorithm may 
be repeated exponentially. 
 The cutset-based method also requires two steps to compute the CRR. First step 
enumerates all possible non-redundant subset cut (SC, defined later in the text) from the 
cutset of the evaluated network. Second step uses any existing sum-of-disjoint products 
algorithm to compute the CRR from the enumerated SC. Recently, Soh and Rai [7] 
proposed two cutset-based algorithms to solve the CRR. It generates the set of SC by 
utilizing only links with capacity less than Wmin in each cut Ci.  Furthermore, the method 
reduces the number of enumerated subsets by applying a greedy approach. Both methods 
in [7], however, enumerate many subsets, and internal and external redundant SC 
(defined later in the text) that are eventually excluded from the SC list. This paper 
proposes a new technique (called SCE) for SC enumeration, which helps reduce the 
number of subsets enumerated, and the number of internal redundant SC. Thus, the non-
redundant SC list of the network can be obtained more efficiently.  

2. Terminology and Background 

In the graph model G(V,E) of a communication network, where vertices (V) represent 
communication centres, and links (E) denote connection services, consider each link j has 
a finite capacity wj which is known a priori. A flow in a network is a function assigning a 
non-negative number fj to each link j so that fj ≤ wj, and for a vertex (that is neither source 
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nor terminal) the in- & out-flow are the same (flow conservation). Thus, wj provides a 
bound on a flow passing through link j. The network is good if and only if a specified 
amount of signal capacity Wmin can be transmitted from the input to the output node, or (s, 
t) node pair. This condition implies that the network must have at least Wmin bandwidth 
for the given (s,t) node pair. 
 A link j is said to be up (down) if it is functioning (failed). An up (down) link is 
denoted by j ( j

i

). Note, the nodes (V) are assumed to be always good. An (s, t) cut is a 
disconnecting set. All communications between a prescribed (s, t) node pair is disrupted 
once all the links in (s, t) are not operational. An (s, t) cut i, Ci, is minimal if no proper 
subset of it represents a 'cut'. Let δ represent the cardinality (the total number of links) 
of a cut Ci.  The cutset Cs,t is the set of all minimal cuts for the graph G(V,E). The 
capacity of a cut Ci, W(Ci), is the sum of link-capacities in Ci.   

 A subset-cut, SCi,j, for j > 0, is defined as a subset of a cut Ci with capacity W(SCi,j) > 
W(Ci) - Wmin.  If all links in SCi,j fail, the capacity of the induced cut Ci between the given 
(s, t) node pair of a network will be less than Wmin. For any i, j, p, and q, an SCi,j is called 
a redundant SC if there exists an SCp,q as its subset. This redundancy can occur among the 
SC generated from a cut Ci (called internal redundant), and may also be from the SC 
generated from all cuts in the network (called external redundant).  A minimal-subset-
cut, MSCi,j, is a non internal-redundant SC generated from a cut Ci; and a network-
minimal-subset-cut, NMSCi,j, is a non external-redundant SCi,j. The SCT techniques [7] 
comprise two main steps: (i) enumerate NMSC for the network, and (ii) generate the 
sum-of-disjoint products terms of the NMSC set. Reference [7] and our works in this 
paper focus only on the efficient techniques to solve step (i).  The capacity related 
unreliability (the probability that the network has a capacity of less than Wmin for the 
given node pair), CRU, is computed from the enumerated NMSC. Any Boolean 
techniques [11] can be used to generate the mutually disjoint expression for the NMSC. 
An expression (value) for the CRU, and hence the CRR (= 1- CRU), is obtained by 

substituting each down (up) link i ( i ) in the mutually disjoint forms with its probability 
of failure (success), qi (1-qi).  

 The computational complexity of the SC enumeration depends on: (i) the total 
number of subsets of links, iψ , enumerated from each Ci, (ii) the total number of internal 
(external) redundant SC, η  (ε ), generated and removed, and (iii) the total number of 
cuts, m, in the network that are used to generate SC. Thus, to design an efficient SC 
enumeration algorithm, we need to minimize these three parameters. To reduce the 
parameter in (i), Soh & Rai [7] have used the following theorem and lemma to generate 
the SC and MSC for each cut Ci. See [7] for their proofs. 

Theorem 1.   SCi,j = Ci – SSLi,j, where ‘–’ is a set difference operation. 

Lemma 1.  MSCi,j = Ci – MSSLi,j, where ‘–’ is a set difference operation.  

 Note that a sum-of-subsets-less, SSLi,j (for j = 1,2, … ), is a subset of a cut Ci which 
has a sum of link capacities less than Wmin, and a maximum-sum-of-subsets-less, MSSLi,j 
is a non redundant SSLi,j; an SSLi,j is redundant if there exists an SSLi,k as its superset.  
The set SSLi,j is obtained from a small_linki which is a subset of a cut Ci, that contains 
links each of which has link capacity less than Wmin. Because small_linki ⊆ Ci the 
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cardinality of a small_linki, iτ , is at most equal to the cardinality of its cut, iδ , and 

hence it is obvious that their approach requires less number of subsets enumerated ( iψ ) 
to obtain the SSLi,j, and hence the SCi,j.  Note that parameter m in (iii) can be reduced by a 
priori detecting each cut that eventually leads to generating internal and/or external 
redundant SC. Smaller m will obviously minimizes parameters ψ , η , and ε . The 
following theorem (see [7] for its proof) is used to reduce m. 

Theorem 2.  Consider a subset cut SCa,j which contains links each of which has capacity 
wk ≥ Wmin.  If there is any cut Cb such that SCa,j ⊆ Cb, then any subset cut SCb,i generated 
from Cb will always be a redundant SC.   

 To take the benefit of the property described in the theorem, all the cuts in Cs,t should 
be ordered following the increasing cardinality of their number of links, and the SC is 
generated starting from the cut with the smallest cardinality; We observed that the cut 
ordering also helps reducing the complexity of external redundant SC detection and 
removal.  Then, each SC that meets the given criteria in Theorem 2 is kept in a separate 
list, MSC_t2. If there is a cut that is a superset of any SC in the list, the detected cut can 
be ignored. This step reduces the number of considered cuts in the network (parameter 
(iii)), which in turns reduces the parameter values of (i) and (ii).    

 The problem of generating all SSLi,j from a small_linki is a variant of a known NP-
complete subset-sum problem called a sum-of-subsets problem in [12]. For a given r 
numbers a solution to the problem finds all possible combinations of these numbers 
which sum to M. On the other hand SSL enumeration involves τi positive numbers or link 
capacities, and a solution to the problem generates all combinations of these capacities 
(and hence links because each link has one-to-one correspondence with its capacity) 
whose sum is less than Wmin. Notice that the solution to sum-of-subsets problem does not 
need to consider redundant subsets, and therefore utilizing any existing sum-of-subsets 
technique for this SSL enumeration problem will generate an excessive number of subsets 
that become redundant SSL, and hence this approach is not efficient. Furthermore, the 
sum-of-subsets algorithms [12] do not take advantage of non distinct link capacities, and 
other network properties which can be used to help reduce the time complexity of 
enumerating the SSL. Soh & Rai [7] proposed two SC enumeration techniques: 
Algorithm-1 and Algorithm-2 (abbreviated as Alg1 and Alg2, respectively), and both 
techniques utilize Theorem 1 as their basis.   

 Alg1 produces the SSL by taking all possible 1-subset, 2-subsets, all the way up to τi-
subset from the small_linki, where the capacity of each subset should be less than Wmin. 
To avoid enumerating unnecessary subsets, and hence minimizing iψ , Alg1, for k < τi, 
generates the subsets of size k+1 only if at least one subset of size k is an SSL (having 
capacity less than Wmin), because they will not produce any more SSL. For each cut Ci the 
method creates an MSCi list, and each newly generated SSL, and hence SC, is used to 
determine if any of the SC already in the list is redundant (with respect to the new one). 
However, because subsets are generated from lower to larger cardinality, one or more SC 
(of lower cardinality SSL) in the list can be redundant, and therefore for each newly found 
SC this step requires accesses to all elements in the MSCi list. In the worst case (when 
there is only one SC, i.e., SSL = small_link), the algorithm generates all 2 -1 possible 
subsets, and there are -2 redundant SSL. Thus, Alg1 fails to minimize the parameter 

iτ

iτ2
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η  in (ii). Alg2 partially solves the problem by grouping all the links in a small_link that 
have the same link capacities. Even though Alg2 reduces the number of internal 
redundant SC, each redundancy testing is more time consuming than that in Alg1. Alg2 is 
suitable only for large networks (average τi > 10), and when each link in the network has 
non-unique capacity. In this paper we propose an SC enumerator algorithm, SCE, that 
reduces parameters iψ  and η . As will be shown later, the proposed SCE technique will 
also minimize the computational time for detecting and removing internal and external 
redundant SC.   

3. SCE Algorithm – Preliminary  

In contrast to that of the algorithms in [7], we propose to generate the SSLi,j of each 
small_linki starting from larger to smaller cardinality. In particular, we generate (k-1)-
subsets only from each (non SSL) k-subsets. This proposed approach is advantageous 
because when a k-subset α is an SSL all of its (k-1)-subsets will generate (internal) 
redundant SC, and hence they should not be generated from α. This top-down approach 
will reduce the number of subset generated, iψ , and the total number of internal 
redundant SC, η . In this approach only a newly generated SC can be redundant (with 
respect to the SC which were generated from larger cardinality SSL), and therefore 
exhaustive access to the MSCi list is avoided – in contrast Alg1 [7] requires accesses to 
all SC in the list to search for internal redundant SC. Once the newly created SC found 
redundant the search stops. Thus detecting and removing redundant SC in this approach 
is more efficient compared to those in Alg1 and Alg2. 

To improve the approach, our method first computes the maximum cardinality, κi ≤ 
τi, of  SSL generated from small_linki so that only subsets of size k ≤ κi (rather than of 
size k ≤ τi ) are enumerated in search for all SSL for a cut Ci. Then, our method 
enumerates all κi-subsets from a small_linki. Each κi-subset is tested for being an SSL, 
and each found SSL is converted into SC which is inserted into an MSCi list, while the 
remaining (non-SSL) κi-subsets are used to enumerate subsets of size k = κi-1. Our 
approach continues with detecting SSL from the generated k–subsets. Each found SSL, 
and hence SC, is tested for being redundant against those already in the MSCi list. Only 
non-redundant SC is inserted in the list, and the remaining non-SSL k-subsets are used to 
enumerate (k-1)-subsets. This process is repeated until k = 1 or no more smaller-sized 
subsets can be generated. Ideally, any SC generated from lower cardinality SSL should 
not be redundant with respect to those already in the MSCi list so that the total number of 
internal redundant SC, η =0. In Section 4 a new subset enumerator technique is 
presented. The technique enumerates subsets of size k-1 from each k-subset to reduce the 
total number of generated subsets iψ , and to minimize η . 

4. Subset Enumeration for SCE Algorithm   

In addition to being computationally efficient, an ideal subset enumerator for our 
application should minimize the total number of internal redundant SC. To achieve this 
design goal, we propose an algorithm, subset_enum(), that generates (k-1)-subsets from a 
list of k-subsets, for 1 . As shown in Fig. 1, function subset_enum () takes as 
input a set of sequenced n elements S

nk ≤<
n = (1,2,3, …,n) and returns all of its subsets in 

subset_listk. The function next_subset(k,S) is used to generate the (k-1)-subsets of S, 

 



Sieteng Soh, Kok Yong Lim and Suresh Rai 
 

8 Deleted: ,

where S is a sequenced of k elements.  Notice that the algorithm generates the subsets of 
set S only if the function start_cond(S) returns true. The function returns false if the 
elements in S are sorted in increasing order but the elements do not start with 1 or there is 
at least one missing elements (e.g., when S = (2,3,4,5,6), or S = (1,2,4,5,6), respectively). 
The gen_subset(S,k-1) generates one (k-1)-subset by taking the first k-1 elements of S, 
while function rotate_right(S) right-rotates the set members of S by 1. The exit condition 
for function next_subset(k,S) occurs when function is ordered (S) returns true, implying 
that the elements in S are sorted in increasing order.   

 To illustrate subset_enum (), consider a set S4 = {1, 2, 3, 4} and the steps in Fig.2 
that generate all subsets of S4. Notice that the method generates all (k-1)-subsets from all 
k-subsets, for k ≤ 4. The (k-1)-subsets in the figure are the elements listed in the right 
hand side of the arrows which are generated from a k-subset (element in bold). In our 
algorithm, each k-subset is represented as a sequenced order of k elements because the 
ordering is needed to produce all (k-1)-subsets. Throughout this paper k-subset is used to 
represent a sequenced order set of k elements. All (k-1)-subsets of a k-subset are 
generated by repeating these two steps: (i) enumerate a (k-1)-subset by taking the first k-1 
elements of k-subset, (ii) right rotate the elements of k-subset by one. This process 
continues until the elements in k-subset are sorted in increasing order. As an example, 
Fig.2 shows how 3-subsets are generated. Given a 4-subset (1, 2, 3, 4) step (i) obtains the 
first 3-subset (1, 2, 3) by taking the first 3 elements of the 4-subset. Then, in step (ii) the 
4-subset is rotated right to obtain an updated 4-subset (4, 1, 2, 3). Because the elements in 
the resulting set are not yet sorted, step (i) enumerates another 3-subset (4, 1, 2). Rotating 

subset_enum (Sn, subset_listα): 
 
subset_listk = Sn; // Sn is a sequenced set of n elements. 
k = n-1; // generate all subsets starting from subset_size n-1 
subset_listk-1= NULL; 
while (subset_listk ≠ NULL) do  
   Take one subset from subset_listk, and put it in S; 
   if (start_cond(S, k)) then 
      next_subset(k, S); 
   if (subset_listk ≠ NULL) then 
      Take one subset from subset_listk, and put it in S; 
   else  
      k=k-1; 
      subset_listk = subset_listk-1; // move the whole list 
      if (k > 1) then 
         subset_listk-1= NULL; 
      else 
         return (subset_listk);  //DONE all subsets are in the list 
 
// This function enumerates the (k-1)-subsets of S 
next_subset (k, S): // S contains a sequenced k elements 
 
while TRUE do    
   new_subset = gen_subset (S, k-1); // one (k-1)-subset is generated 
   insert new_subset to subset_listk-1; 
   rotate_right (S); 
    if (is_ordered(S)) then break;  // return 

Fig. 1: Algorithm subset_enum() 
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the 4-subset again, we obtain 4-subset (3, 4, 1, 2) which is used in step (ii) to generate 
another 3-subset (3,4,1). This process is repeated until step (ii) results in 4-subset (1, 2, 3, 
4). As another example, consider a 3-subset (4,1,2) in Fig.2. The first 2-subset, (4,1) is 
generated in step (i) by taking the first 2 elements of the set, and right rotating the 3-
subset in step (ii), we obtain a set (2,4,1) which is used to generate a subset (2,4). Fig.2 
shows the steps of our algorithm to obtain the other 2-subsets and 1-subsets from their 
corresponding higher order subsets.  To generate all subsets of a set Sn the algorithm runs 
the two steps on Sn and on each Sk generated, for 2 ≤ k ≤ n-1. 

1 2 3 4  1 2 3  
4 1 2 3  4 1 2  
3 4 1 2  3 4 1  
2 3 4 1  2 3 4  

1 2 3  1 2     
3 1 2  3 1    
2 3 1  2 3    
4 1 2  4 1 
2 4 1  2 4  
3 4 1  3 4  

1 2  1            
2 1  2          
3 1  3  
4 1  4 

Fig. 2: All Subsets of a Set S4 =(1, 2, 3, 4) 

Note that our SCE algorithm starts generating subsets of size κi (the maximum cardinality 
of SSL) for a small_linki. We can utilize the subset_enum() algorithm iteratively to 

comb_gen (n, k): // where 0 , and Snk ≤< n = (1, 2, 3, …, n) 
 
k_subset_list = NULL; // list of k-subset 
set first k-1 elements of subset to 1; // the rest contains 0;  
set j+1 as a pointer to the first element of subset;  
copy subset to k_subset_list; //obtain one subset, a sequence set of n elements 
j=k; // point to the right most bit 
nrmb = j−1; // point to the next right most bit 
m = n−k; 
for (i=0; i<m; i++) do   
   move bit at j to j+1 in subset;   
   set j+1 as a pointer to the first element of subset; 
   copy subset to k_subset_list;        

 

   if (k>1)  
      b1(subset, j+1, nrmb); 
      j++; 
 
b1(subset, section_size, frmb): 
j = frmb; // point to first right most bit of section of subset 
nrmb = frmb − 1; 
m = section_size − (frmb + 1); 
for (i=0; i<m; i++) do  
   move bit at  j  to j+1 in subset; 
   set j+1 as a pointer to the first element of subset; 
   copy subset to k_subset_list; 
   if (nrmb >= 0) then   
      b1(subset, j+1, nrmb);   
   j++;       
 

Fig. 3: com_gen() Function 
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generate the required κi-subsets. However, this approach is not efficient, and therefore we 
need a comb_gen() function shown in Fig. 3 that directly generates all κi-subsets for a 
given small_linki.  The function obtains the κi-subsets which will be used by function 
subset_enum() to produce (κ-1)-subsets.  

5. SCE Algorithm - Pseudocode  

The pseudocode of our proposed SCE algorithm is shown in Fig. 4. This algorithm 
requires cutset Cs,t , link capacities, and Wmin as input, and generates a list of  NMSC as its 
output. The algorithm, first, sorts the cuts based on increasing cardinality (refer to Section 
2 for its advantageous). Referring to Theorem 2, the function is_red_by_theorem2() is 
used to delete, a priori, the cuts which will always produce redundant SC.  If a cut Ci is 
not reduced by the function, SCE uses function generate_MSC() to generate an MSCi list. 
Finally, function generate_NMSC() removes redundant SC from each MSCi in the list to 
produce NMSC.   

 The function gen_small_link() in Step 2.1 generates a small_linki for a cut Ci. If each 
link k has capacity wk ≥ Wmin, the function makes Ci as the MSC, and returns found_MSC 
=true. This flag will make function generate_MSC() returns with the obtained MSC.  
Otherwise, function compute_κ() computes the maximum cardinality, κi, of SSLi for a 
small_linki. The function, first, sorts the link capacities in increasing order, and loops on 
the sorted data to compute κi which, in turn, is used by function comb_gen() to generate 
all κi-subsets of small_linki. If a generated κi-subset is an SSL, function put_SC_κ() 
converts it to SC and inserts the SC into an MSCi list.  In this case we do not want to 
generate any subset from the SSL because it will create redundant SC.  

 If the SC also meets the property in Theorem 2, the function also puts its copy in 
MSC_t2.  On the other hand if the κi-subset is not an SSL, we keep the subset in the 
subset_listk so that its lower order subsets can later be generated.  

 In Step 2.2, the function takes one k-subset at a time from the subset_listk  to 
generate a list of (k-1)-subsets by using function subset_enum(). Function is_SSL()is used 
to check each generated (k-1)-subset for being an SSL. For each found SSL, the function 
obtains an SC (following Theorem 1), and function create_MSC() (shown in Fig. 4) puts 
the SC in MSCi list if it is not a  redundant SC.  However, if the (k-1)-subset is not an 
SSL, the subset is inserted into subset_listk so that its lower order subsets can later be 
generated. This process is repeated until there is no more subset in the subset_listk.  

Function generate_NMSC() in Fig. 4 considers two different cases for removing 
external redundant SC. In CASE 1, the new generated MSC is redundant; while in CASE 
2, one or more MSC in the NMSC are redundant. Removing redundancy in CASE 1 is 
more efficient compared to that in CASE 2 because once the new generated MSC is 
detected redundant, the process stops. One of the advantages of ordering the cuts based 
on their increasing cardinality is to make the occurrences of redundancies in CASE 1 
more likely, as observed in our experimental results (about 90%). Following this 
observation in our implementation we divide the NMSC into groups based on their 
cardinality so that a newly generated MSC of cardinality c can be tested against those in 
NMSC list with cardinality 1, 2… up to cardinality less than c.  This approach aims to 
reduce the time to detect an external redundant SC for CASE 1. 
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  SCE Algorithm: 
 
Sort all cuts Ci in ascending cardinality; //  i = 1, …, m 
for (all Ci in Cs,t)do  
    if (is_red_by_theorem2(Ci)) then   
        delete Ci; 
    else  
        generate_MSC (MSCi,Ci); 
        generate_NMSC (NMSC, MSCi); 
 
generate_MSC (MSCi, Ci):   
/* Step 2.1*/ 
small_linki = gen_small_link(Ci,found_MSC);   
if (found_MSC) then return;    
κ = compute_κ(small_linki, Wmin); 
subset_listk = comb_gen(|small_linki|, κ); 
put_SC_κ (subset_listk, MSCi, MSC_t2); // No redundancy testing 
/* Step 2.2; subset_listk contains the remaining non-SSL subsets */ 
while (subset_listk ≠ NULL) do { 
   take one k_subset from the beginning of subset_listk;     
   subset_listk-1 = subset_enum (k_subset, subset_listk);  
   for (each (k-1)-subset in subset_listk-1) do { 
      remove (k-1)-subset from subset_listk-1; 
      if (is_SSL((k-1)-subset) then  
         SCi,k = Ci – (k-1)-subset; // Theorem 1 
         create_MSC(SCi,k, MSCi, MSC_t2);      
      else //non-SSL so enumerate lower order subset 
         insert (k-1)-subset to the end of subset_listk; 
 
create_MSC (SCi,k, MSCi, MSC_t2): 
for (each SCi,j in MSCi) do { //Check for redundancy to produce the set MSCi

   if (SCi,j ⊆ SCi,k) then break; // The generated SC is redundant  
put SCi,k into MSCi; // it is a non-redundant MSC 
if (each link capacity in the SCi,k, wl ≥ Wmin) then /* Theorem 2 */ 
   put the SCi,k in MSC_t2; 
 
generate_NMSC (NMSC, MSCi): 

 

for (all MSCi,j in MSCi) do  
   is_NMSC = TRUE; 
   for (each NMSCk in NMSC) do  
      if (NMSCk ⊆ MSCi,j) then /* CASE 1: MSCi,j is an external redundant MSC*/ 
         is_NMSC = FALSE; 
         break; 
      if (MSCi,j ⊆ NMSCk) then /*CASE 2:  NMSCk is external redundant MSC */ 
         remove NMSCk from the NMSC; 
   if (is_NMSC) then put MSCi,j into NMSC; 

Fig. 4: SCE Algorithm 
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6. SCE Algorithm – Time Complexity   

mThe time complexity of SCE depends on the total number of cuts (= ) in the network, 
the average number of links in each cut Ci ( δ=  ), the average number of links in a 
small_link ( τ= ), the average number of subsets generated for a Ci ( ψ= ), the average 
number of MSC in a Ci ( M= ), and the total number of NMSC in the  network ( A= ). 
The last four parameters, in turn, heavily depend on the network topology, the assigned 
link capacities, and the required Wmin.  In Fig. 4, all cuts can be sorted in O(m log m), and 
assuming linear searching, the time complexity of function is_red_by_theorem2() is 
O(σ ), where σ  is the total number of MSC in the MSC_t2. Note that each subset 
testing in the function can be done in O(1) because each cut Ci, MSC, and NMSC is bit-
implementable.  

Function gen_small_link() in Fig. 4 requires O(δ ) time, and assuming linear sort the 
complexity of function compute_κ() is O( ). For a cut C2τ i functions comb_gen() and 
subset_enum() in total generate ψ subsets, and each of the function requires at most τ  

bit shifts and accesses and therefore its time complexity is )(ψ τ⋅O . The SSL 

detection in put_SC_κ() requires at mostτ steps, and since the function is used for each 

κ–subset, the complexity of using the function is .  Functions is_SSL() and 

create_MSC() require O(τ) time for SSL detection, and O(M) for redundant SC detection, 
respectively, and because function is_SSL() (create_MSC()) is used for all generated 
subsets (SC) of a small_link

)( ⋅τO ⎟⎟
⎠

⎞
⎜⎜
⎝

⎛
κ
τ

( 2 MmO i ⋅+⋅+⎟⎟
⎠

⎞
⎜⎜
⎝

⎛
⋅+⋅++ τψ
κ
τ

ττψτδ

ψ
κ
τ

δτ ≤⎟⎟
⎠

⎞
⎜⎜
⎝

⎛
≤≤ Mm

i the total complexity of function generate_MSC() is 
, where m) i is the number of SC generated from 

a Ci. Since , the expression can be reduced to )(O ⋅+⋅τψ . 

 
From the pseudocode of generate_NMSC (), we compute the worst-case time complexity 
of the function to be O ( MA ⋅ ). Because functions is_red_by_theorem2(), 
generate_MSC(), and generate_NMSC() are called for each cut Ci, the time complexity of 
the proposed SCE algorithm is  ))(mlog( MAMmmmO i+ +ψσ ⋅τ + ⋅ + ⋅ . 

Withσ ψ≤
log( Mmmmm i

, the complexity of the algorithm can be simplified 

to O Mm))( Am+ ⋅ψ ⋅⋅+⋅τ + . Note that ⋅  gives the total 
number of MSC enumerated from a network, and <τ ψ< . From the complexity 
expression, it is obvious that the efficiency of the algorithm, depends on the total number 
of cuts of the network ( m ), the number of subsets generated (ψ ), the number of MSC 
generated ( ), and the total of number of enumerated SC and NMSC. Mm ⋅
7. SCE Algorithm – Illustrating Examples 

Example 1. Fig. 5 shows all cuts, C  through C1 18 (sorted based on their increasing 
cardinality), of the 7-nodes 15-links network for the given (s, t) node pair. Consider 
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min= 4 and the small_link  = {1,2,5,8,14,15} of cut C18 18. For convenient, here we use a 
capacity vector θ = (3,1,2,2,2,1) to represent the capacity of each link in small_link1818  
(e.g., link 8 has capacity 2).  In addition, let us denote a (set) vector S6 = (1,2,3,4,5,6) to 
represent the position (order) of a link in the small_link (e.g., element 4 in S6 denotes link 
8).  Sorting θ = (1,1,2,2,2,3), and for W = 4, κ in increasing order, we obtain θ min18 18 18=2. 
From vector S6 = (1,2,3,4,5,6), our approach uses comb_gen() to generate 2-subsets: 
(1,2), (3,1), (2,3), (4,1), (2,4), (3,4), (5,1), (2,5), (3,5), (4,5), (6,1), (2,6), (3,6), (4,6), (5,6). 
Note that a 2-subset (5,6), for example, should be interpreted as a subset of links {14,15} 
of small_link18, which is an SSL (W({14,15}) =3).  Excepts for (1,2), (3,1), (4,1), (5,1), 
(6,1), (3,4), and (3,5), all other 2-subsets are SSL, and therefore subset_enum() obtains 1-
subset (1) and (2), (3), (4), (5), and (6) from 2-subsets (1,2), (3,1), (4,1), (5,1), and (6,1), 
respectively. Notice that all 1-subsets result in SSL, but only (1) produces non redundant 
SC. Therefore, the approach obtains the following SSL from the small_link18 = 
{1,2,5,8,14,15}: {2,5}, {2,8}, {2,14}, {8,14}, {2,15}, {5,15}, {8,15}, {14,15}, and {1}.       

 
 
 

Links: 1                                 …                              15 
Cap: 3   1   8   4   2   5   8   2   3   2   3   4   9   2   1 

Fig. 5: 7 Nodes 15 Links Network 
 
Using Lemma 1, we obtain the MSC for the cut C18: MSC18,1 ={1,2,5,7,8,13,14,15} – 
{2,5} = {1,7,8,13,14,15}, MSC18,2 ={1,2,5,7,8,13,14,15} – {2,8} = {1,5,7,13,14,15}, 
MSC18,3 = {1,5,7,8,13,15}, MSC18,4 = {1,2,5,7,13,15}, MSC18,5 = {1,5,7,8,13,14}, MSC18,6 
= {1,2,7,8,13,14}, MSC18,7 = {1,2,5,7,13,14}, MSC18,8 = {1,2,5,7,8,13}, and MSC18,9 = 

{2,5,7, 8,13,14,15}. Here the algorithm generates ⎜⎜
⎛ +6 = 21 subsets which is a 

significant reduction from +⎜⎜
⎛ + = 41 subsets generated by Alg1 in [7].  In this 

example, both Alg1 and our SCE produce 5 redundant SSL each.  Similarly from C
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6

2, we 
generate MSC2,1 = {3,12}. Note that w3 (=8) ≥ Wmin, and w12 (= 4) ≥ Wmin; also MSC2,1 ⊆ 
C3 (= {3,6,12}), MSC2,1 ⊆ C5 (= {3,9,12, 14}), and MSC2,1 ⊆ C6 (= {3,12,13,14}). Thus, 
by Theorem 2, we can a priori delete cuts C3, C5, and C6. Should we generate the SC for 
the deleted cuts, we obtain the following redundant MSC: {3,6,12}, {3,9,12}, {3,12,14}, 
and {3,12,13}. Using this method for the remaining cuts, we generate the MSC of the 
network: {1,3}, {2,3}, {3,12}, {3,4,6}, {6,11,12}, {6,12,15}, {12,13}, {9,12}, 
{12,14,15}, {1,3,4, 9 }R, {1,3,4,14}R, {3,4,9,14}, {1,7,11}, {1,2,7,15}, {2,7,11,15}, 

C1={1 2 3} 
C2={2 3 12} 
C3={3 6 12}  
C4={1 3 4 6} 
C5={3 9 12 14}  
C6={3 12 13 14} 
C7={6 11 12 15} 
C8={9 12 14 15} 
C9={12 13 14 15} 

C10={1 2 7 11 15} 
C11={1 3 4 9 14} 
C12={1 4 6 11 15} 
C13={1 4 9 14 15} 
C14={2 7 11 12 15} 
C15={1 2 7 9 14 15} 
C16={1 3 4 8 13 14} 
C17={1 4 8 13 14 15} 
C18={1 2 5 7 8 13 14 15} 

t 10 

8 

15 

9  

116 

41
5

13 

14 

2
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{1,4,6,11}, {1,4,6,15}, {4,6,11,15}, {1,4,9}, {1,4,14,15}, {4,9,14,15}, {7,11,12}, 
{2,7,12,15}, {3,4,8,13,14}, {1,3,4,13,14}R, {1,3,4,8,13}R, {1,4,8,13}, {1,4,13,14}, 
{4,8,13,14,15}, {1,2,7,9}, {1,7,9,14}, {1,7,9,15}, {2,7,9,14,15}, {1,2,7,8,13,14}, 
{1,2,5,7,8,13}, {1,2,5,7,13,14}, {1,5,7,8,13,15}, {1,5,7,8,13,14}, {1,5,7,13,14,15}, 
{1,7,8,13,14,15}, {2,5,7,8,13,14,15}.  Removing the external redundancies (the ones in 
the list with a superscript ‘R’), we obtain the NMSC for the network. Finally, using 
CAREL [11], we get the expression for CRU. Assuming that the network has equal link 
unreliability of 0.1, CRU is given as 0.050156, and, hence, CRR = 1 - 0.050156 = 
0.949844. 

Example 2.  For Fig. 5, consider W = 8 and small_linkmin 18 = {1,2,5,8,14,15}, and thus 
κ

 

18=4.  Our SCE technique generates the following 4-subsets from vector S6 = 
(1,2,3,4,5,6): (1,2,3,4), (5,1,2,3), (4,5,1,2), (3,4,5,1), (2,3,4,5)SSL SSL, (6,1,2,3) , (4,6,1,2)SSL, 
(3,4,6,1), (2,3,4,6)SSL, (5,6,1,2)SSL, (3,5,6,1), (2,3,5,6)SSL, (4,5,6,1), (2,4,5,6)SSL, and 
(3,4,5,6)SSL, where a superscripted 4-subset produces SSL. Our approach will generate the 
following thirteen 3-subsets from each of the seven non-SSL 4-subsets: (1,2,3)R, (4,1,2)R, 
(3,4,1), (2,3,4)R, (5,1,2)R, (3,5,1), (2,3,5)R , (4,5,1), (2,4,5)R , (3,4,5)R , (3,4,6)R , (3,5,6)R , 
(4,5,6)R , all of whom generate SSL. Note that those with superscript ‘R’ produce 
redundant SC.  Since each of the 3-subsets obtains SSL, the approach will not generate 
smaller sized subsets. Therefore, the approach obtains the following 11 SSL from the 
small_link18: {2,5,8,14}, {1,2,5,15}, {1, 2,8,15}, {2,5,8,15}, {1,2,14,15}, {2,5,14,15}, 
{2,8,14,15}, {5,8,14,15}, {1,5,8}, {1,5,14}, and {1,8, 14}, which, in turn, are used (using 
Lemma 1) to obtain the MSC for the cut C18. In this example SCE (Alg1) generates 

+13 = 28 ( ⎜⎜
⎛ + ⎜⎜

⎛ + ⎜⎜
⎛ +⎜⎜

⎛ + ⎜⎜
⎛ = 62) subsets, and 10 (6+15+17=38) 

redundant SC. It is obvious that SCE algorithm is more efficient compared to Alg1 in [7]. 
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8. Results and Discussion  

The SCE algorithm has been implemented in C on a Pentium IV computer. The SCE is 
used to generate the NMSC for the networks shown in Fig. 7 through 10 of reference [7] 
for various values of W  ≤ Wmin max. The method generated exactly the same sets of NMSC 
as those obtained using Alg1 and Alg2 in [7]. These results, empirically, show the 
correctness of our proposed method.  

 We compared the performances of our SCE with those of Alg1 and Alg2 [7] by 
using each of them to generate the NMSC of the network shown in Fig. 6 for various 
values of Wmin ≤ Wmax.  Table 1 shows the total number of generated subsets,∑ iψ , the 
total number of internal redundant SC, η , the total number of MSC and NMSC, and the 
CPU (user + system) time of generating the NMSC. The SCE technique generates 
smaller η  and than those reported in [7]. The table also shows that SCE 
technique requires less amount of CPU time compared to that needed by Alg1 and Alg2. 
This result shows that SCE outperforms both the techniques in [7] for generating the 
NMSC. However, SCE algorithm does not reduce the number of external redundant SC. 
Note that this value can be calculated from each table by taking the difference between 
the total MSC with the total NMSC for each row. It is obvious that an improved 
algorithm is needed to further reduce the complexity of generating the NMSC. 
Furthermore, even though SCE is able to significantly reduce the total number of internal 

∑ iψ
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redundant SC, the number is still considerably large, and hence a more suitable subset 
enumerator for our method is still needed.   

 From Table 1 we also notice that the total number of NMSC generated is decreasing 
with increasing Wmin values (from 7376 to 479). We observe that the time required to 
generate the CRR of the network, when the number of NMSC is far less than the number 
of cuts of the network, is less than that needed to compute the network’s terminal 
reliability. As an example, CAREL needed more than 150 seconds to obtain the terminal 
reliability of the network (from 7376 cuts), while the SCE & CAREL took only 2.0687 
seconds to compute the CRR for the network with Wmin=22. Generating NMSC takes 
polynomial time in the number of cuts, while generating CRR (terminal reliability) from 
NMSC (cuts) using CAREL is exponential in the number of NMSC (cuts). Thus, when 
the total number of NMSC is far less than the number of cuts, computing CRR is more 
efficient compared to obtaining the terminal reliability of the network. This result shows 
that generating a more realistic computer network performance index (that takes link 
bandwidth into account) may require less amount of computer resources than that which 
uses restricted assumption.  

 From the CRR values shown in Table 1 assuming an equal link reliability of 0.9 for 
all links, we observe that there are tradeoffs between allowing a larger bandwidth 
requirement in the networks (increasing the Wmin), and the reliability of the network to 
meet such a requirement. However, for some values of Wmin, we get good tradeoffs. As an 
example, increasing the Wmin from 1 to 6 or 10 to 12 units for the network in Fig. 6 does 
not reduce the reliability of the network. Similarly, increasing the Wmin from 6 to 9 units 
(50% increase) reduces the reliability of the network only by 5%.  On the other hand, 
increasing Wmin by only 1 unit (from 15 to 16) reduces the CRR of the network 
appreciably (by 20%).  

 

 
Fig. 6: 20 Nodes, 30 Links Network 

Our method can be used to determine the optimal Wmin for certain network configurations, 
and hence can be used to compare the reliability of various candidate topologies having 
heterogeneous link-capacities. We are exploring to extend our method so that it can also 

Link: 1   2                      …       ….                                   …                   …                                     30                 

Cap: 6   7   9   8   8   6   7   8   9   6   8   7   6   9   8   7   6   8   9   7   9   7   8   9   8   9   9   8   9   7 
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be used to find the bottleneck of the network, and add minimal extra bandwidth as 
necessary to improve the network’s CRR. 

Table 1: Performance Comparisons for the Network in Fig. 6 
 

 

CPU Time (second) ∑  
iψ  η  Total 

NMSC 
Total 
MSC 

CRR 
Wmin   Alg1 Alg2 SCE 
1-6 7376 7376 0 0 3.40 3.5 2.00 0.997120 
7 7644 10413 0 10196 5.21 5.3 2.84 0.983694 
8 8855 25397 0 25395 14.34 16.1 4.67 0.960965 
9 7067 48906 0 48906 23.45 24.35 5.14 0.948304 

10-12 4962 70374 0 70374 25.97 26.32 4.10 0.928967 
13 4675 68062 6365 244292 22.08 22.08 2.89 0.915370 
14 5278 77052 14412 331881 28.71 29.03 3.03 0.834765 
15 4794 104056 20624 346776 37.43 38.92 2.87 0.809854 
16 2184 159705 22935 333725 30.62 30.7 1.21 0.645474 
17 1199 226301 12724 321063 25.82 26.1 0.78 0.533820 
18 782 283016 3558 311826 22.15 22.32 0.65 0.481695 
19 624 305636 3067 474411 18.73 18.81 0.78 0.475291 
20 647 297916 17389 769937 18.56 18.24 1 0.465750 
21 773 295201 38470 967941 21.12 20.56 1.23 0.451991 
22 479 314580 65784 1003599 15.78 14.56 1.21 0.367090 
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